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SECTION 137. 


I CRIMINAL I informants! (SEE MIOG, PART II, 

10-3; LEGAL ATTACHE MANUAL, 6-12; 

legal handbook for SPECIAL AGENTS, SECTION 8.) 


11137-1 


RESPONSIBILITY FOR THE DEVELOPMENT AND OPERATION OF 
INFORMANTS 



:_( 1 )- 


Xhe„SAC_of each field_.of£ice. is personally, 


concerning! 

territory. 


Tel^oi^IlMe fof the establishment of informant coverage 
criminal activity of interest to the FBI 

!Particular emphasis is to be placed on the|prxorxty ^";:®=txgative 
matters of the office, jlnformants are an integral part of the 
office’s overall criminal informant and cooperative witness 
intelligence base. The SAC must ensure that his/her Agents make every 
effort to develop quality informants, and that Agents receive the 
t"!n ng .«rgu!d.nc. n.Lss.ry t« enable then te per or. the.r duUe. 
in an ellecUve .n^^eltjclent — 

cLtributie^j'^'I'lthey nake to|FBI investigations and because o£ the 
difficultiMiiherent in their operation. 1 Accordingly, the SAC should 
eisur^tLt infqrma^t files are reviewed every 60 days by a 
Supervisory Special Agent* | 

( 2 ) ! Each! SUPERVISORY SPECIALj AGENT is personally 

and guidance necessary to enable •.^“tjrintorinant 

their supervision at least evety w ^ pn-^7S 

was conducted must be documented in the informant s file on an F^675 

and indexed on the FD-237. The purpose of this 
that the informant is being operated in accordance with 
Attorney General Guidelines, and that adequate coverage is established 
for the^investigative matters under his/her supervision. In 
Llfilling this responsibility, it is strongly suggested that the 
lu^ivisor periodically meet with the informants being °P?«ted W 
Lents unde? his/her supervision. When a Supervisor is either the 
® ^ or alternate Agent for an informant, the responsibility for 

?toiniftrative oversight, including the 60-day informant file reviews. 
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authorization for the informant to participate in 

and the initial review of informant payments, belongs to the ASAC. ] 

(3) Each! SPECIAL I AGENT involved in] criminal | investigative 
laetivities at least 50 percent of his/her time, and not otherwise 

gated ! personally responsible for the development and operation 

Lrcent of their time with the development and operation of their 
^oduftiJ; inLrmants or liaison contacts. Agents are responsible for 

Lsuring that their informants are opera^ 

their consistent FBI and Attorney General Guidelines. 

(4) The CRIMINAL INFORMANT PROGRAM MANAGER is 
responsible for ensuring that the program is operated in an effecti 
In^efficient manner, consistent with FBI and Attorney General 

Guidelines. 

(S') The CRIMINAL INFORMANT PROGRAM COORDINATOR is 

- 

JevroPments which impact on the Criminal Informant Program. | 


EFFECTIVE: 12/20/93 


j 137-1.1 [Moved to 137-2. l) 


EFFECTIVE: 12/20/93 


j 137-1.2 [Deietedl 
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EFFECTIVE: 12/20/93 

.4 


j 1 137-2 I DEFINITION 

An informant is any person or entity who furnishes 
information to the FBI on a confidential basis. |The FBI will not 
disclose the identity of an informant, except as provided in 137-4.2. | 


EFFECTIVE: 12/20/93 


I 1 137-2.1 Categories of Informants 

Informants must be classified according to one of the 
following categories: 

(1) Organized Crime (OC) - Those providing information 
concerning investigations falling within the organized crime program. 
(Classification 137A) . 



(3) Criminal (C) - Those providing information concerning 


investigations into matters of a general criminal nature. 
(Classification 137B) . 

(4) Domestic Terrorism (DT) - Those providing information 
concerning investigations into persons or groups involved in terrorist 
activities within the United States, such as bombings and other 
criminal terrorist activities, on which the FBI has an open and 
approved case. (Classification 137C) . 

(5) White Collar Crime (WC) - Those providing information 
concerning violations falling within the white collar crime program, 
(Classification 137D) . 

I (6) Drugs (D) - Those providing information concerning 

^ investigations falling within the drug program, (Classification 137F) . 
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(7) Confidential Sources (CS) - Those providint 

inforsution to the FBI on a confidential and 
of lecititnate employment or routine access to recor ♦ 

resit? o asLtiati^ »ith persons of an invest dative interest to the 
ttl lie infornation provided by a Confidential 

relevant to authorized FBI investigations. The operation of ^ 

tinfidintial Source must be consistent with FBI and Attorney General 
citiiunitt A Confidential Sourc. .ay be paid reasonable anounts tor 
services and expenses. (Classification 137E) . 1 


EFFECTIVE: 12/20/93 


137-3 development of informants! (S ee MIOG, Part I, 

137-3.1.2(1) .) 

The following factors must be taken into consideration in 
determining an individual’s suitability to be an informant: 

(1) Whether the person appears to be in a position to 
provide information concerning violations of law wnicn a 

scope of authorized FBI investigative activity. 

(2) Whether the individual is, willing to voluntarily 
furnish information to the FBI. 

(3) Whether the individual appears to be directed by 
others to obtain informa^on from the PBT. 

(A) Whether there is aiiytking in the 
1 bsckground which would .sko him/her unfit for use as an informant. 

(5) Hhoth.r the nature of the natter under 

and the importance of the information being furnished to the FB 
“^weighs ?he seriousness of any past or contemporaneous criminal 
activity of which the informant may be suspected. - 

(6) Whether the motives of the informant in volunteering 
to assist the FBI appear to be reasonable and proper. 

(7) Whether the information which the informant can 
provide could be obtained in a more timely and effective manner 
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through other sources or by a less intrusive means. 

(8) Whether the informant is V®^i^^i®tr^ari£v 

trustworthy/and whether there is en adequate means by wh.ch te ver.ty 

his/her truthfulness e 

(9) Whether the individual appears to be 

conform to FBI and Attorney General Guidelines regarding his/her 

Operation* 

(10) Whether the FBI will be able to adequately monitor 

_and__con.trpL.Lhe_^.c^^^^ 

(11) Whether his/her use as an investigative technique 

will intrude upon privileged communications ^ ‘ 

association of individuals or the expression of ideas. 

(12) Whether the use of the informant could compromise an 
investigation or subsequent prosecution which may require the 
Government to move for a dismissal of the case. | 


EFFECTIVE; 12/20/93 


137-3.1 Suitability and Pertinence Inquiries 

Prior to the certification of an individual for use as an 

s;™;; :: “£:;r 

whether he/she is suitable to be provided. 

Source and the pertinence of the information liKeiy to oe p 

(1) The SI will be conducted for a period not to exceed 

iu?horiz;d Ty tJe'sIc!" ^L'i^tl^cifioiirfln exU;firmust be 
conclusion or tne initial i-tv jr r Hnrine the 

troHniti.tion o£ the SI, h./.he should be closed. 

(2) During the SI, the Agent may accept information 
volunteered by the individual and may make reasonable payments to 
h^l/Serror services and expenses. In addition, he/she may be paid 
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for the information. However, these individuals may not be ^o 

participate in criminal activities or provide substantial assistance 
in an undercover operation during the SI period. 

(3) Ah informant in the SI stage of development may not 

be used in a preliminary domestic security/terrorism investigation 

without the prior approval of a Supervisory Special Agent. Such 
approval must be recorded in the file. (See 137 4(16). J 

(4) Sis should not be used to develop information 

concerning an individual for the purpose of inducing him/her to become 
an informant _or a Confident iaL Source. - 

(5) Any lawful investigative technique can be utilized in 
determining an individual’s suitability to be an informant. 


EFFECTIVE; 06/08/94 


137-3.1.1 Administration of the Suitability and Pertinence 
Inquiry 

(1) Upon selection of an individual for use as an 
informant, the field office will assign a 137 field number and an 
alnha character from the Resource Management Information System. This 
.iU .nsur. th. tl.. .-.ted to th,t U 
allocated to the appropriate program. At that time, the field 
will also assign a sequential field office symbol number. The symbol 
u "11 <*rtnlain the field office two~letter identifier as a 
prefix, ”the symbol number, the letters SI, and the suffix of 
OC C DT, WC, CS or D to indicate the primary area m which the 
informant will be providing informational assistance. Example; 

12345-SI-WC. 


( 2 ) 


The SI will commence on the date the 137 file is 


opened. 

(3) Snecific authority must be obtained from the SAC to 
conduct an SI for the individuals identified in (a) -(d) below. FBIHQ 
authority must be obtained prior to converting these individuals to 
fully opLational status. This authority may NOT be obtained on a 
OACB ba,;,. The specific 

operation of these individuals is set forth in Section 137 7. ISee 
MIOG, Part I, 137-3.2(2).) 
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(a) Privileged informants, i.e., attorneys, 
physicians, members of the clergy, and news media personnel. 

(b) Individuals who are now or were ever in the 
Witness Security Program. 

(c) Minors (individuals under the age of 18). 

(d) A counselor in a drug treatment program. 

(A) Immediately upon the o pening of an ijif^ra^t,^^ 
H:he''c^erri^irorVTooperat^ to an informant, [enter all 

information from the opening memorandum in the CIMS database, [with the 
exception of those individuals identified in 137-7 which may require 
FBIHQ approval. All [memoranda [are to contain the following 
information: (See (5) below[and .137-10.) [ 


(h) A statement, if applicable, that this is a 
privileged occupation informant or, if applicable, a statements^-V 
regarding the individual's occupation or status as a Federal or state 
parolee or probationer, an inmate, a past or current participant in 
the Witness Security Program, a law enforcement officer, an elected 
official, a union official, a minor, an employee of a financial 
institution, active duty military personnel, a school employee or a 
counselor in a drug treatment program. The statement should set forth 
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the specific nature of the occupation, the type of information being 
received, how the information will be obtained and the justification 
for operating the source. The specific requirements for opening and 
operating such individuals are detailed in Section 137-7. 

(5) Immediately upon the conversion of a cooperative 

witness to an informant, the field office must|prepare a memorandum! 
captioned with the field office two-letter identifier, symbol number 
and file number. However, individuals identified in 137-7.1 and 
137-7,2(2) require prior FBIHQ approval* All such ^ 

conversion! memoranda) are to contain the information set forth in 

137-3, 1, 1 (A) ,_..! (See. MIpG, J*_art_.I, 137rlP*)j r 

(6) If any of the above information is not available at 
the time the SI, the inf ormationj shouldlbe obtained and) entered into 
aSsjprtor to t^e conversion of the individual to a fully operational 

informant • 


EFFECTIVE: 06/08/9A 


j 37-3^1,2 Certification of Suitability and Pertinence 

(1) At the conclusion of the SI, the supervisor must 
review the informant's file and make a written finding, based on the 
factors outlined in 137-3, stating whether the informant 

suitable for use and whether the information likely to be J^’^ained 
from the individual is pertinent to and within the scope * 

investigative responsibility. The supervisor s «jtifi«tion must be 
documented in the informant’s file and indexed on the FD-237. iSee 
MIOG, Part I, 137-3. 2 (1) (j) .) 

(2) If it is determined that the individual is not 
suitable for use as an informant, the inquiry is to be immediately 
closed byjmemorandum to the source file, which should include the 
specific reason (s) for the closing of the inquiry. This data should 
then be entered in the CIMS database. Additionally. 

is closed because of unauthorized criminal activity, other than^for 
misdemeanor arrests, a teletype to FBIHQ. Criminal Informant Unit is 
to be prepared detailing the date of the criminal activity, 

and the disposition of the charges. (See MIOG, Part I, 137 10.) j 
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EFFECTIVE: 06/08/9A 


137-3.1.3 I Moved to 137-3.1. 2 1 


EFFECTIVE: 12/20/93 


137-3.2 Conversion From a Suitability and 

to an Inforinant (See MIOG, Part I. 137-7.2(1) (a) .) 


(1) An individual becomes an informant once the 

the individual 'si suitability. A memorandum is 
p“eparU!%ndlil information io ontor.d in CIHS. | Thol..morandu.l.ust 
contain the following information in linear paragrap orm. 
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(j) Certification statement by the field office 
supervisor described in 137"3. 1.2(1). 

(k) If handled by a resident agency, identify 

resident agency. 


(1) A statement, if applicable, that the specific 

requirements for opening and operating "h ' 

137-7 have been complied with. The statement should set forth 
specific details on how compliance was obtained. 


on 


(2) In the absence^of„response_from_FBIHQ, -consider the 


However, those individuals 


oneration of the informant to be approved. 
iLntified in Section 137-3.1.1(3) (a) - operated 

without a specific grant of authority from FBIHQ. 


Section 137 
teletypes. 


(3) Authority to operate an individual described in 
-7.1 must be requested in both the SI and conversion 
Such teletypes may not be sent on a UACB basis. 


EFFECTIVE: 06/08/94 


j 37 ~ 3^3 jRevised and Moved See 137 7, 137 7.1, 137 7.1.1 
137-7.1.2, & 137-7. 2| 


EFFECTIVE: 12/20/93 


II 137-3.4 


jRevised and Moved —See 


137-6 1 


EFFECTIVE: 12/20/93 
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137-4 [operation OF INFORMANTS} 


( 1 ) 


) [Every effort should be made to control the 

Ms/itr^nrc^ ^ai"be1ons!s?:nrwrtS °FBI aL attorney 
General Guidelines.} 

(O') lAaents should not exercise improper influence on 
(3) Hh.n it b.comes app.r.nt that “ 

Chanpaa into™.tioaa^ 

:wr„:far"htratu p^ticipatias ^ 

activities, he/she must be operated in a manner which is 

;:'s«t! n 37» the Manuat ef Inv.stihative 

Operations and Guidelines (MIOG) • | 

(« IWhen *t becemes^apparent^that^an^infer^^^^ 

'urnished false information advise the SAC and provide 

jnreliability, the Agent mus factual background which gave 

trr-iorwinj^^ardisseminated to 

another agency.} 

(5) lAll investigative activity must be made a Patter of 
.1 • field office files, including negative contacts, to 

-:rrt rharthiliL^rjs -ring 

IZirno ToaitWe Inf^rmatiris generated, need not be reported as a 

negative contact on an FD-209.} ; 

ffi"! I An alternate Agent must be assigned at the time the 

•' j The alternate Agent must handle some contacts 

informant is opened. The alternate 8 informant by the 

with the informant and mus me will ensure the continued use 

second contact after the case Asent. Any 

f.vuti:rf“:‘thu‘»,iire».nt must he approved personally by th. SAC 
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I and documented in a memorandum in the informant's file.j 

^ • (7) [Constant care should be exercised to avoid' any 

disclosure to anyone which might result in the identification of an 
informant or cast suspicion upon an informant, except as described in 
137-A.2.I 

I (8) [Agents have an affirmative responsibility to check 

I the reliability of their informants. [ 

(9) [Operation of informants in undercover operations 

must be in compliance with_ FBI policy and"Attorney General s 

Guidelines on Federal Bure”au of Investigation Undercover Operations." 
The operational use of informants in long~term cases or undercover 
operations may warrant use of a personal services contract between the 
informant and the FBI. This agreement must be coordinated with the 
substantive unit at FBIHQ and approved by the Contract Review Unit, 
FBIHQ. In a situation where prosecution is pending for the informant, 
a Plea Agreement may be warranted between the informant and the United 
f — States Government. Close coordination with the United States 

Attorney's Office is essential in both of these situations. [ 

(10) [All representations made to an informant regarding 
his/her future prosecutipn in cases in which he/she is a subject, must 
be made by the United States Attorney's Office, on behalf of the 
United States Government, and not by the case Agent or others, on 
behalf of the FBI. [ 

I [(11) [Care must be exercised in handling informants to 

ensure that they are provided with no information other than that 
[which is [necessary to carry out their assignments. jAny disclosure of 
information to an informant obtained from criminal investigative files 
must have the express approval of the SAC and be documented in the 
informant's main file. All disseminations to informants [must comply 
with the provisions of the Privacy|Act. Nojdisseminationjmayjbe made 
of information which is classified, which identifies other informants 
[[or cooperative witnesses , [which is Grand Jury material (see Rule 6(e), 
Federal Rules. of Criminal Procedure), or which is otherwise 
privileged. When it is decided to disseminate information regarding .. 
I third persons or entities from[FBl[files, a teletype must be submitted 
to FBIHQ, on a UACB basis, under the informant's symbol number 
[ caption, setting forth the following information: ((See (g) below.) [ 

(a) That the SAC of the field office has authorized 

□ dissemination of information from FBI criminal investigative files. 




■ ? 
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(b) The nature and seriousness of the matter being 

investigated. 

(c) Specific details outlining the need to furnish 
the information to the informant. 


(d) The specific information which is to be 
furnished to the informant. 

(e) The fact that the information to be released has 

been coordinated with the appropriate field divisions that may be 
affect ed by s uch^ 5 ^ • - - — 

(f) In emergency situations, the SAC, or in his/her^ 
absence, the ASAC, may authorize the dissemination of such information 
from criminal investigative files and immediately thereafter advise 
FBIHQ in the manner described herein. 


(g) If it is determined that dissemination of 
information from either civil or applicant investigative files is 
necessary in order to give the informant credibility, particularly in 
investigative matters dealing with loss of life, destruction o 
property, or which could have other serious consequences, or which may 
contribute to the solution of a serious crime, the SAC must seek _ 
authority from FBIHQ prior to making such a disclosure. The request 
in this instance must include all information outlined above in 

1 137-4 (11)1 (a) -(e). 

(h) If it is determined that the information from 
FBI files which is to be given to an informant concerns an individual 
of no investigative interest to the FBI, the individual should, except 
in the situations set forth below, be contacted in order obtain 
consent to utilize the needed information. Such contact with a third 
party should not take place if to do so would jeopardize an. 
Lvestigation, disclose the identity of an informant, or when such 
contact could jeopardize the safety of the individual whose consent is 

being sought. 


(i) When it is not possible | or is otherwise 
inadvisable I to obtain the j third | party’ s consent, the SAC must obtain 
authority from FBIHQ to disseminate such information. [The request 
should also set forth the following information:! 

1 1. I The nature and seriousness of the matter 

being investigated; 
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l2.lAn outline of the need to furnish the 
information to the informant; 

|3.|a list of specific information to be 
furnished to the informant; 


I 1 4. I Just if ication for not advising the 

individual to whom the information pertains, 

I |5,jWhat effect such disclosure might have on 

the individual's reputation in the community; and 


1 6. The personal recommendation of the SAC. | 


(i) If it is determined by the SAC that 

dissemination of information being considered for 

contain, der.,,t.,y inf.™ati«n an .n^.v.dual wh. 

is or is not of investigative interest to the FBI, the SAC 
paraonally Mta a recammandation to FBIHQ ra,u.st.ng authority to 

utilize such information. 

(k) In all cases described above, wherein 

All instances of such dissemination will b r\* ^ * 

dtngiUlwnfparlo^tly'aiSorinha’Jiaall;^^ 

suchldisseminations. I 

i (12) I Informants! will] not be used to obtain information 
r.l.tins ti l«i5 defense pUn.'or atratepU.. Hhenla person has 1 been 

ISomtuon concernUlti. cri.e(o) for uhich the 

I An individual is formally charged when he/she has been charged Dy 
'udictmeit or information or after his/her initial appearance 
following arrest.] 

I (13) 1 Information of value provided by] an informantjon 
I viol at ions which are not of an investigative interest to the FEI! 
should be disseminated to | the appropriate law enforcement ®8ency.l 
disclosure is not made forjone of the following 
whenever feasible, the field off ice | shouldlmake at 

disclosure to the law enforcement agency having jurisdiction. [The 
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disclosure are. whether the disclosure would jeopardize.! 

(a) iThe identity of an informant/cooperative 

witness; | 

(b) _ The lifelor personal safety|of an FBI Agent, 

I 'i^fV^ai^t/cWerative witness j or other persons; or 

I (c) A major ongoing FBI investigation. 

1 (lA) (Particular care m ust be exert ed r egarding dr ug 


investigations 




|( 15 )Incressedlparticip.tion in the investigation of drug 

trnfficKinl^ifu logioel V s.snlt in «pand.d^ose o^^co---‘ 
monitoring techniques. Care mu __-_.ual monitoring(activities. An 
informants Ido not participate ( m . . witness before he/she can 

cooperative witness, i.e., that tney y 

trial. (See (3) .) | 

Innmestic terrorism informants must be used in 
conpliance i I’s Guidelino. on General Cr.n... 

Racketeering Enterprr.e i, . Donestic- 

ferr^rltf irenigation. there nust he an open and approved Done.t.o 
lerroris. case. (Sea 1J7-3.K3) .) | 

( 17 ) ^triTanntrti:t‘!::^^ 'L" 

r4rr;» :rrXh“ ;:ore“"ed ;; ?hrrir.t A.end.ent .net he appreved 
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( by FBIHQ, with notification to the Department of Justice.] 

(18)|The lawful activities of legitimate organizations 
are not subject to investigation. However, individual members of such 
organizations may be independently involved in criminal activity. In 
order to ensure that the privacy of constitutionally protected 
activities will be respected, the SAC must approve the use of any 
individual where: 


(a) An informant or Confidential Source will make 
use of formal affiliation with an organization that has a 

predominantly... legitimate purpose, and.. the_informant.'s__or Confidential- 
Source's formal affiliation will give higher continued access to 
nonpublic information related to the legitimate purposes of the 
organization. 

(b) An informant or Confidential Source will make 
use of formal or informal affiliation with an organization that is 
predominantly engaged in political activities. 

(19) In determining whether to use an informant who is 
engaged in the lawful activities of legitimate organizations, the SAC 
should consider: 


(a) The likelihood of responsible behavior by the 
informant during the course of his/her organizational membership. 

(b) The ability of the FBI to focus the informant's 
reporting on members of the organization who are involved in criminal 
activities and to minimize adverse impact on innocent members of the 
organization. 

(c) Whether the use of the informant or Confidential 
Source might inhibit free association or expression of ideas by 
innocent members of the organization in the future, or hinder the 
ability of the organization to function effectively. 

(20) In order to avoid the appearance of impropriety. 
Agents are prohibited from engaging in business or financial 
relationships with informants. If an exemption to this general.. 
prohibition is deemed necessary, the SAC must articulate sufficient 
background to demonstrate to FBIHQ that the relationship will not 
create an appearance of impropriety or otherwise reflect adversely 
upon the FBI. 

(21) Sensitive circumstances require particular caution. 
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When a criminal informant is 

in any matter, the handling Agent and field Sup«^ Operations 

appropriate Attorney Genera s ® *^Part I Section 137 and consult 

Revised 11/13/92 as well as the sensitive 

with FBIHQ in the event that questions a circumstances 

^.i^uirirg^reUioI^'chlff^ni:! of extraordinary 

1 criminal activity is provided at 137-5. U2J. 

(a) Any investigative activity which i"''®!;'!* 

e'hilitv of a criminal informant engaging in activi V ” 
possibility ot a crim^iiii hereiria must be 

JnvpWes A^sens.iU the activity taking 

presented to the appropria t-hnriye the activity or refer it to 

izivii 

tir^veUiR.tive activity -ill inv.lva- 

1. An investigation 
conduct by any eUcted 

roaiti»n'«i‘t-;t'!f:‘ferarai;:u?a, oc local .ovecnnontal entity or 
political subdivision thereof. 

2 An investigation of any public official at 
tb. raderai. atate. ol local level in any natter involv.nR ayatenic 
corruption of any governmental function. 

3 An investigation of possible criminal 
conduct by any foreisn official or tov.rnnent, relis.ou. organrza , 
political organization, or the news media. 

NOTE- There are some circumstances involving ^ ’ 

NOTE. There are ..v-cutive-level positions which may 

b. con.uit.d 

for a determination of sensitive circumstances. 

4. Engaging in activity having a aignificant 

effect on or conatituting a aignificant ‘f ° Jj'y ® 

UeHtion of a Federal, atate, or local governmental entity. 


5. Establishing, acquiring, or using a 


proprietary. 
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6. Providing goods or services which are 
essential to the commission of a crime, which goods and services are 
reasonably unavailable to a subject of the investigation except from 
the Government. 


7. Activity that is proscribed by Federal, 
state, or local law as a felony or that is otherwise a serious crime 
— but not including the purchase of stolen or contraband goods; the 
delivery or sale by the Government of stolen property whose ownership 
cannot be determined; the controlled delivery of drugs which will not 
enter commerce; the payments of bribes which are not included in the 
other sensitive circumstances; or the making of false representations 
to third parties in concealment of personal identity or the true 
ownership of a proprietary (this exemption does not include any 
statement under oath or the penalties of perjury) . 

f 

NOTE: Some of the above activities, including the controlled delivery 

of drugs and bribe payments, are subject to * 

approval procedures. These matters must be coordinated with FBIHQ. 

8. A significant risk that a person 
participating in an investigative activity will be arrested or will 
supply falsely sworn testimony or false documentation in any legal or 
administrative proceeding. 

9. Attendance at a meeting or participation in 
communications between any individual and his or her lawyer. 

10. A significant risk that a third party will 
enter into a professional or confidential relationship with a person 
participating in an investigative activity who is acting as an 
attorney, physician, clergyman, or member of the news media. 

11. A request to an attorney, physician, member 

of the clergy, or other person for information that would ordinarily 
be privileged or to a member of the news media concerning an 
individual with whom the news person is known to have a professional 
or confidential relationship. • 

12. Participation in the activities of a group*., 
under investigation as part of a Domestic Security investigation or 
recruiting a person from within such a group as an informant. 

13. A significant risk of violence or physical 
injury to individuals or a significant risk of financial loss. 
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u.Activiti.. vhuh 

15. Untrue representations by ^ ^®^f°”^gtivities 

tr/t' individual ■ . gn.»udg. 

or consent.! 


En^ECTiyE: 12/2P/93 


137-4.1 


St hu Task Force Members (See MIOG, 

Operation of Informants by Task rorc 

Part I. 137-4.2(5).) 


. these guidelines is to ensure 
(1) The primary purpes. ^“tS^egran is not dininished 
that the integrity of the Crinin force concept. These 

as a result of the ‘“Pj-*"'"'’' ‘f " „eed to encourage full cooperation 
euidelines attempt to balance the need t eaintalning the 

tmonl ffl »"0 '?r‘.?EordTt; informants. To attain 

of security ii? t^e dtscuLre of the 

this balance. Agents =^”“‘^‘‘"‘',00 members to those situations -here 

I“ii"l““:ral'to''?he”e«ertive performance of their duties. 

(2) The SAC of the office f oUce'^members who have 

force members as^a co-case Agent may be present at 

been authorized by the SAC to act access to the informant s 

debriefings, witness payments, a ^ assigned to handle 

file. However, an alternate FB , _ast Agent. The FBI case Agent 
the informant /responsible for the operation and 

alternate Agent is the responsibility for the 

control of the informant, Leessarv paperwork. A co-case 

preparation and without being accompanied by an FBI 

Agent may meet with an i ^act is fully documented. While the 

A^ent. provided each such c°«tact recommended that the. case 

„se Agent may make such a,eetings with the 

Agent or alternate Agent be meetings not only serves 

informant. The P«*®/®/'^ tnLre compliance with FBI and Attorney 
to foster rapport, but aiso 
General Guidelines. 


(3) 


T..k force member, may not be provided uith the 
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id.ntity ot an hin/h«"tf 

Tn^J 2:. 

rd"A?ror‘:ro-U -s ,b.an 

ppsir.bi.rLi;rc"r»i:^Krjd'ra‘d^^n...t.- .be .....n... 

<« ;n A--on .o^be.nd --‘-L-brinter^ 

au'tSd't^^^^ 

(a) He/Sbe i. not “ “"^th^'^IibeirlrhU/her 

tb. identity o£ tbe int.rnant, tnclud.n* to other 

depart®6nt or agency# 

(b) H./Sbe i. not to prepare. 

rerd:^rrsLK”b:l°:onU:u"itb « pay»ent, to PBI infornanta. 

< \ H./Sbe nay not provide bis/ber department or 
adeney nitb any'focuS^^s or Lformation »bicb ident.fy or tend 
identify an FBI informant. 

1 i^e:birL:rbeTo:^trtU“!“?re fnror^rff nun 


EFFECTIVE: 12/20/93 


& fhoritv (See MIOG, Part I> 137 2 & 137 A(7), 

1 1 07— 4 2 Disclosure Authority t 

I Part II* 3^8. A.) 

a, Tbe SAC. or.i”, 'to'dU^iat'tbe identity 
reeponsible for Sranting ,„cb dieclo.nre of tbe 

Of an informant and will informant's file. In the 

reUa.. ef ! rtcommended tb. SAC con.ider tbe 

decision-making process iv i» 
following issues: 


(a) 


disclosed. 


Tbe specific nature of tb. information to be 


Sensitive 
PRINTED: 02/18/98 


Sensitive 


PAGE 137 " 


o£ operation, and Gnid.Una. 

Part I 

till, and aaancy or d.partnent oE all 
(b) Th. nano, trtle and 6 

individual, -ho -ill have aoc,.. to th. ^ 

Cn) Th. .paoiHc natur. oE th. r.,u..t, donand 
oadar which g.n.rat.d th. di.clo.ur. ra,u..t. 

U) «h.th.r th. di.clo.ur. -ill hav. an adv.r.. 

. t on any indWidua'u or Fhl inva.tigatron.. 

.apact on any 

(.) Ih. ShC’s r.c..m.ndat.o^^ ntt.npt . 

:hould J-oluntarUy ponp^ .dnini.trativa or legal 

«, Th. raapon.. , 

n.,u..t hearing on the l-“» ‘'‘“^“’i:Unt, data. di.clo.ur. oE 
'roduction oE any inEornant . * > 1 '; <■ , „u.t hav. pr.or SAC 

the identity of the informant Jo any^^^ the 

approval. orm (FD-746) prior informant, 

informant ^„ti^y or any information provided j should be 

^ouM °trinE:rit:frl?u.. to .ign th. a-vi..d 

S\h‘. fsT r r.r.t.r^ . 

requested, as t^®^^"'/;:ific'’Iironishment ^ive" to the informan^ 

the at the bottom of the form and the 

^rtwo spe'u^ 

witnessed by two P informant’s file 

( 3 ) Any disclosure of informant’s main file, 

I- -a of the FBI, should be documented in " ^’s identity was 

rncturinrtS nan. J^roE^hf fnEortion di.clo.ed and th. 

li.clo..d th. 

reason for the f;!- is never to be 

(4) Physical possession of the than a Federal 

tran.E.rr. io -V ‘n^vij-^- My 

and subsequent revie y provided with 

tb. idantify^ErirEo'rlaif".^ SJ ’aufhoturMMl-- »-> 

137 - 4 . 1 . 
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(6) FBIHQ is to be subsequently advised of the facts and 
circumstances regarding all disclosure issues.) 


EFFECTIVE; 12/20/93 


1137-4.3 


Dcstic .nd I„t.r„dtidn.l|Trav.l by Inf or..nts 1 (S.. HIOC. 
Part II, 23-8.) ' 


— ?iT'"nfmFSTIc“TRAm - lAn SAClmay authorize travel byjan 

(1) DOMESTIC iRAVti- I ciafdae following coordination 

informant! within the continental U«^ted States fUldloff ice|to 

with the SAC or inlhi=/her|absence the ASAC o t_^^ 
be visited. jSAC authorization is only requ ^ 

informant is traveling of or a supervisory 

Travel may not be approved by any ?ther manageme^^ 

official within the field o ^ confirmed by teletype to the 

continental United States should be confirmed by yp 

affected divisions.] 

(2) INTERNATIONAL TRAVEL -|| All behest 

an extraterritorial.jurisdiction, eit er on e travel, must 

of the FBI. regardless ®^the number f Guidelines on the 

adhere to the provisions of the Informants and Cooperative. 

Development and Operation jurisdictions." The approval mechanism 

Witnesses in ^^trf er« jurisdictions 

necessary for informants to crave General Guidelines and may 

is set forth in the aforementioned attorney Gene 

only be obtained on a request-only basis. 


EFFECTIVE: 12/20/93 
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«„„al oE Investisotive Operations and Cuideline. ^ 3 , . 

Part I 


1 1„-5 1 INFORMAHT PARTICIPATION IN AUTHORURO AND ONAOTHORURD 
' ' criminal ACTIVITY 

|An informant may not .^^’^^^^^^gtate^oriederal law, if 
activity that would constitute a the authorization or 

::lU./in by a private person Attorneys Office 

•"""tiutive Tany as a”ti.rized by this secti.„ f-, 
representative, exeep .etivity is referred to 

purposes of this section • 

criminal activitye | 


EFFECTIVE; 12/20/93 . 


1137 - 5.1 


♦ Authorized Criminal Activity 

Informant 2 ( 1 ) & 137 - 6 ( 1 ).)! 

(See MIOG, Part I, 137 



a) Approval for P^^^nrrnlnrrntnt^'ThTe Tot 
authorized! criminal activi ° j.y criminal activity m ... 

mting thi definition t’^'/^^^J^^.^^Schase of stolen or contraband 
1137 - 5 . 1(2)).! other than 

goods, requires authorizatio -toien goods or contraband oan be 

Participation in the purchas supervisor or above. | For the 

authorized at the contraband. 1 The -thonzing 

purpose of these finlingUn advance of any such ^^ivity. j 

uPfLial must make .a written informant’s mam file 

This written finding must be the facts and circumstances 

This writ ^^tivity and should specify the tac situations. 

?blied upon in making ‘^|^p^“iisorrSpecial Agent “*y 

, mretl" .../file. |Tb. fInbI»R .-t st.t. 

that: (See ( 3 ) below.) 

' (e> The ectlvlty Is necess.ry to --‘h ly-.-” 

„ evidence f.Fip^»“"‘i^':i:i^;iir„r.;r: UcretT^fth cH.m/i 

"int.in ctediblUty or cove |«ith|p«^ ,r .void 

it/e^^TRe/ofrerth"" »Flou. bodllyl Iniuryl orl 

a, The need for P-‘icip.tion in^e cri.inal^^^ 

.Ctivity by « informent outve.Rh. the 
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involved. 

(2) |Participation by an informant in authorized 
extraordinary criminal activity may only be made by the SAC, or in the 
sac's absence, the ASAC, after consultation with and the approval of 
the United States Attorney. Additionally, the participation of an 
informant in any of these activities may constitute a sensitive 
circumstance, and therefore will require prior approval of the 
appropriate Section Chief, FBIHQ. The SAC's written determination and 
a record of the United States Attorney's approval shall be immediately 
forwarded to FBIHQ and to the Assistant Attorney General in charge of 
the Criminal Division or his/her designee, in a form suitable to 
protect the identity of the informant. The United States Attorney s 
opinion should be confirmed in writing in such a manner as to protect 
the informant's identity. Extraordinarjr criminal activity is defined 
as that activity which may involve a significant risk of violence, 
corrupt actions by high public officials or severe financial loss to 
any victim. FBIHQ must be notified by teletype of such 
authorizations, as well as the concurrence of the United States 
Attorney. (Sensitive circumstances are discussed in detail at 
137-4(21). (See (1) above & (3) below.)] 

I (a) I If the SAC reasonably determines that an 
emergency situation exists requiring an informant's participation in 
extraordinary] criminal activities prior to being able to obtain the 
United States Attorney ' s ] opinion, the SAC may approve the 
participation on his/her own authority but shall immediately 
?Lreafter notify the]United States Attorney. ] FBIHQ] and the Assistant 
Attorney General, Criminal Investigative Division or higher 
designee. ]. Situations wherein the SAC could utilize such authority 
are* to protect loss] of life or j substantial property, to apprehend or 
identify a fleeing offender, or to protect the , , 

essential evidence. In such emergency situations, the SAC shall 
attempt to consult by telephone with a senior member of thejUnited 
States Attorney’ s]Off ice before approving the informant s 
participation* 

(3) ]Written findings made pursuant to 137-5.1(1) and (2) 
must be documented in the informant's main file prior to the activity 
and should specify the facts and circumstances relied 

this determination, the dates for which the criminal activity has been 
authorized, the concurrence of the United States Attorney and a 
description of the anticipated criminal activity expected to take 
place. In emergency situations, the documentation should be done as 
soon as possible following the activity.] 
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m IWhen it is anticipated that the informant will 
p.rtUip.te in l»th.ri«d '"f ^ 

Operations R.vian 'no"nrticipation in authoriaad cri.insl activity 
approval is required to P ‘ Violence or physical injury to 

ird!il:Su.“AU s;rovals »ust be recorded in writing. | 

I (5) IWhen ” ‘he/eht|w!! l”.j in^ruftedlthat under 

participate in criminal ^ . ^►•-ioate in any act of vio le nce, 

no circumstances unlawful techniques to. 

"initiate a plan to commit criminal acts 

obtain information for the FBI. 

(6) iThe field office should, to the extent practicable, 
ensure that: 

, (a) The adverse effect of the activity on innocent 

I individuals is minimized. 

(b) The infomanfs participation or 

1 --aiirp-^^ - -i^rt"yTn ^ hr/srwrulartnipate. 

, (c) The informant’s participation in the activity is 

I closely supervised by the FBI. 

I (d) The informant does not directly profit from 

I his/her participation in the activity.) 

I (7) Any "urfetif ^akfr^rf orLtion^ 

rt^'sutus'or^Sat tndiridial £ro. Contidantial Source to in£.rs»nt. 

(8, The altarnat. i:'b”:rat rtrardln^th. 

Agent must be t^orUed criminal activity unless 

nature and extent of his/ eiven to and approved by the SAC, 

strong written the ASAC, not to have a second Agent 

or in the absence of the bAC, me 

present. 

(9) Ih. SAC must review all such cri.inal '’P 

!llrL£:™Lt?sTi; m: of ^"^rr^priate control 

file. 1 
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EFFECTIVE: 12/20/93 


137-5.2 


In€or«nt Participation in tlnaothorizad Crininal 
Activity 


(1) While carrying out an FBI; therefore, ... 

:ontidantial. source has » activity in connection w.th 

^tifi/her participation m any unau . be carefully 

ai F^rassignment. even of a that an informant or 

^crriintzed Hence, whenever activity which was 

Prtnfidential Source has participat field supervisor will 

autforized P— .“/tti'^p'fcen;!; or pcoeecutive auth.r.Ue. 

—av^:^ r H 

retfrraHr^erutS ra.unentea in the inPornant a «arn 

I (a) 1 Whenever a Pield '’"‘coLidential 

flan unauthorized criminal actjby ° i ^ recommendation must be 

«r«dther to "»“'?lf,:':f”;"fo!a‘ti“n oP leu, 

or prosecutive ° t o^ Confidential Source is 

1 Utron! ‘tSe‘puta"pPicel.ust advise PBIHQ oP= 


.nformant's or 



The facts and circumstances surrounding the 

ConPiUel s:u“e. a crininal viotatron; 

;:;?L”‘ti“!‘.n: ‘t^e^urtiPication Per the notiPicationi 

5. The nature oP the inPomation gained aa a 

result oP the violation: and . . r o„ 

r, Mhat uae «iH be »ede oP any rnPormatro 

gathered through the violation oP law. 
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raru a 

aa tsa FBIHQ uiU -ak* > spacitic datarmination an whathar to 
fon^n^ uU o£ tl Intornant or Contidantial Sourca. 

(n) a £Uld a«ica nuat 

laarna of participation by *" *“ °j j ‘,tata or local lau antorconant 
act of violanca. avan .*« iad. „A aacur. talatypa nu.t 

or prosecutive authonti forth the facts and circumstances 

ba Lbnlttad to FBIHQ aatting forth thafac „„t;jieation or 

concarning tha “all lauanforcamant or proa.cut.v, 

request has been made state o _ information gathered through 

luJhorltiaa. »hat us. will Ja »aja f any^ ^ to uaa tha 

the_activity;_a^ the ot tic 

informant. . u j ai 

(2) In determining whether to not if 
state or local law Criminal activity, the following 

informant’ s/Confidential Source 

factors should be considered.! 


inchoate. 


(a) 


(b) 


to life and property. 


Whathar tha cri.a -as conpletad. i™i»ant or 
Tha sariouonaas of tha crina in tarn, of dangar 
Whathar tha crina _i, a violation of Fada»l ar 


(c) Whether the crime i. - offense, 

state law. and whether a felony, misdemeanor 

(d) The degree of certainty of the informa 
regarding the criminal activity. 

UP tha crininal alfivi^rnr tiaUrrrtn/crnffd::.^;" sorrca^.l 
identity. 


(£) 


Tha affact of notification on FBI inva.tigativa 


activity. 


.•11 the field office take any 
action to alfcr:%"r:.rbr:n‘r.frrnant/Confid.ntial Sourca.,,- . 

or r ecofttiDondat i ons in&y b© 

(A) No factual representat gtem from 

ruthraM 

authorization. | 
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13,-61 GUIDELINES AND INSTEUCTIONS TO EE DISCUSSED WITH 
“ ‘ informants 

The following matters must second 

.uat be docunented >h 
admoniehnente are as follows. 1 

I I (1) IaSSISTANCE VOLONTAET arrVsfor 

' strictly voluntary and will „Uere such violations were 

I ^arp-fd‘ryl!re'rpi:rrruU%EI official Ipursuam tolSect.on IS - . .1 

' ;:iiryteTr ::Lrc"ov:rilrnt'o? the eei. 

I I ( 3 ) I CONFIDENTIALITY Wshe^rnuU exercise 

promptly as possible. 

1 ( 5 ) 1 jurisdiction be advised 

i:ru^ - - 

1 (6) lACTS OF VIOLENCE - '“ft 'fviolenU or 

nets of violence. co™it|an act|of violence, the 

when an informant learns P'^ ,, measures toldisceurag. the 

liferere^'ind^oert - Ifcldent to his/her handl.ng Agent 
earliest opportunity.! 
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I (7) lONLAHFOL TECHNIQTOS - >'''^“"‘;i"‘“il”'’'a„d”ntering. 
'ret^r'n^f lrrvti?i“:roF«i:rrr’ra.per;Sg-»itH tne .ail) to obtain 
information for the FBI. 

I l(8)lPLAN CRIMINAL ACTS - Inf ormants j will Inot initiat 

plan to commit criminal acts. 


e a 


lit criminal acts. 


participate 

_the_FBl . I — — — ^ , 

|He/sH.l»usl'ienS”Kftttrerv«»"”» “e"t.i%eder:.'“‘ ’ 

income tax purposes. 

IdOGRAlIT OF either hil^eridentity or the 

advised that the FBI ^ confidential basis vhieh tends to 

information P''“''‘<‘“*,‘''',''‘“{..jitated by compelling operational, 
innitwr:fpr;srcrri:rronsiderations.l 
I 1 (12) ICONFIDENTIAL SOURCE f ei'ihe“FBraSd‘that. under 

s "" 


EFFECTIVE: 12/20/93 


j 137-71 restrictions REGARDING THE DEVEW^^ ^ ^ 

r37r2^(0 ^Tarf n 

jSAC authority! is ^'t^’^convert that individual 

individual and FBMQ informant. For the purposes of this 

to' a fully operational to be considered privileged 

section, the following practice law in state court, any 

informants: any person of the clergy, and any 

licensed physician, any P ^ ^ informants that have been 

member of the news media. | Priviieg 
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r-H.d a. to suitability nust b. 4feiD)%'.iort“tb‘.roan>. 

' ^":i"iroretiiio‘:i */tttiid:d^irdi:rdu:ron 

-rou^ - "" 

lotsrti: bebest Ot tbo m.l 


EFFECTIVE: 12/20/93 


.37-7.1 


• Development and Operation 

Restrictions Concerning the D p t I, 

n7-3:i‘u«! r,rr/®, 137-7.1.2 ^ yan n. 3-S.d.) 

(1) Acceptance .‘"^“'“'‘“he^intormation is not 
„<,ividual »;/.»"rot‘roire'c"ei ”at the re,uest oi the FBI. .ay 

’”ro«rby a field supervisee. 

(2) The operation f ‘“i‘tKteEotr“ay require the 

constitute a ““““ra^rroriare 

prior approval o , FBI investigative 

(3) 1 The privileged inEoroant j^s “®^lg|FiEth andlsixth 

interests riitrir^^eJ^'t'Ctu^.^These^indivi^^^^^^^ 

rnryraprro£fa^^,°n'rE‘rucr:un» 

rrronUl^Uned in 

of concern, and tne a 

another manner. ^ *.1 review the results 

|(4)lThe Principal to ensure that [all 

^ ,£ .very contact ^if^^‘“./.“iuUtiEied and properly eddressed.l 

legal or ethica x . *i rf cat ego ryl may! not be 

I (5) |An i"«i;;i^"|,./“n‘'’‘„u”d''be'Sllins to|provide 

operated as an | nonEidentiality -ere not protecte . 

1 inEoneatson sE hrs/he 

, . I (6)Privil.eed inEormants must b 

' ' „ 
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requesting hin/h.r te vi.late any legal obligation o£ 

confidentiality. 

(b) He/She should not furnish any information 
FBI which would violate such a privilege. 

(c) ■r>>' leg^ror*”^ 

aosignmenta uhioh -ill cause a v.olatron o£ hr./her 

obligations. 

The fact that these advisenents were given uust^e do ounented in t he 

ir^£mant’j5_f — — 

■ j 1 -Kd.i- the informant has furnished 
I nil If it is determined that the in 

, |(a)lEstablishing that the in£ormation vas reoeived 

and that the issue was recognized. 

I I (b) Documenting! that no use was made of the 

information* 

|(, Aotnouledging that thelintornati^ 

relevant to an|FBll investigaUon. | andl that the 

‘ independent of such information. 

I ' ?ftld”£lt^lt1u‘r‘n'th°ed ferard^^t 

";tre 'coStri. loss oE ‘“';„“”°“,rra‘lut! -luu’in other [serieus 
t destruction of property of solution of a serious 

consequences or which ^^3 develop! depending upon the 

crime. U such a situation does office and FBIHQ. 

of the circumstances, the Uni e privileged information. Ift 

°ust be consulted prior ““ the|llnit.d States 

because of exigent circumstanc , .. .^ prior to j the j use of the 

Attorney'sjOffice Attorney^jOffice and FBIHQ must 

information, both thelUnited states ^Atto^^^y urgent' of 

be advised and^thelUnited States Attorney’s 

circumstances shou obtained. Use of privileged information 

prior concurrence not be allowed only in serious 

to be thoroughly documente information could be construed as 

situations where ^in„ the fact that such information may 

Tof Ie"!ra^ourt of law. 1 (See MIOG. Part I. 


_--T 


' 
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„„u.l of Operation. .»<■ Ouideline. . 

’art I 

137-7.1.1(1) •)! 

I (9) jprivilesed Mtter.)within any .i«' 

5:S‘:rra«f£;f 

privilesed son"-'** 

„„.id.rat..n.. ’"^l:nL‘:rt^ntio:^‘^"BI^"^^ 

or I extensive Itnedia attention. 
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37-?aa Additional Restriaions^R^^^^ 

Attorneys tSee nw , 

PHO operation tn'.rtUtton^^.fT^'ME? 'Z"u 

, .igniticant tally represent attorney 

"rtivtty o these circumstances he 

^n'totraru mist he in strict adherence arth 

instructions: ..-tamc a<? SET FORTH IN 

1 ( 1 ) [EXCEPT AN ATTORNEY INFORMANT 

•./O'. I NO information MAY BE TLIENTS REGARDLESS OF 

'SJlSoEO COH^I^^rt- toTurn'isrry 

specifically advis a^;s/her clients. THIS -ug ATTORNEY- 

relationship. . 1 If be made to an 

. l«)|N°!Fh^”“it“e’p«tuclt”thLt PF*^ 

attorney fth a crsmrnal deten 
I approval.! 
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I'”"’-'-' J"tetr«E 

• ♦••ftnfi set forth in Section 

I ...... 

©embers of the individuals are not to I Further, these 

«sponsibilitxe-l ”^"'^:':itVl''wirnot hno;ingly influence 

r„«vt.naU nu.t be advX»^ of the ne-a ne.aa.l 

1 or attempt to m 
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137-7.2 


Beatrietion. Cencf ninB^the^Operat.en 

e/s?ltiri(SerMIOG. Fart I, 137-10.) I 

«_ _ 


:us 

(1) The tollouins ‘”'°™*"j'.i!^,ted”by'hiia/her. if the 
V ^IL er an individual f '/f f in the opening 

operation by the i' ^Se opening teletype- 

requirements set f be lotype may be submitted on 

teletype. This a been granted, the te yp individuals 

^or.^uch appreva bo. been^g^_^^^ basis . 

o OACg basts. oo’t-only basis, net on a OAC 

may be opene morattON OR PAROLE* 

(a) federal or ^ parole may not be 

r.,;=s,s 

probation or pafo e • lability and pertinence mq teletype as 

determined during sui documented in individual would be m 

,f this <>'“"‘“‘‘2“ in those cases where >« .nted a. an 

“““i'i-™ ‘oi “robaiion or rte'nece.sary probation or 

;ir.*”ofhcial-s i„£.rmanf. fil- 

authorization must be ao 
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„.t.no« -her. .n rtt°;.tur»hi%hil‘rontnn^^ 

n.. .t 

: “tr rm« - «-d%tfi»” - in.ppr.pri.to 

or.rtni‘:"fne..^pr^^^ 

-^rtro^tSo^iSviU -»• 

i request must set t ^ 

the .foromontionod poUcV- -a^loos .nd 

ruSPC) requires .that paroxe 

Th. Onited.St.to._P.rolO-Co^r..Jon or rn 

rS=r 

„„st bo in co.pu.nco 

(k) inmates. The use o£ p,,* „£ jathering 

information regaroing v prosecuting Uniteo oi«* ^..^s and 

nay not question ® Legal Handbook for Special g ^ of the 

“ ---‘.‘TeSrin” !r.rh‘,”dfn: r.'ciii 

Bure’au or ^rineJor ot ‘^'roT“n; So 

Which results in or consensual ® i of Office of 

substantive ^^jornant becomes ®P®J,*^^°”ional is defined as wearing 

^e‘u-in£orned decision can be Mde: 


1 . 


Location of prisoner? 
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,„„al .£ Operations and Guldalinas 

c us'T-i-h Bureau of rrisoi»» 

)£ birth, ^<-al description; 

(umber, end phys' arisoner is incarcerated; 

“„*dit!lt"diefrrc^.^end sentencin, iud,e; 
includins date, sentence, J 

4. Copy of priso"®*^ 

d..t record must be submitted; 

of the arrest recoro muizine the prisoner m 

.. inye.ti.et.....tkmr^^^^^ 

baue teited; bnd bis.er 

PCte in the crrme cr ^ ^ais.ner's jetetienship er 

ass.ci.tien -ith the t,r,et(s) under the prisoner's 

8. Are targets ^over story to 

incarceration status7 H^so.^^^^^^^ 

avoid jeopardizing h / „ of the operational role 

9. Detailed explanation of the P 

the prisoner is to perform, .^^urity measures to be taken 

. to the pubUc and 

to ensure the escape*, 

prevent the prisoner s e P 


s escape, 

11. Length of time the prisoner wiU be nee e 


n the activity; „,a„ded as a witness and 

•a'erU Sac'urity Pr„r..7 

,iU h./sh, b. ensr .r ^ „„^„d.sidnation be necessary 

upon completion of the operat.onal rol a„,tody o£ 

14. Hill the prisoner re. facilities et 

_„ov* be housed m jails ^xceot for their own 

“•r‘"'''ui«-7r -ill the prisoner be unguarded e 

certain times, 
protection? 


s- law enforcement agents 

15. The total number of law ent 
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assigned to the secvirity detail*. 

16. Has the request been ^ detailed 

appropriata nunbU, and location o£ the 

— ■ 
.obmittad if a ‘“"““;„n°dttttltd“ 

conclusion, , „sion of activity*. 

submitted at the c ' must'be 

- i*- 'th“'prr.o“.r i. »n.ant.nced or on 

th. repuaat ha. haan approved .£ the p 

writ status. ^^T^TrtroQ The opening of 

(c) SHORN LAW ^iu'ba parnittdd only 

!„‘ro:ai:.rar.3v32"^^^ 

‘Tity‘**A :rata:»t'rairrdins the .pacifU^^^^^ p„„Uh.d 

la''protidad rcird'ad'in'tha opanins talatypa. 

to hr./har dap ^^^^^^/^pOINTED “f„f Uft'^ha 

or confidantial ■Iv'f’'”'*"”' „ot Lovinjly influence 

Z\ ?ri"fluence any action of the govern^ by 

or attempt t® r"’' . investigative inters ^visements were 

opening teletype. -ndividuals must be 

(.) UNION Lovide i. .ubject to th. 

.Uvi.ad that tha infor-tion^uhreh^t pitLanant, »d Inco..^S«^^ 

reporting is not interested Further, the FBI 

Act and that the "® "®iti„ate union activities. of the 

information concerning legxt^^ any 

will not knowingly mtiu 
onion. 


(£) financial institution ehployees. The.. 
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Part I , - . the Right to 

, U, briefed on the ®„iu not knowingly 

individuals »us advised that the ^ that Act. 

accept infor®e ^ j*«*i#iitals must p® 

(g) SCHOOL employees. These in ^ | commonly 

. . £ the provLions of Title 

advised of ^ ^ Amendment. from releasing 

known as ^he Buck y ^ employees , ^y^^nts oflthe 

educational ^ which they maintain 1 provisions of the 



law, even if employment, 

_indepeMent.,-®^^^ ' provisions of the 

(h) Section 1385, «ay “ 

Pose, conitatus Act^ iJ,' certain typea <■' ‘"u'Uitherseek nor accept 
of th.a. in8ivrduala rn « '’?\!t ‘the provision. o£ the 

‘-’'‘^r;re‘.r n£o:.a?ion which will vrolete 8 

assistance ua 

Posse Comitatus Ac . informants may only be 

another manner. tS „„nrBAM (WSP) • The operation 

(.) WITNESS Sf™”’ ™sf c.,„ire. the eppro^^ 
„j , current or peat EV^t'Spne. oE EnEorcent <>r'*‘c‘:'l|i|||| 
V> the Oepa‘'“*“‘,‘’p,'’“sMtion 27-13.2.) *,^'l!'’'|en5itive InEortnation 

Ui|ii“\renuhi;ct .uat 

b. a witness or a person re^^^^_ p.yfriend. or grrlErr. 

coperation such a. p, .he witnesa. 


2 . 


Alias ves.f A. ^ 

3 Approval oE tie •Ppro^f.;.n«^ 

A «Lcv (will be given by the o 

official of the concerne 6^ . u- 

consunlcat.on ra ^ Cutron.h.p 

ce to the witnes^P and name of witness, 
of source to ^ 
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, Vrt; 

(u HO., 

rtrt'Ur o°cn:u; iooyar.iz.s ..urea a 
„„ace is subslstins: and eatan 

livelihood. investigation and 

tnair SOU a. «“ ““““ 


activity and target (s) 


1.' association with 

o ^*c relationship or asso 

9 . Source s rej.«i 

under investigation. 

, /eUHfabott n‘a‘tu-‘"l 

invastisation. sna.u .nd .Uarnativa. to souro.'s 

• f uhv they will not wor 

use and indication o source’s involvement in 

12 . De'^^^^®‘^.*^®®u”roved £or WSP services. 

..»■» —■•••' ■• ...... - 



sourca's na. arimnal m 

„i.inai aauvsty. 

eon bis/bas coopasation. 

requires him/her to tes ' V *.i,er source completed 

16 . WSP. IE 

for which he/she was placed m the 
testimony for wnic 

and sponsoring AUSA. .,»« 


details about other agencies 

17. If known, details 

o£ source since relocation status o£ source 

18 . ®//and U.S. Parole Commission 
a.1. .- Ti S Probation Ofric 

(indicate whether ♦ 
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;hould ba not.Eiad). tak.n to anaur. 

19. Sacurity aaasuras to ba takan 

. and Bi»i»al ti.k to tha pubUc. 

source s safety body recorders, 

20. use of electronic devxces. body 

.le. Cooopaaativa ,, ,,a„l apaoHicaUV 

aasponsibU tor sataty^t aourca’. a.siatanca aiU ba 

■naadarr^arding this invaatigatron. .^aarcaratad; i£ •». 

prisaontor'anXr'ible' 

location and what ar P cuatody of 

24. Hhathar tha at cartain tinaa, or 

tba PBi. b. Honaad in iaua ot ---,‘ror‘bL/bor awn protection. 

nhathar aourca will b. ung ,„.aatad, whathar a 

. “1, u r.r.sv..'";=~ w 

paiaon radaargna .on „paa.a«tad by counaal and 

nhathar coanaal concura w.th act y ...tivity baa baan 

. fa^adlrtf/ Uta Pioaaentor; it a»^ 
andoraad by ’^"^"““aaaUon ot proaacutor (cooparat.va 
telephone number and local. 

only). s activity will require 

“• ,'''“ron Td aubaaguant ralocation. 

.ubniaaion ot now «SP appUcat.on P,„,.d/indictad 

29. Whether the so 

in this investigation. 

(b) MINOkS ami''?"**'! ™°“„tor.ant. tha tiald 

caguaating autbori^tion to uaa^a^^.- 

.Hlca awat ‘■'^J^^^bTonaant ba. not 

use. tjill be ^ . tnust state the 

aueb ephaant can o f.^jibla, .'^'‘‘‘/{'‘tba abaanc. ot parental 

,, ^‘‘.(mcirirn tor'n- ot aucb an ind.v.dual 

consent. 
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B06EA0 OP ~ 

?rtrnr:^u-irUrT.“vu» °^v ^^.^roiittinpTni^rrtu:: 

SpmriltrPBW luBstantive un.t vrth 

1.. Name of BOP employee. 

2' tocation and iob title of enpl«VP- 

3. Necessity of jj'jie'^sn^Ul^aJioiLJ^- 

iny..sti6aUyn^!Virrct^^^^^^^ 

Advise specificayy . -g^ds and associates 

t.r6et(s)./olarvas.,fr.en^^^.^^^,^„_ 

in connection investigation 

“• “■;es‘lr°orU"i«tion under investigation. 

e„g their role(s) in the cr.nes 

5. Security measures to be t 

g. NNetner the enployeo -ai Be needed as a 


mployee’s safety 
litness • 


•eah transfer will, or may, be 

7. Whether a joKtranste 

.cessary upon completion 

„ployee-s family, and if so, how. l^^gtionCs) of any BOP 

’;.rs“! h »>•«• “ 

.er.onnel and phone number. » , 

>eed to be discussed. „.o„„el -her. the 

doe. .ot " 

employee is not asked 

an FBI investigation. tppatMENT PROGRAMS. Federal 

(d) COUNSELORS .^^ll for the purpose of 

2.crs.'.-r- »• - - 

patients. 
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EFFECTIVE; 07 / 30/97 


, ...henTS to INFORMASTSI (S«. MIOG. Fart II. 3^ l-)l 
^3,-81 FAIHEFISI iU. I«r aU_F 


rs 10 INFORHANiai'.^ 

i/-oi - -1,1 » for all payments to 

-ontain thel^^ ’ Irv') Ithe date the These requests 

during^ the justifyingltlielrequested pa^ ^ commensurate 

raaR«naItU.t, 


hould be ^ thel 1 informaLx^^M^-y- 

,ithl the value lot th M management. 

.ests with the field offic „^at 

a aa. 

SAC authority, ^ . whether a payment _ ^ determine who 

othority. lln case fund. -s useful^t^^^^^ 

-.T. rract%.-U at 0Feiat.n8^t- „8 not 

i„£»r.ant or tha inEoraant s ca.a 

'thr’.obstantive case authority. ^ „Un.aai"8 

(5) llh. r.^ant‘."to t rtt's'Acl'orih 

rurfurttE^^ r,“hra ..ooh. A 8 .nt prasou .1 

the absence of the SAC, confidentiality may 

,-Bouested contA« „nder 


Z cAr the ASAU, nov a- 

le absence ’ confidentiality may 

(A) l*» ^ 

. paid one tine opened as A"Jj||j|||jishould the person 


Ic'luthrrlty uithout dei- rE°or;»tr This 

jynent under a ^ should be ^en necessary to 

.paid a second p. waived »y "p^ss. Faynents to 

ne-ti»e »»!?'"' JsLl'^Eor’^security or oEEice iniormant 

laintain an ^ sources are charged payments are there o 

,„,-U.e ““"‘^^.“‘otsrjtiv, case Eile number. 

Er^tt case authority.! 
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pnynant. tolan «pen.e., 

"S: aitiations .ra-tlan or|in and.r to 

^^^ravel, in|a°“*''‘'"j"‘tha SAC may ".n^Ibeiit 

obtain information prior to 1 the! expenses 1 actually manner, 

,,van»l£or t^e 'rnc?u:i erpr.e.‘incorr.d by tba 

irrutd otHoa must ansuro ‘^^ad uu!. th'a advanca oyjjjd- 1 

informant ara detatmina w^^^^ „„t raaches^^^^®^^ 

5°ntUant au^h'orUy must ba r.qua.t. for 

lirrtar paymant. »t X.u^d “ -'>"‘»'?/\irchraf Is'lass . 

?rafount^^-ra 

authority level. 1 . ig^^^^B^fcayment 

U6')lThe request i ^lU, FBIHQ. 

r.lri:rolnrri!=^i-- 

teletype must include. 


« A spaciti. rasuast that an additianat 

paymant authority ,ba frantad. i„fbrmant to data 

(t) llh. t"'/' axpansas and total 

tor th. currant FY. brohan doun by s. 

payments. 1 information or services 

1(c) Ajconcise summary o *j.der,lfof which he/she 
1 *a< fi bv the informant, 1 in chrono summary should 

' rarit‘an7aid .ih» ‘r.cuf c.;.. »'"ht' 

I includa tb. ^rvu. pcovidad by th. sourca ‘^'j^^tion or 

’ the information or as to the value of^the ^^^^^p^igi^^ents 

investigation^ and information provided. ^ 

1 service provioeo y ^ as a result of tne . ^ cemarate paragraph 

1 attrlbutad to th. S" infor^tion^ lfl,r"uthoriz.tion and th. 

rors'tli dttas of^a^ant. 

, :rd”ua':^u^"s'rai-^ ‘ :rot!'abllT„ ir. 2»ic. thr.u,h .n- 
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1(7) 


Payments to Informants by an Auxiliary Office 


(AO) 


I pay»enL» 

vmon an infornant provides »-‘“'.t”e“taJ"‘ro record 
Office of Origin (00). car 
other than ^ informant’s file number, 

each payment using the in 
accomplished m one of two 

(a) If the ‘ice^for an extended period of 

“ and re^sn - 

(6)— irthe' iSdWidua^^ d"‘aft"sTto»'“”''® 

..si.tance. the AO nay ^ ^tHIned “ “Lue'wttnroO to 

rooiraXonierforjn-jrdri- 

ensure that payments do not 

„ts to informants will ». eharfod 
(c) Note '/At po^^t J„ „eyi„g the payment. 

to the informant budget of the 

iU ^ 


\ (8) 1 Lump-sum payments 


-sum 

(a) lEach '•A''* :nfor^nrtt'’tL conclusion of 

oeouests ?«/„‘“Xhe%reTaf ^drsignitica^ 

rnUUaUrm^'- rerceThr-- ^ 

the SAC or, in oeduests to ensure '"a' r/i,te under the 

Closely '®''^®”.J._t^the amount requested is app furnished to 

justified and ^ ts £or lump-sum payment number, sent 

circumstances. with the informant s sym 

FBIHQ by CIU, FBIHQ.I 

to the attention of the ,.„acter of thelFBllcase 

(b) Furnish the .*gtify a lump-sum payment. 1 ac 

fuidUi re-r 

“ t Significance of the ihvestigation. 


, resistance rendered by the 
’"liters should be addressed: 
inforsuint. The following factor 
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e. Whether the informant was responsible 
tor the initiation of the ease. 


PAGE 137 - 


he informant, 
from other sources. 


Qnalit, of the information fnrnisheO by 


g. length of time which the ‘nf«-ant 

.voted tcJ*'*- ' , nartieipated in 

e. Whether the informant particip 

onsensual monitoring activities. 

t. Whether undercover Agents »er 

:„troduc.d b, the informant. 

g. Potential risK ror 

informant or his/her family. 

. Whether the informant 

,!^ent while assisting m the 
continue his/her normal employm 
inuestigation. 

, a result of his/her cooperation. 

financial loss a forfeited property 

j Value of seizeu 

rt::;:' r;ompii.b.oht. attributed 

i to information. or assistance provided by this laforma 

I ^ - 4-1.^ :T^fnrmant wili* t 


1. Whether the informant will testify. 

a • 


.. potential for long-term Investigative 
. Vh,* informant ♦ 

ontributions by testify* whether 

H . n I£ the informant is to testity, 

no federal prosecutor co;curs ^ ^ 

t for Urvutror r^erseHc^V^f “otrvlce. 

rfUr.mrn^ rgS“« - 
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I (9) iBosuUr Pay . „coive rosuUr 

Reconnendations for pcopo.edliaaxiBon 

. r..ii ;,.eti£ication ana).* r reauei 


R .aendations^t;^^-— 

payments .^®to^the informantlon a request, for 

amount to ^ information as bmitted by teletype to 

should contain the .^y should gjould specify the 

additional P®y®®"'^ % reaular payment ?;i^_jlthelspecific 

f Rr“rni«.d°rt r.rt‘or»o.t prior to tn. 

I tr-ti- orin^o rvrrontly authorixed porrod. 

’ ' '"(irT receipt au.t Be 

Ft - il^e.Tnrrit^fp- »; 

ifttrtl “4‘ent and. -^f:t4“tRrr"oc;ipt%or ail 

the witnessing Agent m receipt would be rare ASACe I« 

lp;r“val for not »“=‘“‘"».%iror! in his/her tinned 

pUsonal endorsenent ' ‘h* %t .u4 uod ai 

the event ^^at a reo.rp »ay Be 

by the paying y,b„t . 1 

documentation fo nakela correction on 

l(b)llf|it ’’“"“'^''initialed by the infora.antlu.ing 

a roceipt.l.uch corroction.^^^^^^^ 

his/her cod. nano rn.t.al., I ,a.a to FBIHQlin 

1 ‘irffri:5t‘4diiSo^5^^^ rur;4drr.ro‘od By th. 

the terms and tne 

recipi^^t* , lieu of a 

, ti'UlCirerur/h 4.“prlorarFt"B-*"‘- 

payment for ser 
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care must be taken to 

.bsence. the ASAC. ens«. 

informants, refer I. 

lire^htuAre:.^^ 

n^^rd payment i« Ipp^oprifte receipts "^q^^ements . 1 FBIHQ 

1 be fully documented ana app v ^ „t payment ^equir 

I bf •■■•“• •' •■' •"“ " 


l( 13 )llneone t.xlcon.ider.Uons| „s,tion fro", the 

(.) .lAll|i“f»t“"^^^J|th^‘50c^conpens.tion must be 

FBI ^„”'e‘‘htlTi5i« FedU.l incon 

rS£3 rh^heTe-i^rs^ie: -hL^d be, pro.pt., 

' tne FBI on the '''■‘'f*' ‘”1°:. . “ntern.l Fevenoe ?«Fr“l"7or. 1099 

I |sourc..,tor POF“>“‘ ""‘fUcement »80"“'‘'"!/‘t„Un informant. 

\ his/her income toft el • witnesses 

, I (U) Stipulations I regarding paymen ^ 

' (3, in trials in vhichlan^in^o-^^^^ 

individual was signtd’by the Reproduced*” 

FBIHQ will furni Original receipts and a district where 
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I materials, thejappropr 
following information: 


numbers • 


i,t.|£i.ld .£fic.|...tlturni.h FBIHQ th. 

1. Correct full name. 

2. All aliases, code names, and symbol 
First date of contact by your office. 




jA.lTabulation of ^J\?®J^®”rl’not°furnished_ to__ 

' to - - «*•' 

I the^Delartment, they must ref U 

' l5.1Uatins.eany advanc.a. r.£und.and 

balance of advances. 1 (See (b) . 1 

outstanding b office. 1 (See 

Id.lDat. o£ last contact by y.ur .£«»». It 

^ I <p • j 1 v»aQ been cont3^cted.| or 

IV.lWhetherithelindividua 

nedlby any otherlfieldloffice. 1 (See ( ). 1 

(b) «t>«t.|th.li"Eot"ant ha. P»^ 

uia ^.nt, £». dat. .. .a-t 

(c) Above Finance Division. 

..p.ra»!c.™»ntcat- to to FB* -itb , 

-r.rd‘.rurat.rr.r !nt.r..t.d .££..0. 

I (d)vfhen an ith him/her to ensure that the 

Pinanciat c.ndit on U to b. d .c.».djrth W 

i„£.r.^t ha. ha. r.c.ivad ,r. InCna. *«y 

?Hh^u;strritr.n‘tror.n^^^^^^^^ -at.. Att,rn.y. 

Office. 1 ►’•oT.USee FCI Manual, 

|a5)|B.c.ipt .£ un.np.oy..»t c.np.n.atronl CS.. 

Part I, 13A-A.7(8) (a) .) 1 
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■ Ca) « tinea. irre"'^' 

:i:pro“ertTe»uur;“: 

.rerequiaite tor 'jthl'tatellawa. Intornant. a>uat be 

-ttro ‘trSHTolaiTei^uU::'?. Job n.^ inpact on ben 

(b) VJhere state .”°^g^^isclbsure of identity 

paynent. to ”Hite"ah“ld oon.id.r 

''■•' :i'‘c,°E“nenploy«ent conpenaatron ben.Eat.| 

rrrrl'o r.uct identity. 1 - ^ 


EFFECTIVE; 12 / 20/93 


ADKINISTRATION OF INFORMANTS 



37-9 ADMINl.;n...v, - 

( 1 ) Each informant code name or pseudonym 

unique to him/her within^th^ as\ measure of ntm^is^to be 

is assigned to • payment receipts. The co 

Itilized'^in place of the ® t^ensurt that the choice of the 

Silent records. Care must be Uken true name, 

Tru i^toration rcb‘H unique to tbe intornant. 

occupation, or relevant data 

(« upon tbe bP*";"®, ■>'„“,|,:rt”afa;o"«t Syaten (CI»S) 
,a tn be entered intone ^^r^Lrl^nufatrativ. in^»-t- 
• a-ViiTi two business cay ^ entered into CIHS ^ 

pertaining to the informant P^^^ram Manager is 

becomes available. ine entered into i. 

( 3 ) Uponlentry in CWS “'/^^.^^t^inbrauitability and 
op.nin, nenorandu. b»«“^!lTlace a "«,nt.d-ri..b-C»c.U. 
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Uah-Cancellation Hotioa" which nay hav. ha.n placed 
'art II. 14-12. 3 . A.) 


(See MIOG, 


(4) InEornant. are not Ea."' :Lch'nac‘e»u'ata. a 

vm.r. an inE.cnant Eurni.he. etc), the 

tonjl'in the catesory ‘lu’^na^n the sane; however, the 

^bol number previously the appropriate PtadEM 

Sfix must be changed to indicate t reporting o£ 

Usignation. The -^iUzation of , 

, ^ _ derived from the sourc ^ -ei-t-ative purposes or to 

‘fitlStron thourd be continued Eor adnsn.strat^ve^P P^^ 

£ulfiJJ,_otl«r_exUting._n^^^^ 


l-V» 

«) -erlenterin. tha^ 

mening memorandum into * ' *“^ther than his/her true name. T 

^ ^ e-euant * s symbol number^ ,*virtiild not any 

*s ™artTsAornu»ber and true ha"' f :“^„;rcat"ons eoncerninp an 
^nEomant s s^ are not aacure. All corau By „cure 

communications wn and/or operation must oe 

informant's development and/or 

;eletype. 


(6) IE an inEornant “as sh*rid“coLider 

doniciled avEside the O^ted ^We^, Be*at re,uest.n* a 

sending a secure source, 

background check of the source 


■ . - n,at an individual is not 

(7) If it is ‘i^termined that is^oediately closed 

. - ¥■ f*V\o ca 


, oe cuiia 

(8) upon Ehe clo.i«»^»E "/aourc?^ identit”wj^ 

.repare a .“'"f “‘’“^athU”he/she ever E‘a‘‘“'^ *" 'tr'oierbrUd 

“"rpor. oE ihii ;;.orandu. is f 'HheTEomant through a Freedo. 

Sllclosure oE ihfat^EEah jBat the 1"'°'“”' 

„£ InEomation «E r.,uest. I the gwar.l nature and ,;, 

‘.rbitcrnaneroE m t.stinony in the nenorandun. 


tne 

£. £8 .feleTtrer“thin 
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A a£ travel and any other inEormation negatively 

t^rnrcoiUlraltortrmHQ^ot ^yon entering 

'tHe inlornation into CIHS. , .g regardless ■>£ 

(10) Whenever an ijlrte an SI before they can 

his/her ■tatws. the field effrce nnst^^^ -'-“f U relhr'^ptned.^ ... 

rAtro-Ahlt^^USssigne, in 

S: pUitourri'ren'r^Uening an individval. 


EFFECTIVE: 06 / 08/94 


37-10 


foToTlWwf^’espofdtncfS;^ ^ 

3-19.) 


, tn the development or 

( 1 ) All correspondence ® ^ ^e transmitted by 

i-ion of informants among field off . and extension of 

rc”“reletype. iThe b?«‘^t-„:rr::trrcUd‘'by tS;ir occupation a. m 

^^STa" t-uU 

"oUnda in th» correspondence regarding 

.ctivity, and The only exception, to th.s 

‘•‘“"nrfoS'and FD- 209 . with “’'another field office. 

existing -tigative matters of mteresi i offices and 

relating telephone conversations e strictly limited. 

Surface mail a __ardine informants should b «« informant 

rirrcrtrtrr’icrr’trr^^^^^ 

brnridlretoC r rvor .f h,nd-carrying ..n.rtrv. 
l„.mation TrSer 'ofr^-rTr ."of 

rrrirg%rer;fr’atr^ 
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, , „„t.a ay„bol nonbat caption and not under 
•eletyp. under the rnfomant . sy«o 

jubstantive case caption. ^:^ative 

(3) All information pertinent to FBI inves^^^ 

responsibilities - 

evaluated, channelized, entereo 

action 

(4) In driuinnl F^302e. Positive 

»«-'?.i‘:::t“"norbrrrrrerorr20?s. 

, that uill not beeone testinony i„t«r.anf. syi»bol 

informant that insert will contain oriainal insert 

investigative ins • .^j^^^ation was provided. routed to 

"m'U'Hled'in the informant' s subfile^and^a.cjy^^^^ 

the oertinent substantive case recorded on separate 

more substantive investigative ma substantive the 

jrlr^^U^n^rma^fo5: TurlfshL by the informant must be filed 
informant’s subfile. formant's information 

(b) USE OF FD-302S - If subject of testimony, 

. . tiary value and likely to ®^*q 2 in the same manner as if 
is of evidentiary va on an FD-302 in cne 

th. infor..U«n uu.t .u.t revo.l 

'th'e JS^ 30 “ »UI bo proparod «u.t b, ooncoaUd on 

substantive File- prepared. 

FD-302 and copy should oe pi t- 

- ORIGINAL FD-302 “ ^ 

- example - . 

(To be filed in informant's mam fi 

JOHN I. doe, 123 Main Straat. M«« 

p„rni.had tha follouin, infonaatron. 

I on March 12. 198d. 1-'^- 
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^ . . VY7 111 loaded vith cases o£ 

"TtNs"-t “‘t • 

ie^edTo “Brs:r5*r.ru StsUt. PhUadelpHia. Pennsylvan.a. 


s File # Substantive File_ 

[nvestigation on _3/l5/8A_ D^e'Dictated _3/16/8A_ 

i7!lAGENT'S NAME-.typisfs xnxt.als_ D 



- COPIES OF THE ABOVE FD-302 - 
- EXAKPLE - 

"“uurtaniwt t:st”n;r-iiLuf til%r"ue Tan.) 

g„ inlornant. -ho has provided reliahie inlornatron in the 
,est. lurnished the loUo»ing inlomat.o . , 

On March 12. I’*-- forded^-U^caseroI 

bearing Pennsylvania Street. Ne» ’"rt- ’"^a. 

cigarettes at a ^ tnc WAREHOUSE, Winston-Salem, Nor 

rr'es :rt « «apu street. Phiiadelphra. . 

and were adaresseo 

Pennsylvania. 


. />•»... File # Substantive File_ 

investigation on 3 / 15 /S* At N.-Iorh^^ 

By __AGENT'S NAMEltypist s initial __ 




ior'ac’coSi^y r»ht. reuteh to^t- ‘“^^^^3*02: Th'.- 

to FD-209 siust also be pn-302 into the inEornanfs main 

S-W is used in seriaUgrng the FMOZ . ^ 

me (original FD-J02 ^;"',^|oridentitying the in^^ht only as 
iftrrilhtjInrth^nSsJln^ive case Eil. (copy oE FO-302 
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arc X - . 'i The FD -209 

dantifyins the informant 

:iiUronU°i«-rnt...ma a^ caaa ^nroft e%D -^09 = 

=!-nr.i^!orotSe:;»L 

i::!^:r;:.r.n‘:a:;:^rdt:o?:::'hi./h^ i..«tity hy an appr.pr..te 

FBI official." negative 

*11 he iised to documcnt all neg 
(d) The FD-209 will -_vestigative 

ntacts with an informant relating the JnformantJU^ccntacted 

«tiviti.o.aa_an>forM 8 ^ 

«-d^pTr;;f - 

Of - 0 . or inoerto ^ 

information which have been i„„rts .'hooia be f iled 

?rthrinr:°rLr.':ubfiU-and the pertinent af^t-f.-'eo^iea sh^oild 

Te ""tre'inlotlrt-Haln file, and the field office 

dissemination control file. 

C« informant 

Title III applications, Held supervisor to ensure that 

rinfornfiroimrtr^^^^^^^^ 

tSe^’^egardocu^enrin the ^^^^^antive case fa^^ the c^^^ 

which we. u..d in ,hl informant', information in 

be placed in the margins next 

legal document. • • d in 

( 7 ) Characterizations of ^informants ^uti^^^^^^^^ updated 

affidavits or other legal ^ £„ which an informant's 

"at the filing of {®f /.ranulher of the legal document ^ 

information is used. (from the substantive ca*® !“ 

«t-atnine the characterization t fii« This documentation is 

acco.pli.hm.nts. 
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Part J. . • ..... 

J nertains to investigative 

operated by one field ^ immediately transmitted to 

fnatters in another field office m _ FD-2096 with accompanying 

«i.ld 0 ££ica. •tn'.rirEorLtr.rar, to b. sent to that 

inaert. or ro-302. containing that into ,„b.tantivo ca.o 

:irtton!“ropro.T£‘t-ro-u:u‘:-"---- __ 

in the informant's mam file. . 

U) Those FD-209S -d accompanying inserts 
302s are to be sent to the personal ott®nt 

fe.ign.a.Un a ..aUd \irti‘n thereof, »->"‘”tn‘t ' 

i"f•™•”V•^fUh^^ ^he £iU should be haiid-carried by an Agent, 
another field office, ^n 

(b) In a situation his/heroofoitginll FD- 

temporarily operated by ®“^®^g°tifUd will be hand-carried by an 
302s in which the infortnan informant’s 00 for 

•‘:”Llon%nhf iX.°.«'. file, Z Z ln1o«Int'’Ltter. 

^SLld identify the “,‘“^*v!n"the 00 by teletype under the 

^rc:”s‘sUo^--"^ " 

^ (,) „y transnission b;?„rr»ant g. 

PD-302 or other docunent uhich tend, to identi y 

don. by ..cure facsimle. i„j,„.„t'. 

(« All stati.tic. “aythi"F^209. »ith 

infornation should be tJf inf ornanf . main file. The 

nothing attached, ‘*,^„tive case title, £il« a-O 

irau.unirird! .b.urd b. ind.x.d t. th. fd-237. 

(10) In i"'^“';%;^“/£l,rigrco!.ni"r°™^^ 

information pertinent to the FBI s ^ te created to 

international terrorism ’subfile B is to be appropriately 

maintain that i^ormation should be disseminated to 

'ti:“pio;:^subu::?re‘F^i/n fu.. 137 -u (auo.) 


EFFECTIVE; 06/08/9A 
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137_U INFORMANT FILES AND INDICES (See MAOP. Part II. 2-5.1.) 

(1) A separate indicef an^ 

maintenance of all i;j^°‘'”®';^^tive^ritness files. Where possible, all 
pending informant and maintained in this room or 

closed informant files should also b condition-. All pending 

etheruise maintained * ‘““^0 be maintained under the personal 
and closed informant files " “'i„,ted by the SAC. Access to^ 

Authority ot the SAC or a P'"“" '“‘f ‘....niel and this space should 
this room will be limited to J ^ log is to be maintained on 

le locked at all times when fi?es._ Author ity-.to. review_. 

persons_.requesting_.and.xeyiewi^S^ SAC, ^SAC, the case 

an informant's file should be re Advisor, the case Agent, the 

Agent's supervisor, the ^ the informant Coordinator, the 

Alternate Agent, '“i!li! u’ r^om clerh. The tile uiU 

CIHS Analyst and »press purpose of a tile 

leave the room, except for the e p columns for date. 

-,A.e'cor or the handling Agent, uog „ *'time file 

f.?!le nu.b.r.-signntur.__o£^p.- Seated outside 

?hi^'roora£ter close of business hours. 

(2) Individual “ih^rtiles. as veil as 

informants and •»»“;<* ‘''““‘ouirbrbounl in the green file cover 
the closed informant FD-2A5a) . These files are to be 

•"“■'"'d ?‘o1h^ IlTvht is personally responsible for the 
revro;~n? and aeration of the informant. 

(3) An FI^237 is “'^JicuUr^atntn^e f^^^^ in 

contents or index to carHed as the top document in ^ 

the file. The form should be This form should 

trrprafe;%rgiia^i^" 

(4) All .^tirifying^data n^t^b^^^ 

sections, information, reports, etc., furnished by the 

TmLrnt'siLrdVe^-^^^^^^^^^^^ - the subfile. 

(a) Main file items: 

- Correspondence requesting ®P?“nrprint card, 

- lA file items (photograph, fmgerpn 

\ etc.). _ Indices checks (Local and FBIHQ) . 

•f$ 
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- NCIC inquiry and response. . Division 

- Criminal Justice Information Services 

- Local arrest records. 

- Credit checks. r 

- FD-302S in which the identity of the 

informant has been „hich the identity of the 

informant is pi^209s used to claim statistical 

accomplishments. _ FD--209s used .as a cover page, for above- 

mentioned FD-302s. ^ pD-209s containing administrative information 

tHat aav t,na t. 

- Draft request forms. 

: «IHr^-“.;-itional payant 

autharity. _ PBIBQ Ear lump-sum payment 

autharity. _ administrative-type carrespandance. 

- My cerre.pandence that idantrEre. ar tend, ta 
identity the inEarmant. a„thari 2 ing criminal activity. 

(b) Subfile A items: 

- FD-302S in which the identity of the 
informant is concealed^ Inserts which conceal identity of the 

informant. _ pjj_2Q9s used as cover page for inserts. 

- Negative contact FD-209s. 

(c) Subfile B items; 

- Classified FD-302s in which the identity of 

the informant is ied inserts which conceal identity 

of the informant. _ Classified FD-209s used as cover page for 

inserts. (See 137-10(10).) 


(5) Symbol number and code name. 
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(,) Each “ 

bradvieed ot the s^bol a.eigned t the 

data entry m CIMS-l security and is to be utilized in 

iufornant a. IS^^ire n»e U utiUz.d in place oE the 

iMormtn^-rtrue name in the field payment ledger. 

(b) The informant i. not to be advised of his/her 

syinbol nutnber. 

— (-y“The“prefix oi"the‘'s^'boi number should 

:^ot s:rtfo;ir!itnuf;“hf c:ni:r;“i i^'orration »hich the 

informant is providing. 

■ “L f cStnle ll;%ts!gn"u»nhrnu:?rr1rU“^^ 

i"ii™ed"iir;e::in‘the same; houever. the suffix^should Jc_«h.nged^^ 

to indicate the appropriate reporting of information 

The utilization of the ‘^t,”!;°rrutf ix utilization 

derived from the source is opposes or other need exists, 

should be continued for administrative purpos 

(e) After FBIHQ has been advised 

I syubol number I through «»ta entry ^ _,t communications 

opening memorandum " i„„ger rather than the true 

should contain the and true name should not appear 

name. The informant’s s^bol communications 

on any communications which ^ operation or administration 

:f?re't‘frr»r^hruirbr:U:io;:rurer ?he assigned symbol number 
and not the substantive case caption, 

(t) The use of . symbol number, should 
to informants and should not be used for any other investigative 

technique. 

(6) Indexing 

(a) The informant;, true name^aH.s..»^^^ 

iltfti!nt:^n‘^^.°”nHd«t^a?;nl.‘^ f.r‘ those informant, indexed 
^ prior to the establishment of CIMS. 
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(b) No indexing to the general indices should be 
done from individual informant files* All such indexing should be 
done from substantive files. 

(7) Indices 

(a) All offices should maintain an alphabetical name 
index, a symbol number index, and a code name index for all informants 
not maintained in CIMS. These indices should be maintained as above 
in a separate and secure manner under the authority of the SAC or 
person designated by that official. 

(b) SACs should ensure that all necessary searching 
of these separate indices is conducted. 

(c) The result of a search of these indices, either 
positive or negative, should not be handled in a routine manner 
similar to a general indices review. Good judgment should be utilized 
consistent with security concerns. Notification of an informant 
reference should be coordinated' with the appropriate supervisor having 
respons ibi 1 i ty for the mail being searched. 

(d) Other indices may be maintained in the 
confidential file room as deemed necessary by the office for 
convenience such as an index of informants in other divisions or an 
index broken down by activity or geographical area. Any such indices 
should be given the same security as the alphabetical, symbol number 
and code name indices. 

(8) A Form FD-675 entitled, ’’Supervisor’s 60-Day 
Informant File Review Log” is to be placed immediately .underneath the 
FD-237 in the main informant file. It is to be used to document the 
Supervisor’s review every 60 days as mandated by Bureau policy. It 
should not be serialized or destroyed. Place a new FD-675 on top of 
the old form if there is a need for additional certification space. 




EFFECTIVE: 06/08/94 


•Vli* 

‘V' 
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1 137-12 ON-SITE REVIEWS 

(1) To enhance the administrative efficiency of the^ 

Cri.inal Informant Progran (CIP) at FBIHQ and in the ' I “ 
on-site review will be conducted periodically of the CIP of each f 

office. 

(2) The purpose of the on-site review is to afford the 
Criminal Informant Unit an opportunity to review the field CIP from an 
overall program perspective, by identifying areas which “^y need 

attention and to providj_CID_wUb Jhe. r« onrs.ite 

Tindrngs i ’ Each reliability and the action taken when 

reliability is in question are to be considered during e 

review. This on-site review should not only be concerned with the 
number of informants but also with the quality of 
furnished, the priority of the investigative programs f 
information is provided, and the degree of compliance with FBI and 
Attorney General policies and guidelines. An on site ® 

enable the Criminal Informant Unit to determine whether the field CIP 
is capable of supporting the investigative programs of the field 
office, to ensure the worthiness of each informant for continued 
operation, and to confirm that all informants are being operated 
within established operational parameters. 

(3) Prior to an on-site review, each field office should 
rate each informant utilizing the scale set forth below by individual 
investigative program based on information ® “ 

aggregate overall evaluation for each informant. The evaluation 
sSuld be based on both contributions consisting of . 

accomplishments and intelligence concerning investigative efforts. | 

EXCELLENT 

Furnishes information of high quality on a continuing basis which 
usually could not be obtained through other means and which 
contributes I significantly to the FBI ' s| investigative and intelligence 

gathering efforts. 

VERY GOOD 

Regularly furnishes quality information which contributes measurably 
to the investigative and intelligence-gathering efforts of the Bureau. 


GOOD 
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Furnishes sufficient worthwhile information to remain active and 
qualified as an informant. 


FAIR 

1 Furnishes I some! information of value for an extended period. 

POOR 

Informants in this category have furnished no information of value and 
consideration should be given to closing them. 

NEW 

Too new to evaluate. 


EFFECTIVE: 12/20/93 


1 137-131 ATTORNEY GENERAL’S GUIDELINES ON THE USE OF 
INFORMANTS 

KDAttorney General guidelines on FBI use of informants 
and confidential sources are included below in these 137 gui e i 

C2) These guidelines on the use of informants and ^ 
Confidential Sources are set forth solely for the purpose of ^"ternal 
FM Th.y ar, n.t intend.^ to. do not and -V 

upon to creat. any right., .ob.tantiye or 

iL by any party in any matter, civil or criminal, f®. 

any limitLions on otherwise lawful investigative and litigative 

prerogatives of the FBI. | 

"ATTORNEY GENERAL'S GUIDELINES ON FBI USE OF 
INFORMANTS AND CONFIDENTIAL SOURCES" 

"A. Introduction 

•'(1) The courts have recognized that the government’s use of 
informants and confidential sources is lawful and often essential to 
effectiveness of properly authorized law enforcement 
investigations. However, use of informants and confidential sources 
to assift in the investigation of criminal activity may involve an 
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element of deception, intrusion into the privacy of individuals, or 
cooperation with persons whose reliability and motivation can be open 
to question. It is proper for the FBI to use informants and 
confidential sources in appropriate investigations, but special care 
must be taken to carefully evaluate and closely supervise their use, 
and to ensure that individual rights are not infringed and that the 
government itself does not become a violator of the law. Though 
informants and confidential sources are not employees of the FBI, ■ 
their relationship to the FBI can impose a special responsibility upon 
the FBI when the informant or confidential source engages in activity 
where he has received, or reasonably thinks he has received, 
encouragement or direction foi^ tha t a c tiv ity from t he FBI. 


"(2) To implement these guidelines, the FBI shall issue detailed 
instructions to all Special Agents responsible for dealing with 
informants and confidential sources. 



"B. Definition of Confidential Source, Informant, and Continuing 

Basis 

"(1) A confidential source, under these guidelines, is any 
person or entity furnishing information to the FBI on a confidential 
basis, where such information has been obtained as a result of 
legitimate employment or access to records and is provided consistent 
with applicable law. 

"(2) An informant, under these guidelines, is any other person 
or entity furnishing information to the FBI on a confidential basis. 


*'(3) An informant or confidential source used on a "continuing 
basis" is one providing information or substantial operational 
assistance with some degree of regularity. This may be as infrequent 
as a few times per year, or as frequent as several times per week. 


"C. General Authority 

"(1) An informant or confidential source may be asked to provide 
information already in his possession, to provide information which 
comes to his attention, or to affirmatively seek out information, 
concerning criminal conduct or other subjects of authorized ' 
investigative activity. An informant or confidential source may also 
be asked to provide operational assistance to the FBI, including 
furnishing resources or facilities. 


"(2) The FBI may only use informants or confidential sources in 
( furtherance of its authorized investigative activities and law 
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enforcement responsibilities. Informants 

not be used or encouraged to commit acts which the F 

authorize for its Special Agents. 

”D. Required Findings of Suitability and Pertinence 
For Any Informant or Confidential Source Used on 
a Continuing Basis, Any Informant Author iz^ to 
Associate in Activities, Participation in Which 
Otherwise Would be Criminal, and Any Informant 
or Confidential Source Providing Substantial Operationa 
Assistance in an Undercover Operation 


- - -Hir No iWr'ina^^^ or conf idential source may be 

information on a continuing basis, no informant may be authorized t 

findings: 

"(a) that the informant or confidential source appears 
suitable for such use, and 

"(b) that the information likely to be obtained or the 
operational aaeistance to be provided is pertinent to author.a.d 
investigative activity or law enforcement responsibilities. 

"Findings of suitability and pertinence shall be made by a 
supervisory agent designated by the Director except that in the case 
o/a Domestic Security Investigation, the findings shall be mad y 
Headquarters official designated by the Director. 

"(2) A finding of suitability should be preceded by a , 

proU„®arP ln,nl£c. 

b. used to dovelop information cone.rning an 
iJ. porpoa. of inducing him to becom. an ‘"f "ff " 

t:rtn Uu, .x«pi "“rcovL./acc... to tax information, any Uchnigu. 
r^Hiring probable caua., such aa mail op.nroga. nonconaenaual , 
electronic surveillance, or searches. 

"(3) In determining the suitability of an informant " 
confidential source, the FBI shall weigh and consider the followi g 

factors: 
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"(a) the nature of the matter under investigation and the 
importance of the information or assistance being furnished; 

"(b) the seriousness of past and contemporaneous criminal 
activity of which the informant or confidential source may be 
suspected; 

"(c) the motivation of the informant or confidential 
source, including any consideration sought from the government for his 
cooperation; 


_"(d) the 

which an informant or 
available in a timely 


likelihood that the information or assistance 

confidential source could provide is not 
and effective manner by less intrusive means; 


"(e) the informant's or confidential source's reliability 
and truthfulness, or the availability of means to verify information 
which he provides; 

"(f) any record of conformance by the informant or 
confidential source to Bureau instructions and control in past 
operations; how closely the Bureau will be able to monitor and control 
the informant's or confidential source's activities insofar as he is 
acting on bohalf of the Bureau? 

"(g) the risk that use of informants or confidential 
sources in the particular investigation may intrude upon privileged 
communications, or inhibit the lawful association of individuals or 
expression of ideas; and 

"(h) any risk that use of informants or confidential 
sources may compromise an investigation or subsequent prosecution, 
including court-ordered disclosures of identity which may require the 
government to move for dismissal of the criminal case* 

"(A) A preliminary inquiry and written determination regarding 
suitability and pertinence should be completed within 120 days from 
the date the inquiry began. FBI Headquarters may authorize one or 
more extensions beyond 120 days, stating in writing the facts and 
circumstances precluding an earlier determination. 

"(5) Determinations of suitability and pertinence shall be 
reviewed at least every 90 days by a field supervisor and at least 
annually by FBI Headquarters. 

"(6) If it is determined not to use a person or entity as an 
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informant or confidential source, any information collected about the 
person or entity during the preliminary inquiry without the consent of 
the person or entity shall be promptly destroyed, unless it is or may 
become pertinent to authorized investigative activity or the person is 
a potential witness in a criminal prosecution. Any decision not to 
destroy all information about the person or entity shall be recorded 
with explanatory facts and circumstances in an investigative case fil_e 
and shall be reviewed periodically, by the SAC or designated field 
supervisor. 


"(7) At any time the FBI learns an approved informant or 

confidential source is no longer^ ji^ta^U_to^pro^ide_inforM^^^ 

yp“eTrtionar7^^iit^nce, his relationship with the Bureau shall be 
promptly terminated. FBI Headquarters shall maintain records of 
informant and confidential source terminations, including a detailed 
statement of the reasons for each termination. These records shall be 
subject to periodic review by a designee of the Deputy Attorney 
General in a form suitable to protect the identity of the informants 
and confidential sources. 


"E. Required Instructions to 

*' (1) Any Informant used on a Continuing Basis, Any Informant 
Authorized to Associate in Activities, Participation in Which 
Otherwise Would be Criminal, Any Informant or Confidential Source 
Suspected of Substantial Involvement in Unauthorized Past or 
Continuing Criminal Activities, and Any Informant or Confidential 
Source Providing Substantial Operational Assistance in an Undercover 
Operation: 

"Each such person shall be' advised that his relationship with the 
FBI will not protect him from arrest or prosecution for any violation 
of Federal, State, or local law, except where the FBI has determined 
pursuant to these guidelines that his association in specific 
activity, which otherwise would be criminal, is justified for law 
enforcement; and that in carrying out his assignments he shall under 
no circumstances participate in any act of violence, initiate or 
instigate a plan to commit criminal acts, or use unlawful techniques 
to obtain information (e.g., illegal wiretapping, illegal 

openings, breaking and entering, or criminal trespass). Such persons . 
shall be readvised when necessary, at least annually, and at any time 
there is reason to suspect they are engaged in serious criminal 
activity. 

"(2) Other Confidential Sources Used on a Continuing Basis: 
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"In the place of the instructions in paragraph E(l) above, each^ 
such confidential source shall be advised that he is not ac mg as an 
agent or employee of the FBI, that he should use only lawful 
techniques to obtain information, and that he should provi e 
information only in accordance with applicable law. 

"(3) When the FBI learns that persons under investigation intend 
to commit a violent crime, any informants or 

in connection with the investigation shall be instructed to t y, 
the extent practicable, to discourage the violence. 

A written record s^ll__be 

^nTIdenUarsou^^^ fUe ol the instructions noted above promptly 

after they are given. 

••F. Authorized Participation by Any Informant in Criminal Activities 

"An informant or confidential source shall not be authorized to 
enaaee except in accordance with this paragraph, in any activity that 
MoSld constitute a crime under state or federal law if m by 

nrivate person acting without the authorization or approval of an 
Wropriat. govern«.nt oEficUl. For porpor.s oE this paragraph, 
activity is referred to as ’otherwise criminal activity. 

"(1) A determination that participation by an informant in 

• ^ activities is iustified shall be made only by the 

otherwise criminal activities is j ^ below 

supervisory FBI official designated in paragraphs F(2) and 13) belo 
on the basis of his written finding that 

"(a) the conduct is necessary to obtain information or 
evidence for paramount prosecutive purposes. ' 

« t.%rev.nt or avoid th. danger oE death or 
serious bodily injuryj 


"(b) 


this need outweighs the seriousness of the conduct 


involved. 

"(2) For purposes of these Guidelines there are two types of 
otherwise criminal activities — 'extraordinary, i.e., those, 
involving a significant risk of violence, corrupt actions by high 

public officials, or severe ^ which, 
'nrdlnarv ’ A determination that participation in activities wnicn, 

o;h«“«'»oJu ht 'ordinary' criminal activitia. is jn.trE.ad a. part 
of an informant's assignment shall be made by a fie o i ^ 'i-e-. 

t'po^lsor or higher level oEElcial. and shall be recorded rn -r.trng 
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in advance of any such activity, except that oral approval may be 
given in an emergency situation where confirmed thereafter in writing 
as soon as possible. The SAC shall review all such criminal activity 
by informants at least every 90 days. 

"Determinations authorizing participation in such activities may 
concei^n a single instance of otherwise criminal activity or a 
specified group of otherwise criminal activities. 

"The written determinations shall be submitted annually to 
Headquarters for review, and shall be subject to review by a designee 

of the Deputy Attorney General in a form suit able to protect the 

identity of the informants. 

"(3) A determination that participation in activities which 
otherwise would be 'extraordinary' criminal activities — is justified 
as part of an informant's assignment shall be made only by the SAC and 
only after the SAC consults with and obtains the approval of the 
United States Attorney. The consultation shall be in a form suitable 
to protect the identity of the informant. The SAC's written 
determination and a record of the United States Attorney's approval 
shall be immediately forwarded to a senior Headquarters official 
designated by the Director, and to the Assistant Attorney General in 
charge of the Criminal Division or his designee, in a form suitable to 
protect the identity of the informant. 

"If the SAC reasonably determines that an emergency 
situation exists requiring informant participation in activities which 
otherwise would be extraordinary criminal activities before approval 
by the United States Attorney can with due diligence be obtained, in 
order to protect life or substantial property, to apprehend or 
identify a fleeing offender, or to prevent the imminent loss of 
essential evidence, the SAC may approve, the participation on his own 
authority but shall immediately notify the United States Attorney, the 
appropriate senior Headquarters official, and the Assistant Attorney 
General in charge of the Criminal Division or his designee. In such 
an emergency situation the SAC shall attempt to consult by telephone 
with a senior member of the United States Attorney's office before 
approving participation. 

"(A) Upon approving any participation in otherwise criminal 
activity, the FBI shall repeat to the informant the instruction 
specified in paragraph E(l). 

"The FBI shall also seek, to the extent practicable, to 

provide: 
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"(a) that the adverse effect of the activity on innocent 
individuals is minimized; 

"(b) that the informant's participation is minimized and 
that the informant is not the primary source of technical expertise or 
financial support for the activity in which he will participate, 

"(c) that the informant’s participation in the activity is 
closely supenvised by the FBI; and 

" (5I) Jhe Jnforma^d^e^^^ 

participation in the activity. 

"(5) Any proposal by a confidential source to engap in 
otherwise criminal Ltivities in order to gather information changes 
the status of that individual from confidential source to informant. 

"G. Notifying Appropriate Authorities of Unauthorized 
Criminal Activity by Any Informant or Confidential 
Source 

"(1) While carrying out an FBI assignment, an informant^or 
confidential source bears a relationship to the FBI such that his 
participation in any unauthorized activity in connection with the 
n^sn^nt Lsociated with cri.in.1 activiti... even of a moor 
character, shoulh be carefully ecrutinlaed and 
Hence, whenever a Special Agent learns that 

confidential source has participated in a criminal activity m _ 

c^nn«ti.n with an FBI aseiBnnent which was not “thor.|ed pursuant to 
the procedures of paragraph F of these guidelines, [ 

shLl notify a field office supervisors The supervisor ^ ^ 

determination whether to notify appropriate 

Enforcement or prosecutive authorities of any violation of law and 
shall make a determination whether continued use of the informant or 
confidential source is justified. In exceptional 

notification to state or local authorities .t^te 

or local authorities to delay or forego the 

shall promptly notify the Assistant Attorney General in charge^© 

Criminal Division or his designee of the facts and . , 

concerning the informant's or confidential source s violatio , 

what notification or request has been made to state or loca aw 
Enfor«Lnt or prosecutive authorities, and the ®®PP®*^ting reasons, 
what use will be made of any information 

violation of law, and whether continued use will be made of the 
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informant or confidential source. 


"(2) Informants who are in a position to have useful knowledge 
of criminal activities often are themselves involved in a 
livelihood. It is recogoized that io the 

or confidential source, the FBI nay receive United infornation 
concerning a variety of criminal activities by the informant or 
ronuJential source! end that in rigard to less serious 
in criminal activities unconnected to an FBI assignment, it may be 
iecessaiy to forego any further investigative or enforcement action in 
order to retain the source of information. However, whenever a 

Special Agent learns of the commission.of a serious 

informant or confidential source, he shall no i y a . 

supervisor. The supervisor shall make a determination whether to 
notify appropriate state or local law enforcement or 
authoritiL of any violation of law and shall make a ^^^erminatio 
whether continued use of the informant or 

iustified. In circumstances where notification to state or local 
iuthorities is determined to be inadvisable, or where any request or 
“com^niuion is mad. to state or local auth.riti.s to delay or 
forego enforcement action, the FBI shall immediately "?tify the 
Assistant Attorney General in charge of the Criminal Division or his 
designee of the flcts and circumstances concerning the informant s or 
fonmentiL source’s violation of law, what notification or request 
has been made to state or local law enforcement or prosecutive 
Lthorities, and the supporting reasons, and what use will be made 
anv information gathered through the violation of law. A 
deteruination to than continue us. of the informant or 
source must be approved by the Director or a senior Headquarters 
official, after consultation with the Assistant Attorney General in 
charge of the Criminal Division or his designee. 


"(3) Each FBI field office shall immediately notify FBI 
Headquarters whenever it learns of participation by an informant or a 
confidential source in a serious act of violence, even whe 
appropriate state or local law enforcement or prosecutive authorities 
have been notified. Detailed records shall be , 

Headauarters regarding each instance of informant or confidential 
sou^crparUcipation in a serious act of violence, and these records 
shall be subject to periodic review by a designee 

Attorney General in a form suitable to protect the identity of the 
informants and confidential sources. A determination to continue use 
of the informant or confidential source must be approved by the 
Director or a senior Headquarters official, after consultation with 
?in«istant Attorney General in charge of the Criminal Division. 
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”(A) In determining whether to notify appropriate state or 
local law enforcement or prosecutive authorities of criminal activity 
by FBI informants and confidential sources, the FBI shall consider: 

"(a) whether the crime is completed, imminent or inchoate; 

"(b) the seriousness^ of the crime in terms of danger to 
life and property; 

"(c) whether the crime is a violation of federal or state 
law, and whether a felony, misdemeanor, or lesser offense; 

th^degrre of certainty of the information regarding 
the criminal activity; 

"(e) whether the appropriate authorities already know of 
the criminal activity and the informant's or confidential source’s 
identity; 

"(f) the effect of notification on FBI investigative 

activity. 

"(5) Under'no circumstances shall the FBI take any action to 
conceal a crime by one of its informants or confidential sources. 

"H. Informants and Confidential Sources Under the Obligation 
of a Legal Privilege of Confidentiality or Affiliated 
with the News Media 

"(1) A person who is under the obligation of a legal privilege 
of confidentiality or who is affiliated with the news media may be 
used as an informant or as a confidential source only after express 
approval in writing by the Director or a designated senior 
Headquarters official, except that a field office supervisor may 
approve one-time receipt of information not collected at the request 
of the FBI where the particular information is unprivileged. 

"The FBI shall promptly give written notice, or oral notice 
confirmed in writing, to the Assistant Attorney General in charge of 
the Criminal Division or his designee of any such Headquarters- 
authorization. The notice shall include sufficient information to 
allow meaningful review, and shall set forth the reasons why the 
individual should be used as an informant or confidential source. 

"(2) Any such person approved as an informant or confidential 
source shall be advised by the FBI that in seeking information from 
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hi., the FBI U not 

srS,S Sr;:= 

a continuing basis. 

If despite the advice to the informant or confidential ,. 

..urJtt “;.?:non o£ privU.... ” 

.avocpted. h. of£.r. a^epie/uiu^*. field , 

Tflue Lp«vLord;ter.in.s that 

fr.» rejactioR »£. fee Offer .iSh i„£„r«atioa and 

JL”circ^:uSrei%rS:;rait:r“ra :“:;unel .Kau ne pro«pn, 
forwarded to FBI Headquarters. 

••If the information is spontaneously provided 
confidential source, without any offer that would alert Special 

H 'ranreHe:!^ 

the conduct of any investigation. 

••(4) Regardless of state law. the procedures of this section 

ra^f!:eiin:vrrroi‘rru?e!‘'^d^^ 

member of the news media. 

••I Infiltration of Organization Activities by Informants 
* L Confidential Sources Used on a Continuing Basis 

t "U:jnrti:n/'«^w-': txl“aiT..n"; :f 

::r:u”aninatiin. .ay be 

activitias. In order to aesur. that the prrvaey or 

n:utrt:^::'i^“nror:iii.'’:nr:s:H:';tiai aourc. -ij “» 

Of^ffiliations with legitimate organizations in order to gath 

tn£««ii‘n "ncernin. th. activitie. of - 


"In particular, when, to obtain information. 


"(a) an informant or confidential source will make use of 
If affiliation with an organization that has a predominantly 

UgUimate pirp^^^ the informanfs or confidential source*s 
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formal affiliation will give him continued access to nonpublic ^ 
information related to the legitimate purposes of the organization, 

"(b) an informant or confidential source will make use of 
formal or informal affiliation with an organization that is 
predominantly engaged in political activities, 

the determinetion to uee the person as an intornant or contidential 
source on a continuing basis shall be made by the ASAC or SAC. 

"(2) In determining whether the use of such an affiliated 

person as an informant or confidential source . on a , continuing basis ...is 
appropriate, the ASAC or SAC should consider: 

"(a) the likelihood of responsible behavior by the 
informant or confidential source during the course of his 
organizational membership; 

"(b) the ability of the FBI to focus the informant's or 
confidential source’s reporting on members of the organization 
involved in criminal activities and to minimize adverse impact on 
innocent members of the organization; and 

"(c) whether the use of the informant or confidential 
source might inhibit free association or expression of if®*® J’y 
innocent Lmbers of the organization in the future, or hinder the 
ability of the organization to function effectively. 

"(3) -In approving the use of such an affiliated pe«on as an 
informant or confidential source on a continuing basis, the ASAC 
SAC shall establish procedures, recorded in writing, to any 

aiUsttion. retention, and dissemination of informa ion that does not 
relate to the matter under investigation or to any other authorized 
investigative activity. 

"(4) Nothing in this paragraph limits the authority of the FBI 
to conduct otherwise proper investigations of illegitimate 
organizations or organizations engaged in unlawful 
tht Attorney General’s Guidelines on Criminal Investigations of 
Individuals and Organizations, and on Domestic Security ■ 

I Investigations.” | (See MIOG, Introduction, Section 1-3 for updated AG 

I Guidelines.)! 

"J. Minimization in Domestic Security Investigations 

"In approving use of an informant or confidential source to 
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infiltrate a group under investigation as part of a Domestic Security 
Investigation, or in recruiting a person from within such a group as 
an informant or confidential source, an FBI Headquarters official 
shall establish procedures, recorded in writing, to minimize any 
acquisition, retention, and dissemination of information that does not 
relate to the matter under investigation or to any other authorized 
investigative activity. 


72 


Persons Represented by Counsel 

"Whenever an individual is known to be represented by counsel in 

a par ti cul ar. ma 1 1 e t,_the__FB I . shal 1_ f ol 1 ow_app 1 i.cable_law. and^ 

Department procedure concerning contact with represented individuals 
in the absence of prior notice to their counsel. The SAC or his 
designee and the United States Attorney shall consult periodically an 

applicable law and Department procedure. 

"L. Coordination with United States Attorneys and Other 

Federal Prosecutors. 

"In any matter presented to a United States Attorney or other 
federal prosecutor for legal action (including prosecution, grand jury 
investigation, application for a search warrant, or application for a 
wiretap), where the matter has involved the use of an informant or a 
confidential source in any way or degree, the FBI shall take the 
initiative to provide full disclosure to the federal prosecutor 
concerning the nature and scope of the informant's or confidential 
source's participation in the matter. 

"If the FBI deems it necessary to withhold certain information to 
protect the informant's or confidential source's identity from 
possible compromise, it shall inform the prosecutor of the general 
nature of the information that is being withheld. 

"M. Compensation for Informants and Confidential Sources 

"(1) The FBI may pay informants and confidential sources a 
reasonable amount of money or provide other lawful consideration for 
information furnished, services rendered, or expenses incurred in 
authorized investigative activity. No payment of money or other 
consideration, other than a published reward, shall be conditioned on 
the conviction of any particular individual. 


"(2) In investigations involving serious crimes or the 
expenditure of extensive investigative resources, the FBI may 
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compensate informants or confidential sources 

payment in excess of $25,000. The Attorney General shall be infor 
of any such extraordinary payment as he deems necessary. 

"(3) Where practicable, compensation agreements with informants 
ftr confidential sources in connection with a significant FB 
undercover operation shall provide 


"N. Rfseryatio n — — ^ - " ' 

’’These guidelines on the use of informants and confidential 

III !«i forth solely for the purpose of internal Department of 
J^su" gu da^ e TLr-i'not intended^o. do not. and may not be 
;:tUruroh to .reate any rights, suhstantive jroce ur, 

litigative prerogatives of the Department of Justice. 


EFFECTIVE: 12/20/93 

I 137-14 IREVISED AND MOVED - SEE 137-4 (16) THROUGH (19)| 

EFFECTIVE: 12/20/93 
I 137-15 IdELETEDI 


EFFECTIVE: 12/20/93 
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I 137-16 j REVISED AND MOVED — SEE 137-13 | 


EFFECTIVE; 12/20/93 
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SECTION 138. 1 BACKGROUND INVESTIGATION - INTERNATIONAL 

ORGANIZATIONS 


138-1 1 BACKGROUND INVESTIGATION - INTERNATIONAL ORGANIZATIONS 

This classification, formerly entitled "Loyalty of 
Employees of the United Nations and Other the 

Ordinations (LEUN)," was deleted m ° 

received regarding the applicant s loyalty *- . i-u;- 

receiveu ^ inA99 The FBI first opened this 

c!anlf!dion"ri9r3 to investig;te the Royalty to the U.S. of U.S. 

employees of the United Nations and other internatio a 

organizations e | 


EFFECTIVE: 10/25/89 
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SECTION 139. 


INTERCEPTION OF COMMUNICATIONS 


PAGE 139 - 1 


139-1 


STATUTES 


T-M. 18 use Sections 2510, 2511, 2512, 2513 (Public Law 
Title 18, USL, Ctreets Act of 1968, as amended 

90-351 Omnibus crime ^ontrol^and Jafe^^^^^, ^ 

1986V Titir4?! use! Section 605 (Communications Act ^34 as 

. i.end;dV -Title A?.,^ 501, -(Penalties for violation, Title- 

47, use. Section 605). 


EFFECTIVE: 11/23/87 


139-1.1 


Title 18, use. Section 2510 - Definitions (See MIOG, Part 
I, 264-2.4.) 


(1) WIRE COMMUNICATION - Any aural transfer made in whole 
s c 1 1 * es for the transmission or 

or in part through the V*® ° cable, or other like connection 

communications by the aid > nnint of reception (including the 

between the point o£ ortg.n or operated 

„se of ouch connection rn a sw.tchrn* facilities for 

by any P«son engaged rn prov.d.ng ^.perat^gj ^ 

the t""*"|'““;j|l,iilj"‘tirstate or foreign coerce and such ter. 
UullSerai; electronic'.torage of such ccunicatson; 

ISee MIOG, Part II, "^^ne! avf inclideHitrirthr" 

transmitted over cordless e P therefore protected by 

definition of "wire communication and are tnere 

Title III. I 

(2) ORAL COMMUNICATION - Any oral 

communication; 

(3) ELECTRONIC COMMUNICATION - transfer of signs^^^ 

signals, writing, images . ^s ounds a _ or ^ int e _ i ^ . 

piotoriecttonic"or photooptical system that affects interstate or 
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foreign commerce. "Electronic communication" is also J , 

defined to exclude a wire or oral communication. Any and a . . 

tuctrLic communications, unless specifically exempted, are subject 
to the provisions of the statute. 


For additional definitions 


refer to Chapter 119 of Title 


18 , use. 


EFFECTIVE; 06/03/96 


139-1 2 Title 18, USC, Section 2511 - Interception and Disclosure 
of Wire, Oral, or Electronic Communications Prohibited 

This section prohibits the interception and disclosure of 
oral or electronic communications except as otherwise 

in Chapter 119 o£ litl. 18. USC. Any pereen rs 

in violation if that person 

(1) intentionally intercepts, endeavors to 

procures any other person to intercept or endeavor to intercept, any 
wire, oral or electronic communication; 

(2) intentionally uses, endeavors to use or 

other person to use or endeavor to use any electronic, mechanical or 
other device to intercept 

detailed under this Section of Title 18, USL, 

(3) intentionally discloses, or endeavors to disclose, to 

- r itror"-::!nr;r'h^^ 

Ls obtained through the interception of a wire, oral or electronic 
communication in violation of this subsection, or 

(A) intentionally uses or endeavors to use, the contents 
of anv wire, oral or electronic communication, knowing or having 
^ ^ *-« vnow that the information was obtained through the 

i:rerceJ?ionf Twire! o^li or electronic communication in violation 

of this subsection. 


EFFECTIVE; 11/23/87 
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(1) It shall not be unlawful under this chapter for an 

re 

roLrrror'torrrrer: r.rpr;rr:. t..t c-u„ecatio„ en t- 

normal course of his/her employment service or 

Refer to Section 2511 for specific exemptions, 

f“ “,r:r„rrrhrF:rr,rtr„rUtrnrrorir!oa. 

Sr;o:r rr;sr.e Mi/r/rpl'oyaeat .n- «e th. 

aaaitoaeas eaapon^bUUea. . 

r r'rr crartcltion'. »r oral co»«uaicatian trana.itt.d by radeo, 
r r diacl.a. or uaa the iaforaation th.r.by obta.n.d, 

(3) It shall not be anlaulol under this chapter for a 

person actinj under color of law t^ 

electronic communication, where such perso P . , aiven 

eiecLronit. nart-ies to the communication has given 

communication or one of the parties to 

prior consent to such interception, 

(4) It shall not be unlawful under this chapter ® 

person not actinj under color of law to ° 

electronic cossnunication the'^coissionication has 

”;r;H«“o:::e::r" ru:h%nterception uni« 

if:':raE!tn'»oe Th-e ron^nLtLr“iror?hr;ri?:d states or .1 

any state; 

(5) It shall not be unlawful under this chapter or 
Chapter 121 of Title 18, USC, for any person- 

(a) to intercept or access an electronic 
CK.unlc.tion ..de throueh an 

configured so that such electronic communication is readily 
to the general public; 


Sensitive 
PRINTED: 02/18/98 



Sensitive 



Manual of Invaatigativa Oparations and Guidalinaa 
Part I 


page 139 - 

(b) to intercept any radio communication which is 


transmitted- 

1 bv any station for the use of the general 
aircraft, vehicles, or persons m 
public, or that relates to ships, aircraf , 

distress; ^ 

7 bv any governmental, law enforcement, civi 
TMiSlic safety communications systemi 

defense, private rUdily accessible to the general public; 

including police and fire, readily acc 


'k bv a station operating on an .author ized._ 

general mobile radio service, or 


system; 


4. by any marine or aeronautical communications 

(c) to engage in any conduct which- 


1. is prohibited by Section 633 of the 

Communications Act of 1934; or 

7 is excepted from the application of Section 

V* Art of 1934 by Section 705(b) of that 

705(a) of the Communications Act 
J^C t * 

(d) to intercept any Hire or 

eo^unication the »--‘t;^op:raUn^s::tt^;;^re:^- electronic 
t",'tp':nn'to‘?HrLrt““^e:rary‘to‘identify tne aource of aucK 
interference; or 

(e) for other users °JJ^^®”%ysterthlt'^utilizes 
intercept any radio Js engaged in the provision or the 

'"’“ortu'ch "aJ‘.::1f auch connunication ia not acranMad or 
encrypted; 

(6) It shall not be unlawful under this chapter- 

(a) to use a pen ^«8"®*'®^g®^j*ChIpUr20rorTitir* 
[i: reratinHo feglrters'anrtrr-d trace devices); or 


(b) for a provider of electronic communication 
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service to record the fact that a wire or "l^^ronic coimnunic^ was 
initiated or completed in order to protect such provider, another 
provider furnishing service toward the completion of 
electronic communication, or a user of that service, 
unlawful or abusive use of such service; 

recipient of such communication or an agent of sue a resse 

intended .recipier^t;_ 

(8) A person or entity providing electronic communication 
service to the public may divulge the contents of such communication 

(a) as otherwise authorized in Title 18, USC, 

Section 2511 (2) (a) or Section 2517; 

(b) with the lawful consent of the originator or any 
addressee or intended recipient of such communication; 

(c) to a person employed or authorized, or «hose 
facilities are used, to forward such communication to its destina i . 

or 

(d) which were inadvertently obtained by the service 
provider and which appear to pertain to the commission of a crime, i 
Lch divulgence is made to a law enforcement agency. 


EFFECTIVE; 11/23/87 

139-1.3 Title 18, USC, Section 2512 - Manufacture. Distribution, 

Possession, and Advertising of Wire, Oral 
or Electronic Communication Intercepting Devices 
Prohibited 

Except as otherwise specifically provided in Chapter 119 
of Title 18, use, this section prohibits any person from 
intent ionally- 

(1) sending through the mail or sending or carrying in 
interstate or foreign commerce, any electronic, mechanica or o 
knowing or Lvin, r.a.on to know that the d.s.gn ot such 
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device renders it primarily useful communications; 

surreptitious interception of wire, oral or electron 

(2^ manufacturing, assembling, possessing or selling any 
euctronu. or oth^r -f-ico. Knooin, or .av.„* r.«^^ 

a„o„ that :L;uari:t:rc^"o;^ri!r" ^ra. or 

tronnTaa“::ro:"uror»;jnhr.osH ta. .ai. or transported sn 
interstate or foreign commerce, or 

handbiil_pr__othe.r_ 


(3)_pi_acing^in_ any newspaper 


.ne f 


'plication any advertisement of 


(a) any electronic, mechanical or other device 

anouin* or havin* reason to ‘^'^^^“‘‘Jn^'srrepjlu'ous 

”;tro:pjiortniiL“:"fot“:.irtrrtrronnanuat.on or 

(b) any other electronic. • mechanical or other 

aevice. Where such advertisement ^rwire:^:^^:^ 

the purpose of the \nowing or having reason to know that such 

fhrougS the mail or transported in 

interstate or foreign commerce. 


EFFECTIVE: 11/23/87 


139-1.3.1 Exceptions 


It shall not be unlawful for- 


m a provider of wire or electronic communication 

::nUrct°wi“.1ucrrprov!d;r^ cLr sf of °?he business 

o?providing that wire or electronic communication, or 

(2) an officer, agent, or employee ® subdivisior 

contract with, the United * ®^*J®^°ties^of\he United States, 

thereof, in the to send through the mail 

a state, or a 0 ,™^'.. or ..anufaetur., 

send or carry rn aechanical. or other devic 

J”o:fni*;r'^"n^rason to hLw that the design o£ such device 
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EFFECTIVE: 11/23/87 


139-1. A 


Title 18 use. Section 2513 - Confiscation of Wire, Oral 
L Electronic Communication Intercepting Devices 


(1) This section provides that any 

or other deYice_US.®d,„s.ent , ..carried, manufacture ,^a Sections 

-possessed, sold or f,Ho hI1i!ttd’stat;s. 

2511 or 2512 may be seized and forteiteo ^ 

(2) The FBI has been delegated ^V’^*'®2513 *^°ThrForfeiture 

civil forfeiture J^the^st^p-by-step procedure to 

and Abandoned J°fl^Jorfeiture proceedings (judicial 

and^adiinistrativer^^^ conjunction with this violation. 


EFFECTIVE: 11/23/87 


139-1.5 


Title 47, use, Section 605 - Unauthorized Publication or 
use of Communications 



Except e»l.U»g 

!rrc»e:nrEn„rintlc. at. ct tecet. 

radio shall divulge or ^ through authorized channels 

purport, effect or meaning thereof, except tnr g 

of transmission or reception 

(1) To any person other than the addressee, his/ 
agent, or attorney, 

(2) To a person employed or authorized to forward such 
communication to its destination, 

(3) To proper accounting or distributing ^ 

^ tjVitrh the communication may oe 

various communicating centers ove 

passed; 

(A) To the master of a ship under whom that person is 
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serving: 

(5) In response to a subpoena issued by a court of 
competent jurisdiction; or 

(6) On demand of other lawful authority. 

sSJ^ce. purport, effect, Stifled thereto 

communication to any person. . ? interstate or foreign 

”r:^‘S\i:i;KVa”o::‘(or any UEnraation 

communication by radio ®nd benefit or for the benefit 

therein contained) for ^^rson having received any 

of another not entitled theret become acquainted with the 

intercepted radio ^^^eaning of such communication 

contents, "^^‘/“Xing that such communication was intercepted, 

(or any part thereof) knowing contents, substance, purport, 

shall divulge or publish the ’ / art thereof) or use 

.ftect. O' tharain aantainad) far his/har 

Z\"Tc Z 'Z TZeiU of anothar not antitl.d tharato. 


EFFECTIVE; 11/23/87 


139-1.5,1 Exceptions 

(1) This section shall not apply to the receiving, 
divulgUg. publishing or utilizing .^^t^e ^se of the 

communication which is transmi . . • distress or which is 

rran^mlt?fd'ty^n''imate:/ station operator or by a citizens band 

radio 

«>. ',ucrtnj"«;!roi°of" 

pro»ra-.in» fan privata via»in» if- 
I (a) the programming involved is not encrypted*. 

(b) a marketing system is f-r 

individuals receiving such programming have obtaine au 
private viewing under that system. 
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139-2 


POLICY 


(0 upon oocoipt “ 

interception of riate United States Attorney (USA) 

139B classification, the app P ^ preliminary investigation 

should be notified. The USA y q interviews of complainants, 

u. conducted, ^uch should oon.^t oJ^.nt.r»^^ 

jyijc.tiins,and. up_tp_thr.ee_wv Unless circumstances indicate 

‘otrefun:.'Su:t"."«Hould^si;.ln^^ 

““h^ilUrhy ~ru“r:,“st%u;i-tl.ld mvestustlon end initUte 

prosecution and forfeiture. 

(» iThere ere a tew ““‘'UZnrc.'tront'u^'n^^h. 

:hat the contents or use is made of an unlawfully 

iisclosed. the Chief Division Counsel should be 

intercepted communicatio , ^ _f the appropriate United States 

“:'tc'ii‘i:n“^h:rttrc';ic‘^:i:!ird-Hct. s.. tm. i», .sc. 
Section 2517 • | 

I «) inuepetions ;-‘;j-,i:-rt;;d'af ;rrocur-u.-t 

otticlals as '“'’I”'* " ““'‘4 thoroush investigation. Evidence 
Such matters require prompt and fl^otive manner. The same 

should be collected in a ^ n federal, state or local 

applies to matters where it is allege allegations concerning an 

government agency is the - tat io^ Lt otherwise described in 

interception of niH^ity! A declination policy should 

l(A)lbelow, are classified as P nonpriority matters, to 

be established with ^hyPP;®P ^ involving domestic marital 

include response to sucn aiiegai. 

disputes . 

iwiupon ccipt of roiuhi. j“.j"rg'ii"h!rtrijic“ 

interception o£ initial e££ort should be made 
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communication signals by others. Resources should not be expended in 
the investigation of end users. These matters should be presented 
early for an initial prosecutive opinion and thereafter closely 
followed with the USA* 

I (5) I Allegations involving the interception of cable, 
satellite or electronic communications for significant commercial gam 
are classified as priority matters. Significant commercial gain is 
defined as the manufacture, sale or advertisement to sell any device 
the design of which renders it primarily useful for the surreptitious 
interception of protected or encrypted communications, wherein the 
revenue accruing .to the subject .exceeds $25, 000...^ All _other 
allegations involving interception of communication/signal theft 
matters are classified as nonpriority and should be covered in a 
declination policy with the USA. 

I (6) I Significant allegations involving the theft of 
industrial or corporate proprietary information obtained as a result 

of the illegal interception of business electronic communications 

should be classified as Fraud By Wire (196 classification) jr ITSP 
matters (87D classification) in lieu of handling under the IOC 
classification whenever applicable. 



shou(S'coaB*BeTOiffl^ .tr.rney .n fJStrU 




the appropriate;^^^^ 
on cross-exammation-whi-c^ 

I 1 ( 9)1 Attorney General Order No. 919-80, dated 12/18/80, 

sets forth procedures to be followed by officers and other employees 
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of the Department when served wxth a dqJ files or 

produce or disclose material or Should 

official information in the court, over objection, to 

Agents who are Ind exrerlence, which 

testimony .igM confidential 

possession or contained i * • of Attorney General Order No. 

invaatigativo t.chnigu.., “'.“‘Jn^^cvcrnnant ' a 

919-80 ahould ba ^ fg, court that the Attorney General 

prosecuting- attorney shou -nfrirmAtion in other types of cases 

■ t!!'d“e?: 9 rtr“ 1 a^r‘c::; „re*t:ir;:b5:S „?ght%reaent itaelf . 

(See MIOG, Part II, 6 1.) 

I 1(10)1 If complaint is based solely 

unusual "®i®®® j®^®Jg°"®„fomation'indi« 

conducted in absence of ^ notified of receipt of 

^^umstances exist that would mahe it 

desirable to notify FBIHQ. 

I r t 1 ■ ' u“ l."a Itu;htn: roi^e'raSlo^ “thrur^hr^io^d^an/ a 

rofaLrui;:ardoL%o:‘:Jongful purpoae (conniaaion of crr.e or 
tort) . 

I I (12) I Surreptitioua ‘/“^bl^rviolatiorand 

'fll h:':iat;»U"lth1sl1rrall »anner aa oonplainta of other 
'p^^lble'inie^l^Uon of coddunicationa violatrona. 

I 1(13)1 Generally recording telephone converaationa by one 

' party uithol^ fhl So^redgr of another party ia not a vrol.t.on of 
this chapter. 


EFFECTIVE: 06/03/96 
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investigative procedure 


139-3 . 

(1) Check 

determine if subjects have prior ^on „^tion. USA should be 

^d™«d' :f^rhe“sutre:^"‘prirr interception of communication 
convictions . 


initiated- 


( 2 ) 


I„ Mse. «h.r. Eoll-tleld inv.tisation. are 




WtlTor“izid iatereaptiaa. u.a ar dr.ala.ur. 

(a) 139A “‘/j:»:rrr«.u»‘trat“.uh.r 

r»9rlrDT.ttar..,*..«t.__sh»uld^^^^^^^ 
‘rrr‘j‘?ht°rb!«?“r31orat."r.‘:;atuta. IHU pri.arily appUae ta 
retailers and advertisersa 


(c) 


»rf . • a , • • i-'jii'-: ^ a ,..-.-41.41* a' >'■ 

Ca«.id,r U.a at phy.UaV .ur»aia*^'‘’"’»*- 


identify subjects. aMP-w.. , . . .■ 

, A • nhotoaraohs of installatioilTai^^^ 

(d) ?*‘®*'®^!J^rEi.;tronic Surveillance^ * 

Technology! Section, I Signa .. ^ X „ _ devices need not oe 

Inf qxsaii^^®* L l'2f 1 eld-* inyes t i'gaU 

examination until ghould^be fe ^ 

handling and •biW*«d.?5£&2S^ 




(g) Haadl. •»“'J.“'‘j;f”“ultaUarwith th^OSA.' 
„sc. Sactiaa 2513 ia ela.a caaparptraa wd aaaauu. 

(See 139“ la^a) 
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EFFECTIVE: W 12^*191 


139-4 miscellaneous 

(1) Notwithstanding «ny “• t^!jhtirnot be 

section 705 or 706 of the the uiited States in 

rorrei;i“rej:t-;y;7^^^ 

(2) Nothing contained in = trbfdre^U'tl’ " 

Section 705 of the stat« oivernnent of foreign 

affect the acquisition by the U . ^ foreign communications 

intelligence Hwifer^irted In accordance with 

or foreign *^^1 ia„ involving a foreign electronic 

otherwise T ^titizing a means other than electronic 

communications ^®"v/^^sLtion 101 of the Foreign Intelligence 
surve i 1 l3^nce as defined j tn this chapter and the 

roi:!g"iM:iuU»‘rur;euiar;r:ct of^ 

rraiLliftriirrepironii::-!: Le and or,i 

communications may be conducted. 


EFFECTIVE: 11/23/87 


I 139-5 

I 


VENUE 

Wherever an offense is co-itted, begun or completed 


EFFECTIVE: 11/23/87 
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1 139-6 REPORTING PROCEDURES 

n") Advise FBIHQ, by appropriate teletype, the same day, 

when opening priority cases ^“ters!%rLHM^original 

state or local government agencies .^^In such^mat^^ 

and g This communication should include facts 

opening of the case. and initial investigative steps 

predicating the case USA s p ^re at the discretion 

contemplated. Additional s closing LHM must be prepared 

„£ th. SAC or At th. request of rBIHQ. A c os^^g g„,.„.ent 

for all ‘"'''*^**j;‘°"\Jj;''°JJ"oesUte..the.pre<Ucation.for_.opening^the _ 

findings and detail the 

investigation, The USA’s opinion will be included 

disposition of the investigation. The USA s P should 

uSe're that rcorp^Hut. through plea 

atet^taio'! ^n^'SilpoeitUn. and/or sent.noing, as appropriate. 

involving /“'girtel, or by more expeditious means if good 

promptly notified y ^ i-ua cnecific circumstances, 

judgment so recommendations of SAC as to action 

Questionable status should reouested by the USA, the 

desired. If no V''? “Jirtit in« t gatiL has been closed, 

initial airtel should ^^'’’’'jg'i^.’^u^tion is requested. 

Confirm USA s opinion by furnished to FBIHQ for dissemination 

irs5;^c“:!n-siiisforvS^^ 

™:s:“fl“^rrrrrep::rree::d“dt™aL. t„o copies .houid h. 

forwarded to FBIHQ. | 


EFFECTIVE: 11/23/87 



139-7 


PENALTY - MAXIMUM 


(ll Title 18, use. Section 2511 - fine or five years 
imprisonment or '’°th. In ^^^;*^^®"j^%8rusc!^«tiin'25^ 
nrdf‘irc“cu::trct‘:S;r,%ri«in.l and civil penalties apply. 

(2) Title 18, use. Section 2512 - fine up to $10,000 or 
imprisonment up to five years or both. 
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(3) 

up to $25,000 or 
offenses, fine up 


Title A7, use. Section 605 - for first offense, fine 
imprisonment up to 1 year or .both. For subsequent 
to $50,000 or imprisonment up to 2 years or both. 


In accordance with the above sections, there is a sliding 
scale of penalties in conjunction with the nature of the o ense an 
upon oth.r oonjributing taotors. Ih, abovo c.O. a.ct.on, 
Should be referred to for specific penalty considerations. 


EFFECTIVE: 11/23/87 



EFFECTIVE: 08/27/90 

139-91 CHARACTER - INTERCEPTION OF COMMUNICATIONS 


EFFECTIVE: 08/27/90 


I 139-10 SUBCLASSIFICATIONS 

See MAOP. Part II, 3-1.1, "FBI Classifications and 
1 Subdivided Classifications." 


EFFECTIVE: 10/18/95 




All IMFOtiMATlOM 
HlREIN is UNCLASSI'hEO 
rmT F-7-a.3-‘?g-_ BY^ 
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SECTION 140. I OFFICE OF PERSONNEL MANAGEMENT - REFERRAL; 

EMPLOYEES; - OTHER | 


140-1 


GENERAL INSTRUCTIONS REGARDING GOVERNMENT EMPLOYEE 
REFERRAL IHVESTIGATIONS (140A AKD 1400 1 (See 
MIOG, Part I, 46-1.11(3).)! 


These instructions supplement those contained in Part II. 
Section 17 of thj^ — __ — — ■ ' ' “ 

‘rertir:e"f!:reU»“F“l^.re:celv.A^ees» 

employee’s loyalty to the ^ under the 151 elassification 

'^tirFiscarY:^ IwOrorUinS: atia) Peace C.rps (ACTION-OPH) . (h) 
until Fisc /'nnr-nPM') (ci National Aeronautics and Space 

Department of Energy (TOE l^tory Commission (NRC- 

S™)"‘( ru!™ *«fcontr;i and Disarmament 1 

ns ’information Agency (USIA-OPM) , and are covered under Public La 
‘;dh.fc J»s -hen^an -UeEat Ion .s .an receroed^ 

3upn * »4j'’““j"|0fnce of^he C^nerlt'coSLe! |of‘'tJr”‘' 

FBIHQ forwards rt t, thelOff.ee 

re?:;rk;!s^ri‘thin;the.ideu 

shoul"be®'ntormed that th.se j‘uart«. level. 

. * j -I- wRTHn and the request must be at tne neaaqu«*i t-cAa 
correlated at FBIHQ ana cne requ -rtho -ooroval. FBIHQ will 

‘fut'd^lnurnln^ Sr^ope of these investigations. 1 (See 

MIOG, Part I, 151-1.) | 

(2) If substantive information described in Section 8(d) 
of EO 10450 is received from complainant, or is locate in ® 

? l!s or is developed during other investigation, include such 
infor;aUoi in lSm ?o FBIHQ for dissemination to 0 PM or interested 
afencrin event they desire FBI full field investigation. 

(3) If derogatory information requiring no FBI 

investigation is received (Section 8(a) (1) of EO 10450) .submit LHM 

to FBIHQ suitable for dissemination and also consider oc 
dissemination to concerned agency. 
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EFFECTIVE: 09/09/94 


140-1.1 Preliminary Inquiries 

preU.in.ry jnqu.ry IS order ..ployaent or polio. 

:.rol:rin;:i o°f"it to d.t.r.m. Idootuy .od .Unmcnc. o£ 

^y 3 ,ilabl 6 inf ortnat 1 on • 


EFFECTIVE: 04/19/91 


140-1.2 Interviews 

Tf asked why individual is being investigated inlOPM 
If askeo y under an EO Government employees 

security referral | case. Federal employee security 

„ applicants are checked as part o£ the Fed. ^ 

program. Mr., Mrs.. Miss, or Ms. 

program* 


EFFECTIVE: 04/19/91 


140-1.3 Dissemination of Reports 

If • reouest is received in the field for copies oflOPM 
secnrity tef.m.ilreports advise that 

”recUd1o“M5S"‘io toclh "ssLnAIIOK of) THESE | REPORTS SHOULD BE 
MADE. 


EFFECTIVE: 04/19/91 
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140-P.4 Full Field Investigations of Army, Navy and Air Force 
Civilian Personnel 

(1) At inception of investigation, appropriate office 
should notify intelligence representative of interested department 
that investigation is being conducted by FBI under EO 10450. However, 
no local dissemination of reports or investigative results should be 
made without prior specific FBIHQ approval. 

(2) Notification may be in any form most convenient to 
field office. 

■ (3) OfTice file must show notification given and what 

information furnished. 


EFFECTIVE: 04/19/91 

14Q-2 {general instructions REGARDING SUITABILITY REFERRAL 

INVESTIGATION (140B) 

A second group of investigations in this category also 
stems from referrals from 0PM or other Government agencies wherein a 
suitability background investigation is being requested concerning key 
employees. No question or allegation of the applicant’s or employee s 
loyalty to the Government has surfaced* 

These instructions supplement those contained in Part II, Section 
I 17 of this manual. I 

EFFECTIVE: 04/19/91 

I 140-3 {subdivided CLASSIFICATIONS 

I (1) 140A - Office of Personnel Management 

I Government Employees) 

I (2) 140B - Office of Personnel Management 

(Key OPM or Government Employees) 

I (3) 140C - Office of Personnel Management 

I Government Employees) | 


- Referral (Key 

- Employees 

- Other (Other 
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EFFECTIVE; 04/19/91 

1 140-4 1 ' PRIVACY ACT - REQUIREMENTS 

(1) When interviewing individuals under this 

res^riiU In 5art I. 190-5 (2) and (3) of this manual, 

— < 2 )._vmen interviewing^an.^individ^ 

information concerning someone ^ the 

classifying follow the procedure relating to promises of 

interviewing Agent mu P 190-7 of this manual, 

confidentiality as described in Part i. 


EFFECTIVE: 04/19/91 


1140-51 


CHARACTER -j OFFICE OF PERSONNEL MANAGEMENT - REFERRAL*, 
EMPLOYEES; - OTHER j 


EFFECTIVE; 04/19/91 
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SECTION 141. FALSE ENTRIES IN RECORDS OF INTERSTATE CARRIERS 


141-1 STATUTES 

Title 47, use, Section 220(e); 
20(7) (b); Title 49. USC, Section 20(7) (f) 


Title 49, USC, Section 


EFFECTIVE: _06/26/91 ~ 

141-1.1 Title 47, Section 220(e) 

Violations by ..ploy... ot tolophono, tol.sraph and radio 

companies 


EFFECTIVE: 06/26/91 


141-1.1.1 Elements 

"Anv person who shall willfully make any false entry in 
^ -in anv record. or memoranda 

the accounts of any book of willfully destroy, mutilate, 

kept by any such carrier, or who shall - such^ccount. 

alter, or by any other means « neglect or fail to make 

record, or memoranda. - ^ili'^tcLnt!. records, or 
I:io;anr;f"a?i"rcU and transactions appertaining to the business 
of the carrier ..." 


EFFECTIVE: 06/26/91 
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lAl-1.1.2 Other Provisions 

1(1)1 The carriers covered are telephone, telegraph, and 
radio companies engaged as common carriers for hire in interstate or 
foreign commerce; those engaged in radio broadcasting are n 
to be common carriers. Title A7, USC, Section 153(h). 

1(2)1 Jurisdiction over violations by the carriers to 
contravene provisions of this section rests with the Federa 
Communications Commission. 

1 (3) 1 The Bureau has investigative jurisdiction only over 
-violationV by-amp^^^^^^^^ the employing carriers, 


I (A) I Note that this statute defines the violation as a 


mis detnes^nor « 


EFFECTIVE: 06/26/91 


lAl-1.1.3 Investigative Procedure 

These cases will arise out of embezzlements by employees 

of the interstate carriers who attempt to conceal their shortages y 

failing to record transactions, reporting them falsely, o J 

destroying records. The exact nature of the records used by t 

cafrie^s should be ascertained in order that the Special Ag^nt can 
carriers snouj.u ^ «f . fhpcA cases Mnav . vi 


carriers should oe asceruamcu xii 

properly thou where wtriM are falae. 


exam 

Ins 




EFFECTIVE: 06/26/91 


lAl-l.l.A Policy 

If prosecution has already been initiated in the state 
courts for embezzlement or similar offenses the investigation should 

be held in abeyance pending a decision of t e_ court 

whether] he/she I will authorize prosecution in Federal court. 
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EFFECTIVE: 06/26/91 

141-1.2 Title 49, Section 20(7) (b) 

Violations by employees of railroads, etc. 

EFFECTIVE: 06/26/91 


141-1.2.1 Elements 

"Any person who shall knowingly and willfully make, cause 
to be made, or participate in the making of. any false entry in any 
annual or other report required under this section to be filed, or in 
traccounts of Jy book of accounts or in 

keot bv a carrier, or required under this section to be kept by a 

or pU.on, or -ho .hall knowingly and willfully doatr.y 

nutilate altar, or by any othor means or device falsify the record o 
“y : ^a«o»U, r.LrdL or menoranda. or who shall ^ 

willfully neglect or tail to make full, true, and correct entries in 
“ich LcLnts, records, or memoranda of all tacts and transactions 
aonertaining to the business of the carrier, lessor, or person, or 
shall knowingly and willfully keep any accounts, records, or memoranda 
coniUrrto tZ rules, regulations, or orders of the Co^.ssion with 
respect thereto, or shall knowingly or willfully file with the 
Commission any false report or other document... 


EFFECTIVE: 01/31/78 


141-1.2.2 Other Provisions 

The carriers covered are railroads, pipeline companies, 
express companies, sleeping car companies, and suburban 
lines Such carriers must be engaged in interstate commerce 

within the paragraph. The paragraph does not °pj^t®“”that 

lines motor freight lines, or bus companies. It is contemplated that 
few cases will come to the Bureau's attention except those arising out 
of irregularities by employees of railroads. 


Note that this statute defines the violation as a 


misdemeanor. 
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EFFECTIVE: 01/31/78 

lAl-1.3 Title A9, Section 20(7) (f) 

Violations by special agents, accountants, or examiners of 
Interstate Commerce Commission 

EFFECT IVElP1/JA/7^ — 


lAl-1.3.1 Elements 

"Any special agent, accountant, or examiner who knowingly 
and willfully divulges any fact or information which ® 

knowledge during the- course of any examination or inspection made 
under authority of this section, except insofar as he may be directed 
by the Commission or by a court of judge thereof .... 


EFFECTIVE: 01/31/78 


lAl-1.3.2 Other Provisions 

Very few cases will arise concerning violations this 
particular subsection. However, since the 

Department has advised that this subsection is wxthin the ®ureau s 
jurisdiction, the pertinent subsection is quoted 
subsections a. c, d, and e of Section 20(7) are not within the 
Bureau's jurisdiction* 

According to the Antitrust Division of the Department, the 
words "any special agent, accountant, or examiner" refer to agents, 
accoint^L. .r examin.r, x« the employ of the Inter.t.te Commerce 

Commission. 


Note that this statute defines the violation as a 


misdemeanor. 
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141-2 PENALTIES 

> (1) Title 47, Section 220(e) - A fine of not less than 

$1,000 nor more than $5,000 or imprisonment for a term of not less 
than one year nor more than three years, or both (misdemeanor). 

(2) Title 49, Section 20(7) (b) - A fine of not more than 

$5,000 o r im pri sonment for not mor e than two years, 

(misdemeanor) . 

(3) Title 49, Section 20(7) (f) - A fine of not more than 
$500 or imprisonment for not exceeding six months or both 
(misdemeanor) . 


EFFECTIVE: ‘01/31/78 

141-3 CHARACTER - FALSE ENTRIES IN RECORDS OF INTERSTATE 

CARRIERS (FERIC) 


EFFECTIVE; 01/31/78 
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, SECTION 142. ILLEGAL USE OF RAILROAD PASS 


142-1 STATUTE 

Title 49, use. Section 1 (7) 


EFFECTIVE: 01/31/78 


142-1.1 Elements 

Free transportation for passengers prohibited; exceptions: 

"No common carrier subject to the provisions of this 
chapter, shall, directly or indirectly, issue or give any interstate 
free ticket, free pass, or free transportation for passengers, except 
to its employees, its officers, time inspectors, surgeons, 
and attorneys at law, and the families of any of the foregoing, to the 
executive officers, general chairmen, and counsel of employees 
organizations when such organizations are authorized and 
represent employees in accordance with the provisions of the Railway 
CEorLf" (Sections 151-163 and 181-188 of Title 45) "to ministers 
reltsUn. secr.tari., of railroad »ou„g Men'. Chri.Uan 

Association., inmates o£ hospitals and charitable and eleemo.smary 
institutions, and persons exclusively engaged in charitable and 
eleemosynary work; to indigent, destitute and homeless ^ 

such persons when transported by charitable ^^^^^^les or hospitals, 
and the necessary agents employed in such transportation, to inmates 
of the National Homes or State Homes for Disabled ’ 

and of Soldiers' and Sailors' Homes, including those about to enter 
and those returning home after discharge; to necessary caretakers of 
livestock, poultry, milk, and fruit; to employees on sleeping «^s, 
express cars, and to linemen of telegraph and telephone companies, to 
railway mail-service employees and persons in charge of the mails when 
on duty and traveling to and from duty, and all duly accredited agents 
and officers of the U. S. Postal Service and the Railway Mail Service 
and postal inspectors while traveling on official business, upon the 
exhibition of their credentials; to customs inspectors, and 
immigration officers*, to newsboys on trains, baggage agents, witnesse 
attending any legal investigation in which the common carrier is 
interested, persons injured in wrecks and physicians and nurses 
attending such persons: Provided, that this provision shall not be 
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construed to prohibit the interchange of passes for the officers, 
agents, and employees of common carriers and their families; nor to 
prohibit any common carrier from carrying passengers free with the 
object of providing relief in cases of general epidemic, pestilence, 
or other calamitous visitation; And provided further, that this 
provision shall not be construed to prohibit the privilege of passes 
or franks, or the exchange thereof with each other, for the officers, 
agents, employees, and their families of such telegraph, telephone, 
and cable lines, and the officers, agents, employees and their 
families of other common carriers subject to the provisions of this 
chapter: Provided further, that the term "employees" as used in this 

paragraph sh all incl ude furloughed, pens i oned , and s up e r annuat ed_ 

employees, persons who have become disabled or infirm in the service 
of any such common carrier, and the remains of a person killed in the 
employment of a carrier and exemployees traveling for the purpose of 
entering the service of any such common carrier; and the term 
"families" as used in this paragraph shall include the families of 
those persons named in this proviso, also the families of persons 
killed, and the widows during widowhood and minor children during 
minority of persons who died, while in the service of any such common 

carrier." 


EFFECTIVE: 01/31/78 


142-1.1.1 Other Provisions 

"Jurisdiction of offenses under this provision shall be 
the same as that provided for offenses in Sections 41, 42, and 43 of 
Chapter 2 of this Title." 

Venue: "Every violation of this section shall be 

prosecuted in any court of the United States having jurisdiction of 
crimes within the district in which such violation was committed, or 
through which the transportation may have been conducted; and whenever 
the offense is begun in one jurisdiction and completed in another it 
may be dealt with, inquired of, tried, determined, and punished in 
either jurisdiction in the same manner as if the offense had been 
actually and wholly committed therein." 

Violations of the above statute come within the Bureau's 
primary investigative jurisdiction. 
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EFFECTIVE: 01/31/78 


142-1.1.2 Investigative Procedure 

Most violations of this nature are brought to the 
attention .£ the Bureau by epecial atent. of the varioue ra.lro.de. 
Usually these individuals have made a complete investigation of the 
alleaed violation and are in possession of all pertinent facts. 
Accordingly, much investigative effort can be eliminated by contacting 
thes^c^icialj_eany_in__th_e_cpuq^pX_«^ 


the available data they have compiled. 


EFFECTIVE: 01/31/78 


142-2 


PENALTIES 


Any common carrier violating this provision shall be 
deemed guilty of a misdemeanor and for each offense, on convic ion, 
shall pay to the United States a penalty of not less than $100 no 
more than $2,000, and any person, other than the P^sons 
this provision, who uses any such interstate free ticket, fre p 
or free transportation shall be subject to a li e pena y. 


EFFECTIVE: 01/31/78 


142-3 


CHARACTER ~ ILLEGAL USE OF A RAILROAD PASS 


EFFECTIVE: 01/31/78 


Sensitive 
PRINTED: 02/18/98 


Manual oE Investigative Operations and Guidelines _ 

Part I 


SECTION 1A3. INTERSTATE TRANSPORTATION OF GAMBLING DEVICES 


143-1 


STATUTES 


Title 15, use. Sections itli^ltioA was 

1176, 1177. 1178, 1179, 1180. 12-17-62^ following 

originally 1-2-51 and further 1962" (Public Law 87-840). 

passage of the "Gambling Devices Act of 196 ^ ^ ru 


EFFECTIVE: 01/31/78 


j43_l,l Section 1171 Definitions 

"As used in this chapter 
"(a) The term 'gambling device' means 

"(1) any so-called 'slot „°^,ns°?rrum or 

machine or mechanical device an operated may deliver, 

reel with insignia thereon, and (a) «hich^when op 

as the result of the applicati r' ^ person may become 

property, or (B) by the JP®**® j the application of an element of 

entitled to receive, as the result ot cne pp 

chance, any money or property, or 

"(2) any other machine or ”®®^®""®®^^?l"'®Hevices) 
(including, but not 

designed and manufactured pri y deliver, as the result of 

."<• (A) “ any or pr.yarty, or (B) 

rr..:rt”e‘rh.1p;u:aUor:r:n"oL.ant d chanc, any .onay or 
property; or 

"(3) any subaasenbly or eaaential part intended to bo 

:s!tb‘i.'nrrti“h:“u“.yrnohT^^^^ •' • 

constituent part. 

••(b) The tern •State^ include, the District of Columbia, 
Puerto Rico, the Virgin I.lands, and Guam. 
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t; 

this section. 

"(d) The term 'interstate or StatL and 

commerce (1) between any State or (2) between points 

!::^Se1:mrs^i?: fr ^^sefston of the United States but through any 
place outside thereof. 

(.) The t.r« -!•»?— 

within one--Stati Vr Poss.ieion et the United States. 

EFFECTIVE: 01/31/78 

c V 1177 - Transportation of Gambling Devices as 
143-1.2 Section 1172 of Federal Trade 

Unlawful; Exceptions; Authority ot reae 

Commission 

"It shall be unlawful knowingly to transport any gambling 
it snail uc n; strict of Columbia, or a 

device to any place in a ® ®’ place outside of such State, 

Possession of the United J Provided, That this section 

the District of Columbia, or o • device to a place m 

shall not apply to ^ransportat for the exemption of such 

any State which h^s enacted a ^or to a place in any 

State from the provisions o ^ which such subdivision is 

subdivision of a State if e exemption of such 

located has enacted a sect!ornor shall this 

subdivision from the provisio used or designed for use at and 

section apply to any gam establishments where betting is 

transported to any (Nevadaland New Jersey arejthe 

1 legal under applicable State .J: . "Provided further, 

I onlylstateslwhichlhave|so ort in interstate or foreign 

That it shall not be unlawful which the transported 

commerce any gambling as lawful in a statute of 

Commission Act, as amended (15 USC 41 bUl . 
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EFFECTIVE: 06/10/88 


c> 4 - ‘ 117^ — Reeistration of Manufacturers and Dealers. 

M«krrD 4 Vlce»: FaU. Entri..; Inspection and Ace... to 
Records 

"(a) (1) It shall be unlawful for any person engaged in 

Jhp_^.>^..^--iactuM 

such business in any way affect int calendar year, unless after 

.anntactur. any tie date on 

November 30 of the preceding n^rson has registered with the 

which atich device is manufactured such P«son has 
Attorney General under this subsection, regardless 
ievice ever enters interstate or foreign commerce. 

•'<'2') It shall be unlawful for any person during any 

calendar year to engage in the aJailabu’ fo^use^rothers 

buying, selling, leasing, using, sells ships, or delivers 

any gambling device, if ^Ul"be introduced into interstate or 

any such device knowing .^r.-tive date of the Gambling Devices Act 

:rttr 

rr:.'^t.t:r-ufr:urer-"- ----- 

"H') It shall be unlawful for any person during any 
caleadar year to en.aho in the 

buying, selling, leasing, using ^ ^ j. receives any such 

any gambling device, if m such business he 

device ff^^tive^date of the Gambling Devices Act of 1962, 

conunerce after tne erxecLi. ^^loririar vear and before 

unleae Nove.h.^0 of r.it«r.ur ptr.on ha. 

Msistered''with the Attorney General under thi. aubsection. 

"(A) Each person who registers with the 
pursuant this subsection sh^^^ does'uslnes^ (B) the 

^a;L::ro?ia:rof ^s puce of 

the united States, (C) the address of ^ pl«® ^ business 

u roc:red:"h:re'l:: winle'eral? iec^rds required to be kept by him 
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bv subsection <c) of this section, end (D) each activity ^••“ib.d in 
(1) , (2) . or (3) of this subsection f f jj* 
engage in during the calendar year with respect to which 
registration is madee 

"(b) (1) Every manufacturer of a gambling device defined 

he does business, and the date of manufacture of such d evice. 

device defined in 

"ortucrSevfc^ porLu it! Labor soriati. each such janblin, d.vrco 
manufactured by him and permanently affix on each sue ^ 

^r^ h*. elearlv visible, such number, his name, and, if diEte , y 
Uad. Lr. LdL LLc; ho docs business, and the date of aanufactur. 

of such device. 

"(c) (1) Every person required to register under 

-rri 'f ruL rori:?LuorL'r?!Lr^^^^^ 
“Llt^rr-Lcro-tr^Ls^ 

and "(C) each gambling device sold, delivered, PP 

intrastate, interstate, or foreign commerce. 

"(2) Such record shall show 

such gambling [-/f^i’;®;^,t^^formaUon whiL Ts required to be ^ 

affixed on such gambling device by subsection (bHl) 

and "(B) in the case of each gambling device defined in paragrap 

UH 3 ) of Ihl fiLt section of this Act, tho 

be^^fixed on such gambling device by subsection (^^J) °f th 

::LTnior:;tlL:“us*“Llo^ listing, description, and, in the case 
of each such device owned or possessed by him or m his custody, 
jLaJion "Such record shall also show (i) in the case of any such 
LLlina device described in paragraph (1)(A) of this 

Ls,e and address of th. person fro. who. •“» „s. 

aeguirod and the na«e and address of the *7?Uc3 of this 

of anv such gambling device described m paragraph (1) (C) 

LbLLion? the na.t and address of the buyer and consignee thereof 
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and the name and address of the carrier* 

"(d) Each record required to be maintained under this 

section shall be kept by the person ®/Jhis section^for 

desienated by him pursuant to subsection (a)(4)(C) of this section to 

fpefiod .£ It lealt five year. fro. the last day e£ the caleadar 

molth e£ the year with respect to which such record is require 

maintained* 

"(e) (l)It shall be unlawful (A) for any person during any 

period in which he is required to be ®“'’i®te«tate 

t-his section to sell, deliver, or_shj,p_in_intras^ . 

Tr"f^^^ign commerce or own, possess, or have ^is 
gambling device which is not marked and numbered as required by 
fubsecUon (b) of this section; or (B) for any person to remove, 
obliterate,, or alter any mark or number on any gambling device 
required to be placed thereon by such subsection (b; . 

"(2) It shall be unlawful for any person knowingly to make 
or cause to be made, any false entry in any record required to be kep 
under this section* 

"(f) Agents of the Federal Bureau of ion shall, 

at any place designated pursuant to subsection (a)(4) (C) 
s«?iL by any person required to register by subsection f ^his 

it all reasonable times, have access to and the right to copy 
"Jh rllScd to ho k.pt,hy 

coLsol by ony porch roqiotorod undor ouch “Jf 

r:!n:urth'risSch’Xrt:i:;.udlh!u":irilr!:d^^^ 

i.ouo an ordot cuBpolling production o£ such records for inspection or 
copying. 


EFFECTIVE: 06/10/88 


♦3-1.4 


Section 1174 - Labeling and Marking of Sliipping Packages 


"All gambling devices, and all packages containing “y 
such, when shipped or transported shall be plainly 
or marked so that the name and address of the shippe 
consignee, and the nature of the article or the contents of the 
package may be readily ascertained on an inspection of the outside of 

the article or package." 
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EFFECTIVE: 01/31/78 


143-1.5 Section 1175 - Specific Jurisdiction in which^ 

Manufacturing, Selling, Repairing, etc.. Prohibited 

"It shall be unlawful to manufacture, recondition, repair, 
sell, transport, possess, or use any gambling device in the District 
of Columbia, in any Possession of the United States, within Indian 
country as defined in Section 1151 of Title 18 (of the USC) or within 
the soecial marit ime_and_terxi_t o^LLaJ^^- j States. 

r__ — — ^ ^ N IT 


as defined in Section 7 of Title 18 (of the USC.) 


EFFECTIVE: 01/31/78 


143-1.6 Section 1176 Penalties 

"Whoever violates any of the provisions of Sections 1172, 
1173, 1174 or 1175 of this Act shall be fined not more than $5,000 or 
imprisoned not more than two years, or both. 


EFFECTIVE: 01/31/78 


143-1.7 Section 1177 - Confiscation of Gambling Devices and Means 

of Transportation; Laws Governing 

"Any gambling device transported, delivered, shipped, 
manufactured, reconditioned, repaired, sold, disposed of, received, 
possessed, or used in violation of the provisions of this Act shall be 
seized and forfeited to the United States. All provisions of law 
relating to the seizure, summary and judicial forfeiture, and 
condemnation of vessels, vehicles, merchandise, and baggage for 
violation of the customs laws; the disposition of such vessels, 
vehicles, merchandise, and baggage or the proceeds from the sale 
thereof; the remission or mitigation of such forfeitures; and the 
compromise of claims and the award of compensation to informers in 
respect of such forfeitures shall apply to seizures and forfeitures 
incurred, or alleged to have been incurred, under the provisions of 
this Act, insofar as applicable and not inconsistent with the 
provisions hereof: Provided, That such duties as are imposed upon the 

collector of customs or any other person with respect to the seizure 
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and forfeiture of vessels, vehicles, merchandise, and baggage under 
the customs laws be performed with respect to seizures and forfeitures 
of gambling devices under this Act by such officers, agents, or other 
persons as may be authorized or designated for that purpose by the 
Attorney General." 


EFFECTIVE: 01/31/78 


143-1.8 Section 1178 Separability of Provisions 


"If any provision of this Act or the application thereof 
to any person or circumstance is held invalid, such invalidity shall 
not affect other provisions or applications of the Act which can be 
given effect without the invalid provision or application, and to this 
end the provisions of this Act are declared to be severable. 


EFFECTIVE: 01/31/78 


143-1.9 Section 1179 Exceptions 

"None of the provisions of this Act shall be construed to 

apply— 

"(1) to any machine or mechanical device designed and 
manufactured primarily for use at a racetrack in connection with 
par imutue 1 betting: 

"(2) to any machine or mechanical device, such as a 
coin-operated bowling alley, shuf f leboard, marble machine (a so-called 
pinball machine), or mechanical gun, which is not designed and 
manufactured primarily for use in connection with gambling, and (A) 
which when operated does not deliver, as a result of the application 
of an element of chance, any money or property, or (B) by the 
operation of which a person may not become entitled to receive, as the 
result of the application of an element of chance, any money or 
property, or 

"(3) to any so-called claw, crane, or digger machine and 
similar devices which are not operated by coin, are actuated by a 
crank, and are designed and manufactured primarily for use at 
carnivals or county or state fairs." 
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EFFECTIVE; 01/31/78 

1^3~1.10 Section 1180 Effective Date 

"The amendments made by this Act shall take effect on the 
sixtieth day after the date of its enactment." (December 17, 1962) 

EFFECTIVE; 01/31/78 


143-2 ELEMENTS 


EFFECTIVE; 01/31/78 



143-2.1 Section 1172 

(1) A gambling device covered by the Act, subassembly, or 
essential part thereof is transported into any state. District of 
Columbia, or possession of the U.S. 


(2) The state has not exempted itself from provisions of 
this act and this section does not apply to any gambling device 
transported to any licensed gambling establishments where betting is 
legal under applicable state law, or 


(3) The state in which the gambling device is transported 
in interstate or foreign commerce has specifically enumerated as 
lawful by state statute the gambling device so transported. 


EFFECTIVE; 01/31/78 
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143-2.2 Section 1173 

(1) Failure of manufacturer to register with the Attorney 

General « 

(2) Failure during any calendar year of any person 
engaged in business of repairing, reconditioning, buying, selling, 
leasing, or using gambling devices to register with the Attorney 
General if he sells, ships, delivers, buys, or receives such device 
knowing it will be introduced into interstate or foreign commerce. 

(3) Fai lur e of person re q uired to re giste r to set f cjr t h - ^ 


business . 


(a) His name and each trade name under which he does 



(b) Address of each place of business in any state. 

(c) The address of where he will keep all records 
required to be kept by Section 1173. 

(d) Each activity he intends to engage in during the 

calendar year. 


(4) Failure of manufacturer to number seriatim each 
gambling device so manufactured and permanently affix on each device 
such number, his name, trade name if different, and date of 
manufacture. 

I 

(5) Failure of any person engaged in business of 
repairing, reconditioning, buying, selling, leasing, or using any 
gambling device to number seriatim each gambling device and 
permanently affix on each device such number, his name, trade name if 
different, and date of manufacture. 

(6) Failure of every person required to register to 
maintain record by calendar month of - 


acquired. 


(a) Each gambling device manufactured, purchased, or 


(b) Each gambling device owned, possessed, or 
I in|his/her| custody. 



(c) Each gambling device sold, delivered, or shipped 
in intrastate, interstate, or foreign commerce. 
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(7) Failure to maintain records required to be maintained 
at the required location for a period of five years. 

(8) Unlawful for person required to be registered to 
sell, deliver, or ship in intrastate^ interstate, or foreign commerce, 
or have in custody any gambling device which is not marked and 
numbered as required or to remove, obliterate, or alter any mark or 
number on any gambling device required to be placed thereon. 

(9) Unlawful to make or cause to be made any false entry 
in any record required to_ be kept under _this Section. 


EFFECTIVE; 06/18/87 


143-2.3 Section 1174 

(1) To ship or transport any gambling device. 

(2) The gambling device or package containing the device 
is not clearly labeled or marked showing the name and address of the 
shipper and consignee and nature of the article or the contents of the 
package from an inspection of the outside of the package. 


EFFECTIVE: 06/18/87 


143-2.4 Section 1175 

(1) To manufacture, recondition, repair, sell, transport, 

possess, or use any gambling device. 

(2) In the District of Columbia, in any possession of the 

U.S., within Indian country, or within the special maritime and 
territorial jurisdiction of the U.S. 


EFFECTIVE: 06/18/87 
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143“2,5 Section 1177 

(1) A gambling device may be seized if this device is 
trans- ported, delivered, shipped, manufactured, reconditioned, 
repaired, sold, disposed of, received, possessed, or used in violation 
of the statute* 

(2) The seized gambling device shall be forfeited to the 

U.S* 

I (3) The FBI has been delegated authority to institute 

civil administrative forfeiture proceedings pursuant to Section 1177* 

The Forfeiture and Abandoned Property manual contains the step-by-step 
procedure to be followed for seizures and civil forfeiture proceedings 
(judicial and administrative) conducted in conjunction with this 
violation, | 


EFFECTIVE: 06/18/87 
143-3 ' EXCEPTIONS 

Section 1179 sets forth exceptions concerning certain 
machines or mechanical devices which are exempted from provisions of 
this Act. 


EFFECTIVE: 06/18/87 


143-4 INSPECTION OF RECORDS 

Section 1173 authorizes that Agents of the FBI shall at 
all reasonable times have access to and the right to copy any of the 
records kept by a person required to register. In case of refusal of 
any person so registered to allow inspection in copying such records, 
the U.S* district court for the district in which such place is 
located shall have jurisdiction to issue an order compelling 
production of such records for inspection or copying. 

EFFECTIVE: 10/16/90 
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143-5 POLICY 

(1) Section 1177 of the statute provides that gambling 
devices transported, delivered, shipped, manufactured, reconditioned, 
repaired, sold, disposed of, received, possessed, or used in violation 
of the provisions of the Act shall be seized and forfeited to the U.S. 
This wording of the statute makes it mandatory that these gambling 
devices be seized; however, as a matter of policy the facts of each 
case should be discussed with the USA for his/her opinion and 
authorization for the seizure of the gambling devices* 

(2) Deleted 



(3) Gambling devices on board foreign vessels entering 
U.S* ports constitute a violation of Title 18, USC, Section 1172. The 
Department has requested that any violation developed on the part of 
foreign ships be presented to it for an opinion as to prosecution 
prior to the seizing of any gambling devices* Any violations 
developed in this regard should be immediately referred to FBIHQ for 
presentation to the Department for a decision. 

(4) Leads to check the records of the Attorney General to 
determine if a person required to be registered is so registered in 
accordance with the provisions of Public Law 87-840 should be set out 
for the WashingtonjMetropolitan jrield Office* 


(5) When investigations indicate a possible violation of 
Section 1173 (registration section) , the facts should be presented to 
the USA as early as possible to determine if the activity of the 
individual or company involved would fall within the purview of the 
registration section of the statute* 


(6) Gambling wheels (a device sometimes known as a wheel 
of fortune), commonly utilized at fairs and carnivals, are designed 
primarily for use in connection with gambling. The interstate 
transportation of such devices would be in violation of Title 15, USC, 
Sections 1171-1180. When complaints are received concerning gambling 
wheels, develop the facts and promptly contact the USA for his/her 
prosecutive opinion. 



(7) Any information developed concerning the existence of 
gambling devices which are not in violation of the interstate 
transportation of gambling devices statute but whose existence may 
constitute a violation of state law should be referred to responsible 
local authorities having jurisdiction. 
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(8) The interstate transportation of gambling devices 
statute (Public Law 906, 81st Congress), when mentioned in responding 
to press inquiries or in making press releases, should be described as 
the Johnson-Preston Act. 


EFFECTIVE: 10/16/90 


143-6 INVESTIGATIVE PROCEDURE 


(1), The development and utilization of adequ^e 



(2) The appearance of gambling devices in an area or any 
noticeable increase in the prevalence of these machines should be made 
the subject of an immediate investigation to determine if a violation 
of the act has occurred in connection with these devices. 



(4) Title 15, use. Section 1172, specifies that it shall 
not be unlawful under this section to transport in interstate or 
foreign commerce any gambling device into any state in which the 
transported gambling device is specifically enumerated as lawful in a 
statute of that state. Each office must be fully aware of state 
statutes applicable to gambling as they relate to definitions of 
gambling devices which are lawful under the state law. The office 
having within its territory the state capital is responsible for 
following this matter and in those instances in which a state is 
covered by more than one field office coordinating the results with 
other offices having Jurisdiction within the state. FBIHQ should also 
be advised of any changes in state statutes which would make specific 
gambling devices lawful under state statutes. 


EFFECTIVE: 10/18/88 
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143-7 VENUE 

(1) The Department has advised that venue for failure to 
register would in all probability be in the District of Columbia. 

When omission to act constitutes a crime, the venue is the 
jurisdictional locality where the act should have been performed. 

(2) Where the offense consists of the failure to file a 
document, it is committed in the place where the document should have 
been filed, and not elsewhere. 

(3 ) The Departme nt has furth e r ad vised concerning venue 

that the failure to register may be prosecuted in any district in 
which the person required to be registered committed any act in 
violation of the statute, such as transported, delivered, shipped, 
manufactured, reconditioned, repaired, sold, disposed of, received, 
possessed, bought, leased, or used. Prosecution may be entertained 
for transporting gambling devices in any district from which the 
devices were transported, through which they were transported, or into 
which they were transported in violation of the statute. 


EFFECTIVE: 10/18/88 

143-8 [reporting PROCEDURES 

(1) In 143A cases involving LCN members and/or 
associates, or 143B cases involving other organized crime groups 
(i.e., Asian organized crime, Sicilian Mafia, etc.), submit an airtel 
to FBIHQ within 60 days of opening the case. This communication 
should include facts predicating the case and sufficient 
identification data on the subject (s) for indexing purposes. 

(2) A progress letter should be submitted every 180 days 
restating the predication and summary of the investigation. 

(3) The results and/or summary of investigation should be 
reported by airtel. 

(4) In 143C cases, no reporting to FBIHQ is required.] 
EFFECTIVE: 10/18/88 
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SECTION 144. INTERSTATE TRANSPORTATION OF LOTTERY TICKETS 


144-1 STATUTE 

Title 18, use, Section 1301 


EFFECTIVE: 01/31/78 


144-1.1 Section 1301. Importing or Transporting Lottery 

Tickets 

"Whoever brings into the United States for the purpose of 
disposing of the same, or knowingly deposits with any express company 
or other common carrier for carriage, or carries in interstate or 
foreign commerce any paper, certificate, or instrument purporting to 
be or to represent a ticket, chance, share, or interest in or 
dependent upon the event of a lottery, gift enterprise, or similar 
scheme, offering prizes dependent in whole or in part upon lot or 
chance, or any advertisement of, or list of the prizes drawn or 
awarded by means of, any such lottery, gift enterprise, or similar 
scheme; or knowingly takes or receives any such paper, certificate, 
instrument, advertisement, or list so brought, deposited, or 
transported, shall be fined not more than $1,000 or imprisoned not 
more than two years, or both." 

Note: Punishment provision was rewritten to eliminate 

reference to punishment under the former section for a second offense. 


EFFECTIVE: 01/31/78 
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144-2 VIOLATIONS 

(1) Bringing into or causing to be brought into the U.S. 
any lottery ticket, advertisement of, or list of prizes drawn or 
awarded by means of such lottery* 

(2) Knowingly depositing or causing to be deposited with 
any express company or other common carrier any such lottery ticket/ 
advertisement, or list of prizes for carriage in interstate or foreign 
commerce. 


(3) Carrying any such lotter y ti cket, advertisement, or 


list of prizes in interstate or foreign commerce." 


(4) Knowingly taking or receiving or causing to be taken 
or received any lottery ticket, advertisement, or list of prizes which 
have been so brought, deposited, or transported as outlined above. 


The word "carries" contained in (Title 18, USC, Section 
1301) in effect makes the interstate or foreign transportation of 
lottery tickets by any means whatsoever a criminal violation. The 
terms "interstate commerce" and "foreign commerce" are defined in 
Title 18, USC, Section 10. 


EFFECTIVE: 01/31/78 


144-3 JURISDICTION 

(1) Title 18, USC, Section 1301, is within the 
investigative jurisdiction of the Bureau. Title 18, USC, Section 
1302, is within the investigative jurisdiction of the U.S. Postal 
Service. 


(2) Section 1305 of Title 19, USC, which is included in 
the Tariff Act of 1930, also prohibits the importation of lottery 
tickets into the U.S. Violations of Section 1305 are within the 
jurisdiction of Customs authorities. 

EFFECTIVE: 01/31/78 
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144-4 INVESTIGATIVE PROCEDURE 

(1) Investigations should not be restricted to 
determining the activities of isolated individuals engaged in selling 
lottery tickets as prosecution of small-scale vendors does not disrupt 
the operations of a large lottery organization. Every effort should 
be expended to ascertain the identities of the promoters, printers, 
and main distributors who comprise the lottery ’’ring.” In this 
connection, the possibility of obtaining prosecution on conspiracy 
charges should always be kept in mind, 

(2) It is particularly important to determine the 
location of the lottery headquarters and the method and extent of 
distribution of the lottery tickets. It is essential that proof of 
interstate or foreign transportation be secured. 
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FEDERAL BUREAU OF INVESTIGATION 
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DELETED PAGE INFORMATION SHEET 

j Page(s) withheld entirely at this location in the file. One or more of the following statements, where indicated, 

explain this deletion. 

□ Deletions were marfR pursuant to the exemptions indicated below with no segregable material available for 


release to you. 




Section 552 



Section 552a 

□ (b)(1) 

□ (b)(7)(A) 


O (d)(5) 


□ (b)(7)(B) 


□ (j)(2) 

□ (b)(3) 

□ (b)(7)(C) 


□ (k)(l) 


_ □ (b)(7)(D) 


□ (k)(2) 


_ • BT(^)(E) 

— 

□ (k)(3) " 


_ □ (b)(7)(F) 


□ (k)(4) 

□ (b)(4) 

□ (bK8) 


□ (k)(5) 

O (b)(5) 

,. □ (b)(9) 


□ (k)(6) 


□ (b)(6) ° 

□ Information pertained only to a third party with no reference to the subject of your request or the subject of your 
request is listed in the title only. 

□ Documents originated with another Government agency(ies). These documents were referred to that agency(ies) 
for review and direct response to you. 

Pages contain information furnished by another Government agency(ies). You will be advised by the FBI as 
to the releasability of this information following our consultation with the other agency(ies). 

Page(s) withheld itiasmnrh as a final release determination has not been made. You will be advised as to the 
disposition at a later date. 

Pages were not considered for release as they are duplicative of 

Page(s) withheld for the following reason(s): 


□ The following number is to be used for reference regarding these pages; 



xxxxxxxxxxxxxxxx 

X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXX 


XXXXXX 

XXXXXX 

XXXXXX 
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EFFECTIVE; 10/18/88 



144-5 PULL BOARDS, TIP BOARDS, AND PUNCHBOARDS 

(1) Numerous investigations conducted in the field have 
focused attention upon the problem of whether so-called pull boards, 
tip boards, punchboards, jackpot pools, baseball, football, bowling, 
and other types of chance boards which are capable of being used in a 
lottery come within the scope of the Federal lottery statute. Title 
18, use, S ection 1301 . 


(2) The Department has furnished an opinion regarding 
I such cases in which it is stated that manufacturers , | salespeople, ) or 
users of such devices cannot be prosecuted for operating a lottery in 
violation of Section 1301. This ruling is predicated on two legal 
requirements stipulating; 

(a) That at the time of transportation of such 
devices there must be actually in existence an active lottery. It is 
not sufficient that the device is capable of being used in a lottery 
or may, in fact, be so used after it moves in interstate commerce. 

The tickets do not become a part of, or represent, shares in a lottery 
until the individual pool-hall or beer-parlor operator, to whom such 
tickets are sold or delivered after interstate transportation, 

I establishes jhis/herl own lottery. 

(b) The lottery devices do not in and of themselves 
purport to be or represent a ticket, chance, or share in a lottery. 
They can, like dice or playing cards, be used for gambling or other 
illegal purposes, but they may never be used at all or they could 
possibly be used innocently. 


EFFECTIVE: 10/18/88 


144-6 VENUE 

In the judicial district from which the tickets are 
transported or any judicial district through or into which they are 
carried (Title 18, USC, Section 3237). 



Sensitive 
PRINTED: 02/18/98 


PAGE 144 - 


Hanual of Investigative Operations and Guidelines 
Part I 


EFFECTIVE: 10/18/88 

I 144-7 I REPORTING PROCEDURES 

(1) In 144A cases involving LCN members and/or associates 
or 144B cases involving other organized crime groups (i.e., Asian 
organized crime, Sicilian Mafia, etc.), submit an airtel to FBIHQ 
within 60 days of opening the case. This communication should 
include facts predicating the case and sufficient identification data 
on the subiect(s) f or indexing purposes^. 

I (2) A progress letter should be submitted every 180 days 

I restating the predication and a summary of the investigation. 

(3) The results and/or summary of investigation should be 
reported by airtel. 

I (4) In 144C cases, no reporting to FBIHQ is required. | 


EFFECTIVE: 10/18/88 

I 1 144-8 1 CHARACTER - INTERSTATE TRANSPORTATION OF LOTTERY 
TICKETS 


EFFECTIVE: 10/18/88 
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SECTION 145 INTERSTATE TRANSPORTATION OF OBSCENE MATTER; 

SEXUAL EXPLOITATION OF CHILDREN; BROADCASTING 
OBSCENE LANGUAGE 


145-1 


STATUTE 


Title 18, use. Sections 1462, 1464, 1465,11466, 1467, 
1468, 1469,1 2251, 2252, 2253,|2254, 2256, and 2257.1 


EFFECTIVE: 07/26/89 


145-1.1 Section 1462. Importation or Transportation of Obscene 

Matters 

"Whoever brings into the United States, or any place 
subiect to the jurisdiction thereof or knowingly uses any, express 
company or otheJ common carrier, for carriage in interstate or forexgn 

commerce — 

"(a) any obscene, lewd, lascivious, or filthy book, 
pamphlet, picture, motion-picture film, paper, letter, writing, print, 
or other matter of indecent character; or 

"(b) any obscene, lewd, lascivious, or filthy phonograph 
recording, electrical transcription, or other article or thing capa e 
of producing sound; or 

"(c) any drug, medicine, article, or thing designed, 
adapted, or intended for producing abortion, or for any 
immoral use; or any written or printed card, letter, ’ 

pamphlet, advertisement, or notice of any kind giving information, 
dirLtly or indirectly, where, how, or of whom, or by ^ 

of such mentioned articles, matters, or things may be obtained or 

made ; or 

"Whoever knowingly takes from such express company or 
common carrier any matter or thing the carriage of which is herein 
made unlawful — 

"Shall be fined not more than $5,000 or imprisoned not 
more than five years, or both, for the first such offense and shall be 
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fined not more than $10,000 or imprisoned not more than ten years, or 
both, for each such offense thereafter. 

EFFECTIVE: 07/26/89 


145-1.1.1 Elements 

(1) Bringing or causing to be brought into the United 
States or any place subject to the jurisdiction thereof any obscene 

matter 

(2) Knowingly using any express company or other common 
carrier for carriage of obscene matter in interstate or foreign 
commerce 

(3) Knowingly taking or causing to be taken from an 
express company or other common carrier any matter or thing, the 
carriage of which is made unlawful by the act 

In order to establish a violation of this section, it be shown 

that an express company or other common carrier was ^ 

interstate transportation of obscene material. The interst 
transportation of such material by privately owned motor truck or y 
automobile does not come within the purview of this se i 


EFFECTIVE: 07/26/89 

145-1.2 Section 1464. Broadiasting Obscene Language 

"Whoever utters any obscene, indecent, or 
by means of radio communication shall be 
or imprisoned not more than two years, or both. 


EFFECTIVE: 07/26/89 


Sensitive 
PRINTED: 02/18/98 


Sensitive 


Manual of Investigative Operations and Guidelines _ 

Part I 

1A5-1.2.1 Elements 

(1) Whoever utters language 

(2) That is obscene, indecent or profane 

(3) By means of radio communication 


EFFECTIVE: 07/26/89 


1A5-1.3 


■introS"r«65:' Transportation "of Obsconi Matters for Sale 
or Distribution 


"Whoever knowingly transports in interstate or foreign 
connerce for the ‘ 

interstate or foreign conmerce.l^y obseene. 'p,i„t, 

-:ifo-Tan»7-/eor:/^ 

not more than $5,000 or imprisoned not more than y 

"The transportation as aforesaid of two or more copies of 
any pnblicatiln or tno « .ore anh 

described “ presunption that such publications or 

rrHcir.’arrlnt^red for'sale or distribution, but such pre.u.ption 
shall be rebuttable. 


EFFECTIVE: 07/26/89 
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145-1.3.1 Elements 


(1) Whoever knowingly transports in interstate or foreign 
commerce I or knowingly travels in interstate commerce of uses a 
facility or means of interstate commerce for the purpose of 
transport ing I any obscene matter 


(2) Two or more copies of obscene publication or two or 
more of any article of obscene character or a combined total of five 
publications and articles create presumption obscene items are for 
sale or distribution, such presumption rebuttable 


— “(3) I The use of a "facility or means" of commerce 

includes interstate highway systems, federally financed highways, an 
interstate railroads. Interstate commerce now can take place using 
motor vehicles, boats and airplanes and 


(4) It would not be necessary to demonstrate that obscene 
material actually traveled interstate but only that a "facility or 
means" of interstate commerce or foreign sale was used| 


EFFECTIVE: 07/26/89 


145-1.4 


ISection 1466. Engaging in the Business of Selling or 
Transferring Obscene Matter 


"(a) Whoever is engaged in the business of selling 
transferring obscene matter, who knowingly receives or possesses wit 
intent to distribute any obscene book, magazine, picture, pap , > 

iideotape. or phonograph or other audio recording, which has been 
shipped or transported in interstate or foreign 

punished by imprisonment for not more than five years or by a fine 
under this title, or both. 

"(b) As used in this subsection, the term 'engaged in the 
business' means that the person who sells or transfers ^o 

sell or transfer obscene matter devotes time, attention, or l®hor to 
such activities, as a regular course of trade 

objective of earning a profit, although it is not necessary that the 
person make a profit or that the selling or transferring or. 
to sell or transfer such material be the person s sole or principal 
business or source of income. The offering for sale o or ° 
transfer, at one time, two or more copies of 
'or two or more of any obscene article, or a combined total of five or 
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more such publication and 

presumption that the person so offering them eng g 

business' as defined in subsection tb; . 


EFFECTIVE; 07/26/89 


1A5-1.A.1 Elements 

(1) Prohibits the receipt or possession with intent to 


sell obsceryj__ma^^rj 


(O') The obscene matters has been shipped or transported 
^rreferco...rce .y any na.na by , pa«.n so on^ss.d 

in the business. 


EFFECTIVE; 07/26/89 


145-1.5 Section 1467. Criminal Forfeiture 

• " tons'' !:vo5»inl‘:bsUn'o°«ltiru! ' unirjh™ 

r.p;:r'Sru‘ttst:irt“o"hrSnited Stotos soon posson^ intosost sn - 

"(1) any obscene material produced, transported, 
mailed, shipped, or received in violation of this chapter*, 

"(2) any property, real or personal, constituting or 
traceable to gross profits or other proceeds obtained from such 
offense; and 

"(3) any property, real or personal, used or 
^ rnmmit or to promote the commission of such 
intended to be used to H'«cretion so determines, taking into 

offense, if the court in its tionality of the use of the 

consideration the nature, scope, and proportionality 

property in the offense. 

Third party transfers. All right, title 
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to the united StaU. unlee. the “ 

hearing pursuant to subsection ^ the time of purchase 

“r /e-n; 5!Jh::i“:a^:.‘uVeire:r?h:rthe ut 0 Ua.t, .uh.eet 
to forfeiture under this section. 

(1) See the Federal Criminal Code and Rules, Title 18, 

• iAfi7 Fnr further information concerning protection 

oedUet'wr^ant oi on 

tire"tnj“on:',::Hnlc?;ort.°«t^e eedeee. dupoeuione.jh^td paety 

interests, andjsubsUtut^^^^ — 

«) ?r.'re'p:tt“irdrvL!'.n" t”Fttf:iturrM;i^et 

case Agent should contact ^hL help can be obtained from the 

tluitrand Se5U"roJ;/t;'SnU .-J/opetty Ptoc„ee.ent and 

1 Management Section, |FinancelDivision. 


EFFECTIVE: 03/07/94 



145-1.6 


Section 1468. Distributing Obscene Material by Cable or 
Subscription Television 


"(a) Whoever knowingly utters any obscene language or 
distributes any obscene ®®^gJall be^’punished by imprisonment 

f^roi^re rn^r;e:;s^:iTninf!n accordance with this title, 
or both* 

*'(b) As used in this section, the term 'distribute’ means 

to send, transmit, ^transmit, telecast broadcast onrovide 

including by wire, microwave, or satellite, P 

material for such distribution. 

-(c) Nothing in this chapter or t^®J®J'ta^rirr'enred 

Policy Act of 1984, p^w^r^of the States, including 

to interfere with or ^ reeulate the uttering of language 

political subdivisions thereof, ® . . ,-j^g Constitution or the 

?hat i. ohecene c«e t othe^Ue unprotected hy the 

cu.. t.u,uun .. 
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PAGE 145 - 


EFFECTIVE: 07/26/89 


I 145-1.7 Section 1469. Presumptions 

"(a) In any prosecution under this chapter in which an 
of th. .tEens. i. that th. mtt.r in Ih'ttion was transport. , 
shiooed. or carried in interstate commerce, proof, by either 

circumstantial or jlire_cl_evidence ,_th^u^^^^ 

“maiTul«tured T^Tone State and is subsequently located in another State 
shall raise a rebuttable presumption that such matter was transported, 
shipped, or carried in interstate commerce. 

”(b) In any prosecution under this chapter in which an 
oUa..nt of th. oEEons. is that th. natt.r in qu.stion was transported, 
shiooed. or carried in foreign commerce, proof, by eicner 
ci^umsUntial or direct evidence, that such matter was produced or 
manufactured outside of the United States and is 

in the United States shall raise a rebuttable presumption that sue 
iatur ias transported, shipped, or carried in fore.qn cos»erc. | 


EFFECTIVE: 07/26/89 



I 1145-1, 8| Section 2251. Sexual Exploitation of Children 

' .ntices. or 

' :r rarT:^tu«n-:::e»ion oe 

:rarirt4;nrt^:i^dc^Eo‘1h:^^^nt^ 

depictiL of such conduct, shall be punished as provided under 
I K t- ■ nn if such I oersonl knows or has reason to know that sue 

' ;:piS;n wiu Srtrlnsiorted in interstate or 

or mailed, or if such visual depiction has actually been ran p 
in interstate or foreign commerce or mailed. 

1 "(b) Any parent, legal guardian, or 1 person | having custody 

or control of a minor who knowingly permits such minor 
I or to assist any otherlperson to engage in. sexually explicit co 
^ ?or th^purpose of producing any visual depiction of such conduct 
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shall be punished as provided under subsection (d) of this section, if 
such parent, legal guardian, or 1 person [knows or has reason to know 
that such visual depiction will be transported in interstate or 
foreign commerce or mailed or if such visual depiction has actually 
been transported in interstate or foreign commerce or mailed. 

‘ "(c)(1) Any person who, in a circumstance described in 

paragraph (2), knowingly makes, prints, or publishes, or causes to be 
made, printed, or published, any notice or advertisement seeking or 

offering receive, exchange, buy, produce, display, 

distribute, or reproduce, any visual depic^ if 

%uch visuVl dep^^ involves the use of a minor engaging in sexually 

explicit conduct and such visual depiction is of such conduct; 

**(B) participation in any act of sexually explicit 

conduct by or with any minor for the purpose of producing a visual 
depiction of such conduct; shall be punished as provided under 

subsection (d) • . , /..n . 

’*(2) The circumstance referred to in paragraph is 

»(A) such person knows or has reason to know that 
such notice or advertisement will be transported in interstate or 
foreign commercelby any means including by computer! or mailed, or 

” (B) such notice or advertisement is 
transported in interstate or foreign commerce] by any means including 
by computer or mailed] 

"(d) Any individual who violates this section shall be 
fined not more than $100,000, or imprisoned not more than 10 years, or 
both, but, if such individual has a prior conviction under this 
section, such individual shall be fined not more than $200,000. or 
imprisoned not less than] five [years nor more than 15 years, or both. 

"Any organization which violates this Section shall be 
fined not more than $250,000. 


EFFECTIVE; 07/26/89 
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1 145-1.8.11 Elements 

(1) Any|person|or organization who employs, uses, 

any ninor - th"a? .in^r 

^ns^rira^y :e:uarir«ritcit’a«ndact ton tho puryoso of proPucin* 
any visual depiction of such conduct. 

Anv oarent, legal guardian, | person, 1 or organization 

i1S#S!fSK 

such conduct. 

(3) Any person, who makes, prints, or publishes, o 
causes to be »ad. pnint.d. or published any notice or 

:“k!n» or ottering to -ceio., exchange buy, produce d.sp 

^“^"uo^'ot'Juu^rdrpi^tlorirlraid involves the use ot a .inor 
engaging in sexually explicit conduct. 

T4^ Knows or has reason to know that such visual 
depiction or notice ®J^*^^^^®^;®^^reigrcLmeic^ 

I t:“uSirgTo»PuuHor;ailed. »r hnouiug.y^repr.duces any^vrsual 

I n?tu-o™e":rby "ylranrintudihg by couputer|or through the 
mails. 


EFFECTIVE: 07/26/89 


145-1.9 1 Section 2251A. Selling or Buying of Children 

Anv oarent, legal guardian, or other person having 

custody of such minor either 

"(1) with knowledge that, as a consequence of the 
«le or transfer, the minor will be portrayed in a visual depiction 
engaging in. or assisting another person to engage in sexua y 
explicit conducts 
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"(2) with intent to promote either 


"(A) the engaging in of sexually explicit 
conduct by such minor for the purpose of producing any visual 
depiction of such conduct; or 

"(B) the rendering of assistance by the minor 
to any other person to engage in sexually explicit conduct for the 
purpose of producing any visual depiction of such conduct, 

shal 1 be pu nished b y imprlsonment^o r not ^ — 

life and by" a fine under this title, if any of the circumstances 
described in subsection (c) of this section exist. 

"(b) Whoever purchases or otherwise obtains custody or 
control of a minor, or offers to purchase or otherwise obtain custody 
or control of a minor either 

"(1) with knowledge that, as a consequence of the 
purchase or obtaining of custody, the minor will be portrayed in a 
Sisuatdepiction engaging in, or assisting another person to engage in 

i sexual explicit conduct; or 

I "(2) with intent to promote either 

"(A) the engaging in of sexually explicit 
conduct by such minor for the purpose of producing any visual 
depiction of such conduct; or 

"(B) the rendering of assistance by the minor 
to any other person to ensoge in serually aapUcit conduct for the 
purpose of producing any visual depiction of such conduct. 

shall be punished by iaprisonnent for not less than 20 years or for 
ul. and by a fine under this title, if any of the circuastances 
described in subsection (c) of this section exist. 

I "(c) The circumstances referred to in subsections (a) and 

I (b) are that 

"(1) in the course of the conduct described in such 
subsections, the minor or the actor traveled in or was transported in 
interstate or foreign commerce; 

I "(2) any offer described in such subsections was 
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c,™„„ic.ted or tronoportod in int.r.tdt. or for.ign Comoro, by .ny 
means including by computer or mail, or 

"(3) tho conduct described in such subsootion, 

piece in eny territory or possession of the m e 


EFFECTIVE: 07/26/89 


145-1.9.1 Elements 

^ciri^hibuTTh^e'srr.srTur^^^^^ 

having "custody or control" of a ninor who sells or othe 
ulnslers custody or control of such ».nor 

(a) with knowledge that the minor will be used in 
the production of child pornography or 

(b) "with intent to promote" the minor’s sexually 
explicit conduct in order to produce a visual depiction 

conduct* 

m This section would also punish the person who 
(2) This seccio „inor with such 

"purchases or otherwise obtains c y 

knowledge or intent. 

'ff«!°:in“°«r‘on‘":;uU"h:^ 't'akesSlace in a O.S. territory or 
possession* 

(4) "Custody or control" includes temporary supervision 

^ -hlitv for a minor, whether legally or illega y 
rbraired”‘?S”rwoi;d^rcIu:e parses such as teachers and day care 
center employees, as well as a kidnaper.) 


EFFECTIVE: 07/26/89 



Sensitive 
PRINTED: 02/18/98 


Sensitive 


Manual o£ Investigative Operations and Guidelines 

Part I 


PAGE 1A5 - 12 


97*»i Certain Activities Relating to Material 

SeruIrExpUitation ef Hinor. 

-.pa 


involves the use of 
conduct > 1 ^54- 


..(A) th. producins of such ^tndicU and 

a minor engaging m sexually 

-(B) such visual depiction is of sucn 


" (2) -knVwTnVly'Ve^^^^^ 

visual dapiction that has „ which contains 

transported in interstate o !; shipped or transported, by any 

materials which have been jy Reproduces any visual 

means including by eHnl inU^Ute or foreign commerce by any 

depiction for distribution in interst 

means including by compu^^ expUcif c^ndict ; and 

involves the use of a r(R)%RRrviRual”depiction is of such conduct; 

h* (3) either •“ *•.:«.« and territorial 

' ..(*) i„ the ”“;';ror1uUding owned 

jurisdiction of th. United States, or V 

iy. leased to. or «th.r».s. used by o ^ j,„d 

=°^'™ron fisi of :hU t!ne: knowingly sells or poss th 

■i"nt”t to sell any visual^deprct^n, ^.11. or possess.s^with^intent to 

sell any visual depiction -at has been^asled.^^ 
pp any ueans. including ^^'c7?he producing^of such^W 

involves the use of a .inor ^engagi ^g g.pistion is of such 

conduct, either ' _ maritime and territorial 

-(A) in the specia building owned 

jurisdiction of the United under the control of the 

cRCeinren? o^’the United States^ or in the^ ^ 

iVaH'tr ‘fill:: ?.^el or other natter wh.ch 
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contain any visual or .or. 

books, nagaaines, b.en'iaiUii, or has been 

which contain any visual depiction that has b. „„ 

-- " 

transported, by any .cans v"!,%£pr during ol's.^^ 
involves the us. oE a »>»»:; depiction 

is of such conduct; shall be punished as provided in 

this section. — ' 


..(b) (l) Whoever lupriUr.d'notlore 

subsection (a) shall be fined ^ ^ prior conviction 

than ten years, or both, ® ^ fined under this title and 

“:rrLrntd rofro^l- tCn five years nor «ore than fifteen years. 

"(2) Whoever violates paragraph f ive 

.Hall be fined undfr^this title or imprisoned for not more than five 

years, or both. | 


EFFECTIVE: 12/10/91 


145-1.10.1 Elements 

1(1)1 Any person who knowingly transports, ^hips. 

.-W -I or knowingly reproduces any visual depiction 

receives, distributes. foreign commerce by any means, 

f:clui!^^by'ro:;urer^r maiU of ^Lor' 

:n^a^i".^n^:x^aur:^^ conduct, and such visual depiction is of 

such conduct. 

- . Act of 1990 known as 

1(2) Title III of the Enhancement Act of 

the "Child Protection Restoration an pornography a Federal 

1990" effectively made ^t^*^allow prosecution when an 

offense. Section 2252 was items which were produced 

‘ knowingly possesses three or more 

vMch traveled in inter.tate ceemerce.^ 


(a) 


interstate commerce. 


The pornography does not have to travel m 
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(b) The material used to produce the pornography has 
an interstate character. This can be proven by showing the 
photographic paper, video tape material, camera utilized or any other 
item was manufactured outside the state. Alternatively, a showing 
that no such material is manufactured in the state is sufficien 

show an interstate nexus. 

(c) Three or more items of child pornography means 
three or more photographs, three or more videos, three or more 
computer disks, etc., or any combination of three.) 


EFFECTIVE; 12/10/91 


145-1.11 Section 2253. Criminal Forfeiture 

”(a) Property subject to criminal forfeiture. A person 
who is convicted of an offense under this chapter involving a visual 
depiitirdeLribed in sections 2251. 225U, or 2252 of h.s chapter 
shall forfeit to the United States such person s interest in 

*'(1) any visual depiction described in sections 
2251 2251A, or 2252 of this chapter, or any book, magazine, 

periodical, film, videotape, or other matter which contains any such 
visual depiction, which was produced, transported, mailed, shipped or 
received in violation of this chapter, 

"(2) any property, real or personal, constituting or 
traceable to gross profits or other proceeds obtained from such 
offense; and 

"(3) any property, real or personal, used or 
intended to be used to commit or to promote the commission of such 
offense* ** 

(1) See the Federal Criminal Code and Rules, Title 18, 
use Section 2253, for further information concerning protective 
orders, warrant of seizure, order of forfeiture, execution, 
disposition of property, authority of Attorney General, bar on 
intervention, jurisdiction to enter orders, depositions, third party 
interests and substitute assets. 

(2) Prior to proceeding with any criminal forfeiture, the 
case Agent should contact the respective division’s Forfeiture Analyst 
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for assistance. If needed, further help can be obtained 
F°rftrtur. and Saidad Praparty Unit, Praparty Proauranant 

Management Section, 1 Finance |Divisxon. 


from the 
and 


EFFECTIVE; 03/07/9A 


1A5-1.12 Section 225A. Civil Forfeiture 

"(a) Property subject to civil forfeiture. The _fol^ 
^paFtTlSalT^Tii^t^. 4pa-iWrV5^-tfi. Unitad Stat.s: 

"(1) any visual depiction described in sections 

Tal;d?ral*-pn»!”i.:ot‘^i! :rrtra; “^Sl^any Viauat 

depiction. ’which was produced, transported, mailed, shippe , or 
received in violation of this chapter. 

"(2) any property, real or personal, used or 
intandad ta ba uaad to con.it or to in 

o„anaa under s%^a Ur.^axr.pt that no property 

snail be nr‘a” nUsion’^aaUbtfsh.d by that 

rra« Lr::Lut:d"or ,.ittad without tn. knowladg. or 
consent of that ovmer* 

"(3) any property, real or personal, constituting or 
traceable t. proas pratits dasciibtd ir.«rions 

2 H 5 '’‘ 225 ?r'or 2«2 or!h!s”J«tar. except that no prop.rty .hall ba 
2251, ZZPiA, or tx ^r^ the extent of the interest of an 

forfaited J“°*"Js’o.ission establi.had by that owner to 

h”r;.an c:»!uad or^nitt.d without the knowladp. or consent of 

that owner. 

” f Seizure pursuant to supplemental rules 

edniralty or naritina clains. :“5i:d'by°thrMUray ° 

the Jhe“^asury, or th, U.S. Postal Service 

;c » in-d^^rtuant to the SuPPjP-f “ S: SnU^ 

Atoir^ty and Maritime Claims by any district 

tt!tes hLing jurisdiction over the property, except that seizure 
States naving jui-x® »■»,,. seizure is pursuant to a 

without such process may be made when the seizure is p 
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of Criminal Procedure. 

-(c) Custody of Federal official. Property taken or 

dr“.“7;t h o“; '.rth: offic 

U.S. Postal Service may 

"(1) place the property under seal, 

"(2) remove the property to a place designated by 
the official or agency; or 

"(3) require that the General Services 

Uco.an„ 

with law. 

r 

"(d) Other laws and proceedings applicable. A 
provisions of the customs laws ^J^^ing to the seizure su^^^^^ and^^^ 

SS II Si~S- :■ -s =■•• 

IncurrX or oHoSed to h»vo b..n incorr.d und.r thrs 

-unr; ird-r^uor. 

•.Hu:“.“s.n b“::L°r p^ron. L .ay be autboriz.d or d..i.nat.d 

?“‘tb, ;ur o by t- ?rr:i:t:bt'?:.t .ucb 

YuluTlri.l £rL ;.Izor.. and torfaitur.s affected by any cn.to.. 
officer* 

"(e) Section. 1606, 1613. 1616. 1617, and 1618 of title 
19 United States Code, shall not apply with respect to any “‘*““1 
it^icrion or any .attar containing a visual depictson subject to 
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forfeiture under subsection (a) (1) of this section. 

"(f) Disposition of forfeited property. Whenever 
property is forfeited under this section the Attorney General shall 
destroy or retain for official use any property described in paragraph 
(1) of subsection (a) and, with respect to property described in 
paragraph (2) or (3) of subsection (a) , may 


’•(1) retain the property for official use or 
transfer the custody or ownership of any forfeited property to a 
Federal, state, or local agency pursuant to section 1616 of title 19 

_ seli^ny forfeited property which is^not 

required to be destroyed by law and which is not harmful to the 
public; or 


"(3) require that the General Services 
Administration take custody of the property and dispose of it in 
accordance with law. The Attorney General, Secretary of the Treasury, 
or the U.S. Postal Service shall ensure the equitable transfer 
pursuant to paragraph (1) of any forfeited property to the appropriate 
State and local law enforcement agency, so as to reflect generally the 
contribution of any such agency participating directly in any of the 
acts which led to the seizure or forfeiture of such property. A 
decision by an official or agency pursuant to paragraph (1) shall not 
be subject to judicial review. With respect to a forfeiture conducted 
by the Attorney General, the Attorney General shall forward to the 
Treasurer of the United States for deposit in accordance with Section 
524(c) of title 28 the proceeds from any sale under paragraph (2) and 
any moneys forfeited under this subchapter. With respect to a 
forfeiture conducted by the Postal Service, the proceeds from any sale 
under paragraph (2) and any moneys forfeited under this subchapter 
shall be deposited in the Postal Service Fund as required by section 
2003(b)(7) of title 39. 


"(g) Title to property, 
in property described in subsection 
the United States upon commission of 
under this section* 


All right, title, and interest 
(a) of this section shall vest in 
the act giving rise to forfeiture 


** (h) Stay of proceedings. The filing of an indictment or 
information alleging a violation of this chapter which is also related 
to a civil forfeiture proceeding under this section shall, upon motion 
of the United States and for good cause shown, stay the civil 
forfeiture proceeding. 
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"(i) Venue. In addition to the venue provided for in 
section 1395 of title 28 or any another provision of law, in the case 
of property of a defendant charged with a violation that is the basis 
for forfeiture of the property under this section, a proceeding for 
forfeiture under this section may be brought in the judicial district 
in which the defendant owning such property is found or in the 
judicial district in which the criminal prosecution is brought. 


EFFECTIVE; 12/10/91 


||1A5-1.13 Section' 2255.' Civil Remedy for Personal Injuries 

"(a) Any minor who is a victim of a violation of section 
2251 or 2252 of this title and who suffers personal injury as a 
result of such violation may sue in any appropriate U.S. District 
Court and shall recover the actual damages such minor sustains and 
the cost of the suit, including a reasonable attorney's fee. Any 
minor as described in the preceding sentence shall be deemed to have 
sustained damages of no less than $50,000 in value. 

"(b) Any action commenced under this section shall be 
barred unless the complaint is filed within six years after the right 
of action first accrues or in the case of a person under a legal 
disability, not later than three years after the disability. | 


EFFECTIVE: 07/26/89 


||1A5-1.1A Section 2256. jOef initions for Chapter 

"For the purposes of this chapter, the term - 

"(1) 'minor' means any person under the age of 18 years; 
"(2) 'sexually explicit conduct' means actual or simulated 


"(a) sexual intercourse, including genital genital, 
oral-genital, anal-genital, or oral-anal, whether between persons of 
the same or opposite sex; 

"(B) bestiality; 

"(C) masturbation; 
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"(D) sadistic or masochistic abuse; or 

"(E) lascivious exhibition of the genitals or pubic 
area of any person; 

"(3) 'producing' means producing, directing, 
manufacturing, issuing, publishing, or advertising, 

"(4) 'organization' means a person other than an 

individual ; 

“ ■ "(5) 'visual depiction' includes undeveloped film and 

videotape; 

I "(6) 'computer' has the meaning given that term in Section 
1030, of Title 18, USC; and 

"(7) 'custody or control' includes temporary supervision 
Qyef Qr respons ib i 1 i ty for a minor whether legally or illegally 
obtained. " | 


EFFECTIVE: 07/26/89 

145-1.15 Section 2257. Record Keeping Requirements 

"(a) Whoever produces any book, magazine, periodical, 
film, videotape, or other matter which 

"(1) contains one or more visual depictions made 
after iNovember 1, 1990|of actual sexually explicit conduct; and 

*' (2) is produced in whole or in part with materials 
which have been mailed or shipped in interstate or foreign commerce, 
or is shipped or transported or is intended for shipment or 
transportation in interstate or foreign commerce shall create and 
maintain individually identifiable records pertaining to every 
performer portrayed in such visual depiction. 

” (tj) Any person to whom subsection (a) applies shall, 
with respect to every performer portrayed in a visual depiction of 
actual sexually explicit conduct - 

"(1) ascertain, by examination of an identification 
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document containing such information, the performer’s name and date of 
birth, and require the performer to provide such other indicia of his 
or her identity as may be prescribed by regulations; 

"(2) ascertain any name, other than the performer s 
present and correct name, ever used by the performer including maiden 
name, alias, nickname, stage, or professional name; and 

’•(3) record in the records required by subsection 

(a) the information required by paragraphs (1) and (2) . . 

subsection and such other identifying information as may be prescribed^ 

by - - — ~ ” “ 

•*(c) Any person to whom subsection (a) applies shall 
maintain the records required by this section 
premises, or at such other place as the Attorney 

Lgulation prescribe, and shall make such records available to the 
Attorney General for inspection at all reasonable times. 

"(d) (1) No information or evidence obtained from records 
reouired to be created or maintained by this section shall, except as 
I Trovlded inlthis section, directly or indirectly, be used.|as evidence 
against any person with respect to any violation of law. 

"(2) Paragraph (1) of this subsection shall not 
preclude the use of such information or evidence in a 

other action for a violation ofjthis section or for a violation ofla y 
[ applicable provision of law with respect to the furnishing of false 

information. 

I "(e) (1) Any person to whom subsection (a) applies shall 

cause to be affixed to every copy of any matter described in 
(1) of subsection (a) of this section, in such manner 

as the Attorney General shall by regulations prescribe, a statement 
dLcribing wheL the records required by this section with respect to 
all performers depicted in that copy of the matter may be located. 

"(2) If the person to whom subsection (a) for this 
section applies is an organization, the statement required by this 
subsection shall include the name, title, and business address of the 
individual employed by such organization responsible for maintaining 
the records required by this section. 

j I "(f) It shall be unlawful - 

I "(1) for any person to whom subsection (a) applies 
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to fail to create or maintain the records as required by subsections 
(a) and (c) or by any regulation promulgated under this section; 

"(2) for any person to whom subsection (a) applies 
knowingly to make any false entry in or knowingly to fail' to make any 
false entry in or knowingly to fail to make an appropriate entry in 
any record required by subsection (b) of this section or any 
regulation promulgated under this section, 

"(3) for any person to whom subsection (a) applies 
knowingly to fail to comply with the provisions of subsection (e) or 

any_regul.atiAn_pr^®ulga pursuan.t_to_ that_ subs ectipn;_ and — __ 

"(4) for any person knowingly to sell or otherwise 
transfer, or offer for sale or transfer, any book, magazine, 
periodical, film, video, or other matter, produce in whole or in part 
with materials which have been mailed or shipped 

foreign commerce or which is intended for shipment in interstate or 
foreign commerce, which - 

"(A) contains one or more visual depictions 
made after the effective date of this subsection of actual sexually 
explicit conduct; and 

"(B) is produced in whole or in part with 
materials which have been mailed or shipped in interstate or foreign 
commerce, or is shipped or transported or is intended for shipment^ 
transportation in interstate or foreign commerce; which 
affixed thereto, in a manner prescribed as set forth in sub 
(e)(1), a statement describing where the records required by this 
section may be located, but such person shall have no duty to 
ITtlrline ^he accuracy of the contents of the statement or the records 

required to be kept. 

"(g) The Attorney General shall issue appropriate 
regulations to carry out this section. 

"(h) As used in this section - 

"(1) the term 'actual sexually explicit conduct* 
means actual but not simulated conduct as defined in subparagraphs (A) 
through (D) of paragraph (2) of section 2256 of this title, 

"(2) 'identification document* has the meaning given 
that term in section 1028(d) of this title; 
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"(3) the term 'produces' means to produce, 
manufacture, or publish any book, magazine, periodical, film, video 
tape or other similar matter and includes the duplication, 
reproduction, or reissuing of any such matter, but does not include 
mere distribution or any other activity which does not involve hiring, 
contracting for managing, or otherwise arranging for the participation 
of the performers depicted; and 

"(A) the term 'performer' includes any person 
portrayed in a visual depiction engaging in, or assisting another 
person to engage in, actual sexually explicit conduct. 

■ ”"(i) Whoever violates this section shall be imprisoned 

for not more than 2 years, and fined in accordance with the provisions 
of this title, or both. Whoever violates this section after having 
been convicted of a violation punishable under this section shall be 
imprisoned for any period of years not more than 5 years but not less 
than 2 years, and fined in accordance with the provisions of this 
title, or both. "I 


EFFECTIVE: 12/10/91 


1A5-1.15.1, |Deleted| 


EFFECTIVE: 12/10/91 

1A5-1.16 Racketeer Influenced and Corrupt Organizations (RICO), 
Title 18, use. Section 1961 

(1) The Comprehensive Crime Control Act of 198A amended 
Title 18, use. Section 1961(1) (A) and (B) to include "Dealing in 
Obscene Matter" as part of the RICO Statute. 

(2) |Deleted| 

(3) A detailed discussion of the RICO Statute can be 
found in Part I, Section 183 of this manual. 


EFFECTIVE: 12/10/91 
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145-2 POLICY 

(1) Upon taking possession of evidence purported to be 
obscene, the local prosecuting jurisdiction should be immediately 
contacted for a prosecutive opinion. Personnel at FBIHQ, either in 
the investigative divisions or the Laboratory, are not to render an 
opinion as to whether an item is obscene. 


(2) Deleted 

(3) For instructions on submitting a case for latent 

II . 

(4) Obscene material is submitted to the Laboratory in 
order that it may be; 

(a) Deleted 

(b) forwarded to the Latent Fingerprint Section, 
Laboratory Division for latent fingerprint search/comparison 

(c) Deleted 

(5) All obscene material sent to FBIHQ should be 
forwarded under obscene cover and the address label on the outside of 
the package must be clearly marked for the attention of the FBI 

I Laboratory. It should be accompanied by a cover] electronic 

communication (identifying the (evidence (and clearly stating the source 
of the material. If they are further needed by the submitting field 
office for use as evidence or as an investigative aid, such should be 
! clearly indicated. In this instance, the (evidence (will be Promptly 
returned to the field, together with a laboratory report. See MAOP, 

( Part 11,(2-4.4.11.) | 

(6) Deleted 

(7) Deleted 

(8) Each obscene literature investigation possesses 
potential publicity value because of the very nature of the 
investigations. Every SAC should closely follow obscene matter ^ 
investigations in order that consideration may be given to obtaining 
proper publicity in appropriate cases. Where it is contemplated that 
publicity will result from the Bureau's investigation of an obscene 
matter case, it is the responsibility of the SAC to make certain that 
FBIHQ is notified in advance of any contemplated arrest, arraignment. 
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or other development prior to the time that any publicity is released. 

(9) During the course of the investigation of most 
obscene matter cases, it becomes necessary to interview the subject 

I and obtain obscene ) evidence j from him/her. Such obscene material is 
generally obtained in Bureau cases through one of the following 
methods: 

I (a) Voluntarily surrendering the 1 evidence] by the 

subject in conjunction with an interview and the obtaining of a signed 
statement 

(b) Through a search of the subject or his/her 
premises incidental to an arrest 

(c) Through a written waiver consenting to a 
voluntary search of the subject’s premises 

(d) Through the authority of a formal search warrant 
obtained from the USA 

(10) At the time possession of obscene material is 
acquired from any source, a complete release should be obtained, if 
possible, authorizing the Bureau to destroy the material or dispose of 
it in any other appropriate manner, 

(11) Section 1464 applies to all audio transmissions by 
means of radio communication which will include commercialized radio 
broadcasts, such as utilized by utility companies, taxicab companies, 
and the like, 

(12) In ROADEN V. KENTUCKY, 413 U.S. (1973) the Supreme 
Court held that a film may not be seized without a prior judicial 
determination of obscenity. The Department advised it appears that 
unless it can be shown that evidence will be unavailable without 
immediate action to preserve it, a warrant must be served to justify 
seizure. 


EFFECTIVE: 10/16/96 
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1A5-2.1 [Deletedl ^ 


EFFECTIVE: 03/21/95 


145-3 


JURISDICTION 

(1) Since_Title 18 ,.USC,_Sections ..1462,__1465,..1466 or - 

'l^8~d7not“ specifically designate the investigations of violations 
ottLse sectiLs to any specific Federal investigative 

investigations properly come within the general investigative activity 
Tthis^Bureau/ tL u!s. Postal Service investigates violations of 

Title 18, use. Sections 1461 and 1463, which deal with the 
uInLiskon ;f obscene matter through the mail. The jurisdiction of 
the O.S. Postal Service is derived £ro» the fact that it has eeneral 
investigative jurisdiction in all cases involving a use ot the U.S. 

"I!s‘ ‘and sin« ctions dpeciiically deal u.th the 

transnission of obscene quitter through the 

<;prviee exercises jurisdiction. Title IV, ubL, ceciion 

included in the Tariff Act of 1930, also prohibits the 

obscene matter into the United States. Violations of Section 1305 are 

within the jurisdiction of Customs authorities. 

(2) Although the Federal Communications Commission (FCC) 
has certain regulatory 

ruled that the investigative jurisdiction under Section 1464 was 
vested in the Bureau. 

(3) FBI has primary investigative jurisdiction over Title 

1ft iisr Section 2251 (Sexual Exploitation of Children). The 
ieiartment of Justice (DOJ) agreed with FBIHQ’s observation «S«^ding 
Title 18, use. Section 2252 (Transportation of Child "" 

that investigative jurisdiction would be shared with the U.S. Postal 
Lrvice depending upon whether the material in question is shipped in 
interstate or foreign commerce by computer or other means or is 
mailed. If the child pornography is transmitted in the U.S. mail, 
investigative jurisdiction would be with the Postal Service. 

(4) If during the course of an investigation of a mailing 
offense by the Postal Service, pursuant to Title 18, USC, Section 22 
(Mailing of Child Pornography), evidence is developed of ® 

of the Child Exploitation Statute (Title 18, USC, Section 2251), the 
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Postal Service would acquire ancillary jurisdiction over 

use. Section 2251, provided the Postal Service keeps the FBI informed 

as to the status of the investigation. 


EFFECTIVE; 12/10/91 


145-A 


INVESTIGATIVE PROCEDURE 


EFFECT]^^ 12A 


145-4.1 


Section 1462. 
Matters 


Importation or Transportation of Obscene 


(1) In order to prove an interstate transportation of the 
type prohibited by the statute, it is necessary 

the transporting agency is an express company or other common carrier, 
cirtlirt^e^ of mftor^ruck carriers are classed as common carriers. 
Accordinely, if the transportation occurs by this means, it is 
necessarf to ascertain whether the trucking company is operating as a 
"o»,rcLrUr. thus bringiue th. trsnsportation uith.n the provss.on. 

of the statute. 

(2) In addition to determining this factor, it is also 

necessary to ascertain the identity of all J"® 

directly or indirectly in the transportation. *^*'®Such 

identification of the consignor and consignee of the shipment. 

can be obtai ned from the records mainta^ne^ 

carrier 



Sensitive 
PRINTED: 02/18/98 



Sensitive 



(4) Peddlers of obscene material who have been arrested 
by local police departments should be questioned by Bureau 
representives whenever possible in order to determine the identities 
of the manufacturers and principal distributors of salacious 
literature from whom the itinerant vendors obtain their supplies. 
Previous investigation has revealed that several large rings are 
engaged in large-scale distribution of obscene matter and the Bureau 
is greatly desirous of curtailing the interstate operations of these 
combines . 


(5) When an individual peddler of obscene material 
becomes known to the 
be given to an endeavor to 


}uld 


r^ery elLbl L Tiiuuiu u« maue l o ^oen^^ythe manufacturers 
and pr Hirers of this material and no investigation should ever be 
c one 1 tided with the mere identification of a single peddler. 



(6) To facilitate the identification of itinerant 
peddlers of obscene material, FBIHQ encourages the free exchange 
between field offices of photographs of peddlers and/or distributors 
of pornographic material who are known to operate on a rather 
extensive scale and are suspected of making deliveries or shipments 
interstate. Photographs of these individuals should be exhibited to 
witnesses and confidential informants where the identity of the 
purveyor of pornographic material has not been established. 


(7) This section was amended, effective 8-28-58, in such 
a way that the violation is the use of an express company or other 
common carrier for transportation of the obscene material rather than 
the depositing of the matter for carriage. In this way the violation 
was made a continuing offense and prosecution can follow in any 
judicial district from, through, or into which the obscene matter is 
carried. The amendment to the statute did not affect investigative 
procedures set forth above but enhanced the possibilities for 
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prosecutions under this statute to stem the flow of obscene matter in 
interstate commerce. It is apparent that the facts may be presented 
for prosecutive opinion not only at the point from where the obscene 
material was shipped but at the place of address or delivery, or in 
any judicial district through which such matter passes. 


EFFECTIVE: 12/10/91 


145-4.2 Section 1464. Broadcasting Obscene Language 


( 1 ) Appropriate liaison should be effected with FCC field 

r.pr...nUtiv.5 in each fi.ld office .o 

that agency under this section will be pronptly referred to ‘bis 
Bureau for appropriate invest igation^ All cases un ^ 

should be immediately investigated and promptly submitted to the 
appropriate USA for his/her consideration as to prosecution. 

(2) The FCC has instructed its personnel as to the proper 
method of handling complaints of violations of Title 18, USC, Section 
1464. These are as follows; 

(a) In all instances based solely on complaints 
racaivad from third parties (as cantrastad with FCC p.rsonnal) , th. 
camplaint should ba promptly turned over to the nearest 
FBI, together with all pertinent information relative to the alleged 
violation, including any intercepts submitted by the complainant. 

1 In the more serious complaints, the FCC 
engineer in charge, on his/her own initiative and if 

IZe ln interest in taking possible administrative action ^he 

violator to show cause as to why its license should be continued or 
possible revocation of the license) against the violator. 

2. In this connection, the FCC will monitor the 
broadcast activities of the more serious violators at the request of 
the FBI. However, such requests should be kept to an absolute 

minimum* 

(b) FCC field offices will refer complaints obtained 
as a result of monitoring radio broadcasts directly to FBI field 
offices, if in the opinion of FCC the complaint would warrant criminal 
orosecution. In less serious cases, FCC will admonish station 
operators by letter or will take action to have FCC licenses suspende 
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depending on the circumstances. 

(c) If FCC field offices have knowledge that a local 
FBI office is investigating an alleged violation by a 

furnished to the interested local FBI office. 


EFFECTIVE: 12/10/91 

145-4.3 S.ction‘U65. Ir.nsporUUon- it Obic.n. lor Sole 

or Distribution 

(1) The instructions set out above relating to Section^ 



(3) In Heller v. New York. (413 U.S. (1973)). the Supreme 

Court held a seizure may be J^^^bsceni t“b^^ neutral 

narre after a determination of probable obscenity oy 

magistrate. adversLy^roceeding is 

?h.y h.v. th. risht t. r.,uo.t an adv.r.ary h.arrng 

of the court. 

U) The likelihood of the involvement of organized 
cri.inal al.ment. .hould 

llantity ”f iivoI«d‘In auch opar.tion. and th. .cap. of th.ir 

ittivitU. to develop prosecutable violatrons ajarnst these 
individuals • 

(5) To prove a violation of Section longe 

necessary to demonstrate that the obscene material travelle 
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interstate but only that a facility or means of interstate commerce is 
used for the purpose of transporting obscene material in interstate or 
foreign commerce. Therefore, the use of a facility of interstate 
commerce, such as a Federal interstate highway, to transport obscene 
material from a place of publication or production in one state to 
alplace of | distribution in the same state would violate this section. 


EFFECTIVE: 12/10/91 


145-4.4 


Section 1466. Engaging in the Business of Selling or 
Transferring Obscene Matter 


This section makes it unlawful for any person who is 
engaged in the business of selling or transferring obscene matter to 
knowingly receive or possess with intent to distribute any obscene 
matter which has been shipped or transported in interstate or 
commerce. This section also creates a rebuttable presumption that the 
person who offers for sale, at one time, two or more copies of any 
obscene publication is engaged in the business of selling or 
transferring obscene matter. 


EFFECTIVE: 12/10/91 


145-4.5 Section 1467. Criminal Forfeiture 

(1) This section is patterned in part after a similar 
forfeiture section concerning controlled substances and requires a 
person convicted of an offense in Chapter 71 of Title 18 (P« 
to obscenity) to forfeit such person's interest in (1) any 
material and property consisting or traceable to Proce*^ 

obtained f ^m ^he o^fehse. Property used 
■commisHbA*^ the:.lf?J«e is to be forfeit?^>^li¥ 
discretion so;^determiries, taking into consideraU^ 
and ^o^tilonality of the use of the 
Sectipi?T467^,X^ Government to pr^wSMbeyond 

^dou^b t " t ha| l Vhe/^ e 1 evant category of property is subject , to 
|;f or f eiture^ 


(2) This forfeiture section 

utilized to seize*^the property ^ofst^r oaOd^d^ 
if after conviction * ' * 


jthef'^ernment,:^can^lip>t; that , the property' 


itderali^ODS ceni ty cMrge^ 
^ constituted or traceai 
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to proceeds of the offense. 

(3) Every FBI ITOM inves t igat ion should not only focus on 
the elements of the criminal violation but also attempt to establish 
the property that the subject (s) have obtained from the proceeds of 
their obscenity trafficking. Upon conviction of an ITOM violation, 
the case Agent should ensure that the criminal f orf ei ture 
of^this section are instituted. 


EFFECTIVE: 12/10/91 

145-4.6 Section 1468. Distributing Obscene Material by Cable or 
Subscription Television 

(1) This section supports the Cable Communicat ions Policy 
Act of 1984, Section 639 of Title 47, which presently prohibits the 
transmission over any "cable system any matter which is obscene." 

This new section proscribes the utterance of obscene but not indecent 
matter by means of cable TV or subscription TV. 

(2) Prior to proceeding with any investigation of this 
section, the material believed to be obscene should be presented to 
the appropriate Assistant United States Attorney for review and a 
preliminary opinion should be obtained as to whether the material 
meets the three-pronged obscenity test set forth in Miller vs. 
California. 

EFFECTIVE: 12/10/91 

145-4.7 Sections 2251, 2252, 2253, 2254, 2255, and 2257 


Instructions set forth in Sections 1462, 1465, 1466, 1467 
and 1468 generally apply to inves t igat i ons under this section. 



Congress, in enacting the Child Protection Act of 1984 (Public Law 
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98~292) , has evidenced, as noted above, a particular concern with this 


problem. 



(3) Investigations have shown that many individuals who 
import or consensually exchange child pornography for their o^^ 
collections do so repeatedly and with full knowledge that i.t is 
illegal to do so. In addition, many of these individuals regularly 
engage in sexual child abuse. Many of these same people are a^^so 
involved in occupations which bring them into frequent contact with 
children. Extreme caution should, be exercised in conducting an 
investigation against a suspected child molester, and at no time 
should a child be allowed to enter a location if it is believed that 
the child may be molested. 

(4) Field offices are encouraged to coordinate all._S£Q^ 

investigations with local law enforcement, Service and ' 

the U.S. Postal Inspectors, as necessary and appropriate. 

(5) Deleted 

(6) Deleted 
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EFFECTIVE; 12/10/91 



145-4.8 Investigative and Prosecutive Priority of Sexual 

Exploitation of Children Statute 

(1) The DOJ has advised the USA's Office that prosecutive 

oriority should be given to matters involving violations of Title 18, 
use, Sections 2251-2257. FBI priority should continue to be given to 
any investigative makers ^n>^olv^g_su^_u^^ 

(2) If there are any indications that child abuse is 
present, the FBI should ensure that the matter is called to the 
attention of local investigators and prosecutors. 

(3) Generally, the comments and guidelines furnished to 
the USA's Offices pertain to the below discussed areas and affect 
investigations conducted by the Federal agencies who have an 
investigative interest in these matters. 

(4) Prosecutive priority should be given to cases 
involving large-scale distributors, multistate operations, and cases 
in which^there is evidence of involvement by known organized crime 
fieures However, prosecution of cases involving relatively small 

i trrlbitorrnot mating the above criteria, particularly distributors 
oJ especiariy offensive material or who are the subjects of numerous 
citizL compLints, can have a deterrent effect and should dispel any 
notion that distributors are insulated from prosecution if 
ooerations fail to exceed a predetermined size, or if they fr g 
JEeif activity into small-scale operations. Therefore, the occasional 
prosecution of such distributors may be appropriate. 

(5) Special priority should be given to cases involving 
the use of minors engaging in sexually explicit conduct for the 
purpose of producing any visual depiction of 

involving the mailing or interstate or foreign 

depicting minors engaging in sexually explicit conduct (Title 8, 
Sections 2251—2257) . 

(6) Because of the nature of the violators and the 
difficulties frequently encountered by local prosecutors, serious 
consideration should be given to Federal prosecution of a 
noncommercial child pornography case if one or a combination of the 
following factors exists: 
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(c; An arrest history of crimes against children, 

(d) Knoim membership in a family sex group;' ^ 

(e) Erap 1 oyment :^irivoiy i^ Id^n 


- *' ^ / 

at one tij^fl^ 




(f) Photographs'^depicting* recipient involved in 
the sexual activity with childreniSfiiM 

(g) Correspondence with other pedophiles or 
undercover Agents relating to sexuaf involvement with children;^;^ 

(h) Distribution of material. 

Each case should be examined individually by the USA's Office to see 
if prosecution is warranted. 


EFFECTIVE: 12/10/91 


145-4.9 Contacts with U.S. Customs Service Relative to Sexual 
Exploitation of Children Statute 

(1) In addition to th’e FBI and U.S. Postal Inspection 
Service, the U.S. Customs Service has investigative interest and 
jurisdiction in the importation of pornographic material into the 
United States. The U.S. Customs Service is able to seek forfeiture of 
the pornographic materials that are exported or imported under Title 
19, use. Section 1305. The U.S. Customs Service Child Pornography and 
Protection Unit located at their Washington, D.C., Headquarters 
maintains a "seizure list" of suspected recipients of imported and 
prohibited pornographic material and of the foreign shippers of this 
material. In most instances, the materials seized by the U.S. Customs 
Service are held until forfeiture proceedings are completed and 
thereafter the materials are destroyed. 

(2) Experience to date has revealed that a large portion 
of commercial child pornography is produced in either Europe or third 
world countries and is then exported to the United States where it is 
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^ • 1 - «eixed by U.S. Customs Service 

frequently duplicated. for technical laboptory 

are destroyed. Sstoms Service should be ^^"tacted 

comparisons is lost. Unocal field office to see if the 

periodically through liaison y ^ °^’^*"?®‘^fter its 

bcifinr^t ^hr^riVaSoratofy wm destroy the material after 
usefulness is completed. 



EFFECTIVE: 03/21/95 


. 45-5 


POSSIBLE APPLICATION OF INVOLONtART SERVITUDE AND SLAVERT 
STATUTES 


VN... c.nductin. S..U.I Expl.it.tl.n 

rr.rurjr%r 

[nvoluntary Servitude ad Sl^ y^^^ procedure, are set 

lirt 1. Section 50 of this manual. 


effective: 12/10/91 
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145-6 


VENUE 


(1) Section 1462 - Under the statute as amended 8 28 58, 
wh,r, «b,c.n, .atur i. brought into th. United States - “V 
subject to the jurisdiction thereof, venue will lie for this o^fens 
not only at the port of entry but also in each 
territory into which the importer carried the obscene * 

oxoreL company or other common carrier has been used for the 
“»s5”ut!rTth. obscene natter in interstate or foreign connerce 
”v oU !oi of the statute, venue uiU lie at the „ 

rte prohibited natter is sent, at the place of address or deUvery. or 
i n any i udi cial district thro ugh_wt^cjL.suctLjpatt^^ 


(2) Section 1464 - In the judicial district in which the 
offense is committed 

(3) Sections 1465 and 1466 - In any district from, 
through, or into which the obscene material has been transported 
(Title 18, use. Section 3237) 

(4) Section 1468 - In any district in which the obscene 
matter was broadcast from or in which it was received 

(5) Sections 2251, 2252, 2253, 2254, 2255. and 2257 - 

With respect to venue in these natters. lllA 

under the obscenity statutes nay be f 

the naterial is nailed or deposited u.th a tJrou^ 

Uses of receipt or any intermediate district enrougn 

commerce, the district o£ rece p y Section 3237). In cases 

which the material passes (see Title 18, UbC, aeciion 

where there are complaints by postal patrons about the unsolicited 
receipt of obscene Lterial, the district of 

be the appropriate choice of venue. On the other hand, . 

iUlvin^nuLrous mailings by a distributor into 

tSriistrict of origination may be the appropriate venue ^he case, 

if a Us^is to be based solely upon test purchases by investigators, 
it will be venued in the district of origination of the 
ililing rather than some other district, unless the Government has 
some information showing that there were prior mailings into the 
r"!plent district by the individual involved. ^ ^ 

be brought in jurisdictions through which obscene material passes in 
fransiff cept'with the concurrence of the General Litigation and 
Legal Advice Section, DOJ. 
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EFFECTIVE: 12/10/91 


145-7 CHILD EXPLOITATION AND OBSCENITY SECTION (CEOS) , 

DEPARTMENT OF JUSTICE 

(1) CEOS consists of Special Attorneys assigned to assist 
in the prosecution of adult obscenity and child pornography cases. 


(2) The Violent ICrimes/FugitivelUnit has primary 

liaison__resp^sibJHtjLes_wi.th_CEOS^lTh^^^ 

should be directed through thelViolent Crimes/Fugitive ni .| 


EFFECTIVE: 07/17/95 


145-8 reporting PROCEDURES 

(1) All offices should advise FBIHQ, CID, [Violent 

Trimes/Fuzitive Unit [whenever a child pornography case is op®”® 

SirHtUr! throftii. of Or'igin (OO) should subuit a d.ta.Ud su...ry 
Letterhead Memorandum (LHM) of investigation conducted every six 
months and when the case is closed. 

(2) In all other ITOM cases the 00 should submit a 
aumioary eoimunication to the|Violent 

:U“ttr:;oup“r!‘::iturhy th. oo 

every six months and when the case is close 

(3) Any office which seizes any child pornography or 
.dnlt obscenity which is unique or might be of training value should 
contact the[Critical Incident Response Group’s Child Abduction and 
Serial Killer Unit, [prior to destroying the material. 


EFFECTIVE: 07/17/95 
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CHARACTER - INTERSTATE TRANSPORTATION OF OBSCENE MATTER; 
SEXUAL EXPLOITATION OF CHILDREN; BROADCASTING OBSCENE 
LANGUAGE 


12/10/91 
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SECTION 1A6. INTERSTATE TRANSPORTATION OF PRISON-MADE GOODS 


146-1 STATUTES 

Title 18, use, Sections 1761 and 1762. 
EFFECTIVE: 10/23/86 


146-1,1 Section 1761. Transportation or Importation 

"(a) Whoever knowingly transports in interstate 
commerce or from any foreign country into the United States any goods, 
wares, or merchandise manufactured, produced, or mined, wholly or in 
part by convicts or prisoners, except convicts or prisoners on parole 
or probation, or in any penal or reformatory institution, shall be 
fined not more than $1,000 or imprisoned not more than one year, or 
both. 


"(b) This chapter shall not apply to agricultural 
commodities or parts or the repair of farm machinery, nor to 
commodities manufactured in a Federal, District of Columbia, or State 
institution or use by the Federal Government, or by the District of 
Columbia, or any State or Political subdivision of a State. 

I "(c) In addition to the exceptions set forth in 
subsection (b) of this section, this chapter shall also not apply to 
goods, wares, or merchandise manufactured, produced, or mined by 
convicts or prisoners participating in a program of not more than 
twenty pilot projects designated by the Director of the Bureau of 
Justice Assistance and'^who- 

"(1) have, in connection with such work, 
received wages at a rate which is not less than that paid for work of 
a similar nature in the locality in which the work was performed, 
except that such wages may be subject to deductions which shall not, 
in the aggregate, exceed 80 per centum of gross wages, and shall be 
limited as follows: 

"(a) taxes (Federal, State, local); 

"(B) reasonable charges for room and board as 
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determined by regulations which shall be issued by the Chief State 
correctional officer; 

"(C) allocations for support of family 
pursuant to State statute, court order, or agreement by the 
offender; 

"(D) contributions to any fund established by 
law to compensate the victims of crime of not more than 20 per 
centum but not less than 5 per centum of gross wages; 


(2) hav^_no t _s o 1 e ly _by_ the i r s t a,t Jis _ as_ . 


"oTfenders.'been deprived of the right to participate in benefits made 
available by the Federal or State Government to other individuals on 
the basis of their employment, such as workmen's compensation. 
However, such convicts or/prisoners shall not be qualified to receive 
any payments for unemployment compensation while incarcerated,^ 
notwithstanding any other provision of the law to the contrary; 


"(3) have participated in such employment 
voluntarily and have agreed in advance to the specific deductions 
made from gross wages pursuant to this section, and all ot er 
financial arrangements as a result of participation in such 
employment • 


"(d) Notwithstanding any law to the contrary, 
materials produced by convict labor may be used in the construction 
of any highways or portion of highways located on Federal-aid 

L <l«cribed in s.ction 103 of titl. 23. United States 

Code. "I 


EFFECTIVE: 10/23/86 


146-1.2 Section 1762. Marking Packages 

"(a) All packages containing any goods, wares, or 
merchandise manufactured, produced, or mined wholly or m part by 
convicts or prisoners, except convicts or prisoners on parole or 
probation, or in any penal or reformatory institution, when shipped or 
transported in interstate or foreign commerce shall be plainly and 
clearly marked, so that the name and address of the shipper, the name 
and address of the consignee, the nature of the contents, and the name 
and location of the penal or reformatory institution where produced 
wholly or in part may be readily ascertained on an inspection of the 
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outside of such package. 

"(b) Whoever violates this section shall be fined 
not -ore than $1,000. and aay »«»■*»; 

iot$:-i:r“ i:“e!Lfan$ con$.»e$ by 

liL proceedings as those provided by law for the seizure and 

of ^oparty iap.rt.d into the Unitad Stata. contrary to 

law." 


EFFECTiyEA_06/J8/.8I_ 


146-2 


POLICY 


1(1)1 Contact should be maintained with reliable 
authoritiaal oardans of individual 

E!iSrHrrL;fa:"“ioft^ 

riioUtion. tha appropriate invastijation should b. r^adrataly 
undartakan. The USA should ba contactad aarly 

investigation for an opinion as to prosacut.on and the extant anc 
scope of the investigation desired. 

I (2) The FBI has been delegated authority to institute 

(judicial and administrative) conducted m conjunction with 
violation. | 


EFFECTIVE: 06/18/87 


146-3 


VENUE 


In the district from which the prison-made goods are 
transported or the district through or into which they are earn 
(Title 18, use, Section 3237). 
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CHARACTER - INTERSTATE TRANSPORTATION OF PRISON-MADE GOODS 


; 06/18/87 
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SECTION 147. FRAUD AGAINST THE GOVERNMENT - DEP^TMENT 

OF HOUSING AND URBAN DEVELOPMENT | (SEE MIOG, 
PART I, SECTION 46.) | 


I 147-1 I BACKGROUND 

iThe 147 classification was eliminated and reclassified in 

Fiscal Year_1996_. a^46B jFraud_Agains_t_the_Gpvernment_.-^^ 

~Urban Development). See MIOG, Part I, Section 46. | 


EFFECTIVE: 07/31/97 
I 147-1.1 iDeletedl 


EFFECTIVE; 07/31/97 
1 147-2 1 DELETED 1 


EFFECTIVE; 07/31/97 
I 147-3 I DELETED 1 


EFFECTIVE; 07/31/97 
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147-4 I DELETED I 

EFFECTIVE: 07/31/97 
147-5 [deleted I 

EFFECTIVE: 07/31/97 
1 147-6 I DELETED 1 

EFFECTIVE: 07/31/97 
I 147-7 [deleted I 

EFFECTIVE: 07/31/97 
I 147-8 I DELETED I 

EFFECTIVE: 07/31/97 


PAGE 
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I 147-9 I DELETED I 


EFFECTIVE: 07/31/97 
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SECTION 148. INTERSTATE TRANSPORTATION OF FIREWORKS 


148-1 STATUTE 

Title 18, use, Section 836 


EFFECTIVE: 11/08/78 


148-1.1 Elements 

"Whoever, otherwise than in the course of continuous 
interstate transportation through any State, transports fireworks into 
any State, or delivers them for transportation into any State, or 
attempts so to do, knowing that such fireworks are to be delivered, 
possessed, stored, transshipped, distributed, sold, or otherwise dealt 
with in a manner or for a use prohibited by the laws of such State 
specifically prohibiting or regulating the use of fireworks, shall 


EFFECTIVE: 11/08/78 


148-1.1.1 Other Provisions 

(1) "This section shall not apply to a common or contract 
carrier or to international or domestic water carriers engaged in 
interstate commerce or to the transportation of fireworks into a State 
for the use of Federal agencies in the carrying out or the furtherance 
of their operations. 

(2) "In the enforcement of this section, the definitions 
of fireworks contained in the laws of the respective States shall be 
applied. 

(3) "As used in this section, the term ' State | includes 
the several States, Territories, and possessions of the United States, 
and the District of Columbia." 

(4) Section 3 of the act provides that Section 836 shall 
not be effective with respect to — 
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(a) "(1) the transportation of fireworks into any 
State or Territory for use solely for agricultural purposes, 

(b) "(2) the delivery of fireworks for 
transportation into any State or Territory for use solely for 
agricultural purposes, or 

(c) "(3) any attempt to engage in any such 
transportation or delivery for use solely for agricultural purposes, 
until sixty days have elapsed after the commencement of the next 
regular sessi on^f _t he 1 eg i s 1 at ure_ o f_s uch_ S t ate o r Te r rU_ q ry_ w^ i ch _ .. 
~^g'i~ns after the date of enactment of this Act." 


EFFECTIVE: 11/08/78 



148-1.1.2 Policy 

(1) Note that Title 18, USC, Section 836, states the laws 
dealing with fireworks of the respective states shall be applied in 
the enforcement of the statute. In each field office there is a 
digest of the state laws governing the sale, use, or prohibition of 
fireworks in the states covered by that division for use in evaluating 
complaints alleging violations of the ITF statute. Each office 

is required to maintain liaison with the appropriate state attorney 
general's office to be advised of any change in the state law relative 
to fireworks since these state laws are an integral part of Title Id, 
USC, Section 836. Upon receipt of an allegation, immediately determine 
if the fireworks are such that are by state law prohibited or 
regulated in the state involved. If the complaint involves fireworks 
alleged to be used solely for agricultural purposes, determine whether 
the state law exempts fireworks used for such purposes. If an 
investigative report is submitted it should, in all instances, 
identify and cite the state statute prohibiting or regulating the use 
of fireworks that is the basis of this Bureau’s investigation. 

(2) Upon receipt of information indicating a violation of 
this statute, sufficient investigation should be conducted to 
establish the facts. The matter should then be referred to the 
appropriate USA for a prosecutive opinion prior to conducting 
extensive investigation. The opinion of the USA relative to^ 
interpretation of state laws governing use of fireworks as it applies 
to Title 18, USC, Section 836, should be secured in each instance. 
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EFFECTIVE; 11/08/78 


[148-2 VENUE I 

Venue lies in the district from which or into which the 
interstate shipment is made. The Department has advised that, as a 
general rule, prosecution should be initiated in the state and 
district into which the shipment is made. 


EFFECTIVE: 11/08/78 


148-3 


REPORT WRITING RULES 


(1) Forward to FBIHQ copy of any prosecutive summary 
report prepared in this classification of investigation for the 
USA*s Office, utilizing current Bureau guidelines for the 
preparation of such reports* 

(2) No report need be forwarded under any other 
circumstances unless it is determined to be the most 

disseminate the results of investigation accumulated, or when it is 
decided that a report is the best means to disseminate such results 
to other Federal agencies through FBIHQ rather than via an LHM. | 


EFFECTIVE: 11/08/78 
[148-41 PENALTY 

A fine of not more than $1,000 or imprisonment for not 
more than one year, or both. 


EFFECTIVE; 11/08/78 


I 1 148-5 


CHARACTER - INTERSTATE TRANSPORTATION OF FIREWORKS 
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SECTION 149. DESTRUCTION OF AIRCRAFT OR MOTOR VEHICLES 


I 149-1 statutes! (S ee MIOG, Part I, 160-1.1.1(1); II, 15-8.5.) j 
I Title 18, use. Sections 31 through|37j 


“effective;: bl/08/96 


149-1.1 Elements 


EFFECTIVE: 07/11/85 

J 

149-1.1.1 Destruction of Aircraft or Aircraft Facilities (Section 
32) 

I” (a) Whoever willfully- 

**(1) sets fire to, damages, destroys, disables, or 
wrecks any aircraft in the special aircraft jurisdiction of the 
United States or any civil aircraft used, operated, or employed in 
interstate, overseas, or foreign air commerce; 

*'(2) places or causes to be placed a destructive 
device or substance in, upon, or in proximity to, or otherwise makes 
or causes to be made unworkable or unusable or hazardous to work or 
use, any such aircraft, or any part or other materials used or 
intended to be used in connection with the operation of such aircraft, 
if such placing or causing to be placed or such making or causing to 
be made is likely to endanger the safety of any such aircraft; 

"(3) sets fire to, damages, destroys, or disables 
any air navigation facility, or interferes by force or violence with 
the operation of such facility, if such fire, damaging, destroying, 
disabling, or interfering is likely to endanger the safety of any 
such aircraft in flight; 

'*(4) with the intent to damage, destroy, or disable 


Sensitive 
PRINTED: 02/18/98 





Sensitive 


Manual of Investigative Operations and Guidelines 
Part I 


PAGE 149 - 2 


any such aircraft, sets fire to, damages, destroys, or disables or 
places a destructive device or substance in, upon, or in proximity 
to, any appliance or structure, ramp, landing area, property, machine, 
or apparatus, or any facility or other material used, or intended to 
be used, in connection with the operation, maintenance loading, 
unloading, or storage of any such aircraft or any cargo carried or 
intended to be carried on any such aircraft; 

"(5) performs an act of violence against or 
incapacitates any individual on any such aircraft, if such act of 
violence or incapacitation is likely to endanger the safety of such 
aircraft ; 


"(6) communicates information, knowing the 
information to be false and under circumstances in which such 
information may reasonably be believed, thereby endangering the 
safety of any such aircraft in flight; or 


*'(7) attempts to do anything prohibited under 
paragraphs (1) through (6) of this subsection; 


"(b) Whoever willfully- 


■ "(1) performs an act of violence against any 

individual on board any civil aircrajft registered in a country other 
than the United States while such aircraft is in flight, if such act 
is likely to endanger the safety of that aircraft; 


"(2) destroys a civil aircraft registered in a 
country other than the United States while such aircraft is in service 
or causes damage to such an aircraft which renders that aircraft 
incapable of flight or which is likely to endanger that aircraft's 
safety in flight; 


"(3) places or causes to be placed on a civil 
aircraft registered in a country other than the United States while 
such aircraft is in service, a device or substance which is likely to 
destroy that aircraft, or to cause damage to that aircraft which 
renders that aircraft incapable of flight or which is likely to 
endanger that aircraft's safety in flight; or 



"(4) attempts to commit an offense described in 
paragraphs (1) through (3) of this subsection; 

"(c) Whoever willfully imparts or conveys any threat to 


Sensitive 
PRINTED: 02/18/98 


Manual of Investigative Operations and Guidelines 
Part I 


PAGE 149 


do an act which would violate any of paragraphs (1) through (5) of 
subsection (a) or any paragraphs (1) through (3) of subsection (b) of 
this section, with an apparent determination and will to carry the 
threat into execution. | ^ 


EFFECTIVE: 07/11/85 


149-1.1.2 Destruction of Motor Vehicles or Motor Vehicle Facilities 

(Section 33) 

’Soever willfully, with intent to endanger the safety of 
any person on board or anyone who he believes will board the same, or 
with a reckless disregard for the safety of human life, damages, 
disables, destroys, tampers with, or places or causes to be placed any 
explosive or other destructive substance in, upon, or in proximity to, 
any motor vehicle which is used, operated, or employed in interstate 
or foreign commerce, or its cargo or material used or intended to be 
used in connection with its operation; or 

''Whoever willfully, with like intent, damages, disables, 
destroys, sets fire to, tampers with, or places or causes to be placed 
any explosive or other destructive substance in, upon, or in proximity 
to any garage, terminal, structure, supply, or facility used in the 
operation of, or in support of the operation of, motor vehicles 
engaged in interstate or foreign commerce or otherwise makes or causes 
such property to be made unworkable, unusable, or hazardous to work or 
use; or 


"Whoever, with like intent, willfully disables or 
incapacitates any driver or person employed in connection with the 
operation or maintenance of the motor vehicle, or in any way lessens 
the ability of such person to perform his duties as such...." 


EFFECTIVE: 07/11/85 
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149-1.1.3 Imparting or Conveying False Information (Section 35) 

"(a) Whoever imparts or conveys or causes to be imparted 
or conveyed false information, knowing the information to be false, 
concerning an attempt or alleged attempt being made or to be made, to 
do any act which would be a crime prohibited by this chapter or 
chapter 97 (Section 1991 - Entering Train to Commit Crime, and Section 
1992, Federal Train Wreck Statute) or chapter 111 (Sections 2271 
through 2279, relating to destruction of water-borne vessels including 
military vessels) of this title." 

"(b) Whoever wi llfully and_mal_icipusly, ,or with reckless. 
disregar<ry^ the safety of human life, imparts or conveys or causes 
to be imparted or conveyed false information, knowing the information 
to be false, concerning an attempt or alleged attempt being made or to 
be made, to do any act which would be a crime prohibited by this 
chapter or chapter 97 or chapter 111 of this title," specific sections 
as noted in (a) above. 


EFFECTIVE: 07/11/85 


1 149-1,1.4 [violence at International Airports (Section 37) 

"(a) Offense. - A person who unlawfully and 
intentionally, using any device, substance, or weapon- 

"(1) performs an act of violence against a 
person at an airport serving international civil aviation that causes 
or is likely to cause serious bodily injury (as defined in Section 
1365 of the U.S.C.) or death; or 

"(2) destroys or seriously damages the 
facilities of an airport serving international civil aviation or a 
civil aircraft not in service located thereon or disrupts the services 
of the airport,...." 


"(b) Jurisdiction - There is jurisdiction over the 
prohibited activity in subsection (a) if- 

"(1) the prohibited activity takes place in the 

United States,* or 

"(2) the prohibited activity takes place outside 
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I the United States and the offender is later found in the United 
States. 

"(c) It is a bar to Federal prosecution under 
subsection (a) for conduct that occurred within the United States that 
the conduct involved was during or in relation to a labor dispute, and 
such conduct is prohibited as a felony under the law of the State in 
which it was committed. For purposes of this section, the term "labor 
dispute" has the meaning set forth in section 2(c) of the Norris^La 
Guardia Act, as amended (29 U.S.C. 113(c)). "| 


EFFECTIVE: 01/08/96 


1 149-1. 1.5 I Definitions (Section 31) | (See MIOG, Part I, 15-4(10), 



26-4.6(1).) I 

"When used in this chapter the term ’aircraft engine,’ 

’air navigation facility,’ ’appliance,* ’civil aircraft,* ’foreign air 
commerce,* ’interstate air commerce,’ ’landing area,’ ’overseas air 
commerce,’ ’propeller,’ ’spare part,’ and ’special aircraft 
jurisdiction of the United States,’ shall have the meaning ascribed to 
those terms in| sections 40102(a) and 46501 of title 49. | 


’’’Motor vehicle’ means every description of carriage or 
other contrivance propelled or drawn by mechanical power and used for 
commercial purposes on the highways in the transportation of 
passengers, passengers and property; or property or cargo; 


’’’Destructive substance* means any explosive substance, 
flammable material, infernal machine, or other chemical, mechanical, 
or radioactive device or matter of a combustible, contaminative, 
corrosive, or explosive nature; 


"’Used for commercial purposes’ means the carriage of 
persons or property for any fare, fee, rate, charge or other 
consideration, or directly or indirectly in connection with any 
business, or other undertaking intended for profit. 



’’’In flight* means any time from the moment all the 
external doors of | an | aircraft are closed following embarkation until 
the moment when any such door is opened for disembarkation. In the 
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case of a forced landing the flight shall be deemed to continue until 
competent authorities take over the responsibility for the aircraft 
and the persons and property on board; and 

***In service* means any time from the beginning of 
preflight preparation of the aircraft by ground personnel or by the 
crew for a specific flight until twenty-four hours after any landing; 
the period of service shall » in any event, extend for the entire 
period during which the aircraft is in flight/* 

Paragraph one above makes reference to the Federal 

Aviat ion A ct of 1958> P erti nent de finit ions se t„.f o r t h_i n_t h e _F e d e r a 1 

Aviation Act are as follows: 

*** Aircraft engine* means an engine used, or intended to be 
used, for propulsion of aircraft and includes all parts, 
appurtenances, and accessories thereof other than propellers* 

***Air navigation facility* means any facility used in, 
available for use in, or designed for use in, aid of air navigation, 
including landing areas, lights, any apparatus or equipment for 
disseminating weather information, for signaling, for radio- 
directional finding, or for radio or other electrical communication, 
and any other structure or mechanism having a similar purpose for 
guiding or controlling flight in the air or the landing and take-off 
of aircraft* 


***Appliances * means instruments, equipment, apparatus, 
parts, appurtenances, or accessories, of whatever description, which 
are used, or are capable of being or intended to be used,' in the 
navigation, operation, or control of aircraft in flight (including 
parachutes and including communication equipment and any other 
mechanism or mechanisms installed in or attached to aircraft during 
flight), and which are not a part or parts of aircraft, aircraft 
engines, or propellers. 

***Civil aircraft* means any aircraft other than a public 

aircraft* 

L 

***Public aircraft* means an aircraft used exclusively in 
the service of any government or of any political subdivision thereof, 
including the government of any State, Territory, or possession of the 
United States, or the District of Columbia, but not including any 
government^owned aircraft engaged in carrying person or property for 
commercial purposes* 
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"'Interstate air commerce,' 'overseas air commerce,' and 
'foreign air commerce,' respectively, mean the carriage by aircraft of 
persons or property for compensation or hire, or the carriage of mail 
by aircraft, or the operation or navigation of aircraft in the conduct 
or furtherance of a business or vocation, in commerce between, 
respectively - 


"(a) a place in any State of the United States, or the 
District of Columbia, and a place in any other State of the United 
States, or the District of Columbia; or between places in the same 
State of the United States through the air space over any place 
outside thereof ;_or ‘between places in the same Territory or possession 
of the United States, or the District of Columbia; 

”(b) a place in any State of the United States, or the 
District of Columbia, and any place in a Territory or possession of 
the United States; or between a place in a Territory or possession of 
the United States, and a place in any other Territory or possession of 
the United States; and 

"(c) a place in the United States and any place outside 
thereof, whether such commerce moves wholly by aircraft or partly by 
aircraft and partly by other forms of transportation^ 

"’Landing area’ means any locality, either of land or 
water, including airports and intermediate landing fields, which is 
used, or intended to be used, for the landing and take-off of 
aircraft, whether or not facilities are provided for the shelter, 
servicing, or repair of aircraft, or for receiving or discharging 
passengers or cargo. 

’’’Propeller* includes all parts, appurtenances, and 
accessories thereof. 

"’Spare parts’ are all parts, other than aircraft engines 
or propellers, maintained for installation or use in an aircraft, 
engine, or propeller, but which, at the time, are not yet installed 
therein or attached thereto." 


EFFECTIVE: 01/08/96 
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149“2 OTHER PROVISIONS 

|Venue is in district where act committed or, in case of 
continuing transportation of a destructive device in interstate 
commerce, may be any district where transportation continued. Venue 
under Title 18, USC, Sections 32(b) and (c) shall be in the district 
in which the offender (s) is arrested or first brought; but if such 
offender (s) is not so arrested or brought into any district, an 
indictment or information may be filed in the district of the last 
known residence of the offender (s), or if no such residence is known, 
the indictment or information may be filed in the District of Columbia 

iTJ tie, J^vJ?SC,^ec_tJ^n 3238) under Titl e 18 , USC. 

Section 35(a), which contains civil penalties, should be initiated in 
the district of the offender’s residence and not in the district in 
which the offense occurred. Prosecution under Section 35(b) will be in 
the district in which the offense occurred. | 


EFFECTIVE: 07/11/85 


149-3 POLICY 

(1) Accept for investigation all cases involving 
violations of Title 18, USC, Sections 32(a) (c) , 33, 35, and 37 (the 
DAMV Statute). In conjunction with requests for investigations of 
violations of Section 32(b) (non-United States aircraft outside of the 
United States) , Bureau authority must be obtained prior to instituting 
any inquiry. In this regard, any such requests received directly by a 
field office should be immediately submitted, with complete background 
and opinion/recommendation of an Assistant United States Attorney 
(AUSA) , to FBI Headquarters. 

(2) Technically, a bomb threat (or actual device) aboard 
an aircraft is a violation of Title 18, USC, Section 35 (DAMV) and 
Section 37 (Violence at International Airports), as well as Title 49, 

I USC, Sect ion 1 46507. I However, as a matter of policy, all false reports 
(or actual instances) of a bomb aboard an aircraft unrelated to an 
aircraft hijacking incident should be investigated and reported under 
the DAMV (149) classification. Any incidents of this nature involving 
an aircraft hijacking incident should be carried under the Crime 
Aboard Aircraft (164) classif ication. The foregoing is to create 
uniformity in the Time Utilization and Recordkeeping (TURK) records, 
as well as to maintain program segregation. 

(3) All violations relating to aircraft are to be 
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reported as detailed below depending on the magnitude of the incident. 

(a) Immediately advise FBIHQ by telephone or 
teletype, depending upon the exigency of the circumstances , of all 
cases where there is loss of life, danger to public safety, or 
widespread public interest. Each complaint should receive prompt and 
expedi t i ous invest igat i ve attention. 


(b) In all violations, a succinct LHM (original and 
four copies) should be submitted to FBIHQ by FD-365 within ten working 
days of receipt of initial complaint. (See MAOP, Part II, 10-4.3, & 
Corresp ond enc e Guide-Field, 2-5.5. 11 Q Up<ni_i^ceipt_of the LHM, FBIHQ 
will disseminate to the following agencies: 



1. Director Civil Aviation Security, 

ACS-1 

Federal Aviation Administration 
Room 319 

800 Independence Avenue, Southwest 
Washington, D.C. 20591 

2. United States Secret Service 
Intelligence Division 

1800 G Street, Northwest 
Washington, D.C. 20223 


(c) The appropriate regional office of FAA should be 
promptly advised upon receipt of all complaints with close liaison 
being maintained during the course of each investigation. 


(d) In all cases, the field office is to disseminate 
additional copies of the LHM within ten working days to the nearest 
Civil Aviation Security Field Office (CASFO) , FAA Regional Office, 
United States Secret Service Field Office, and to the FBI field office 
which covers the subject's residence. Other interested agencies, such 
as the National Transportation Safety Board (NTSB) , Office of Special 
Investigations, etc., should likewise be advised locally when 
appropriate. Depending upon the exigency of the matter, immediate 
notification to the above agencies may be necessary. 



(e) In those cases wherein the USA's office declines 
prosecution, defers prosecution to state or local authorities or 
refers the matter to FAA for civil enforcement; or wherein it is known 
that state or local prosecution is declined upon USA deferral, the 
initial LHM should so indicate. One copy of this LHM should be 
directed to the USA confirming the USA's opinion in lieu of a separate 
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confirmation let ter ♦ 

(f) In all cases, dissemination is to be indicated 
on the FD-365 which transmits the LHM to FBIHQ with the LHM 
identifying those individuals and agencies already notified of the 
violation. 



(g) To assist in gathering the information, the 
optional administrative Form FD--653, Motor Vehicle Inspection 
Inventory Record, may be used and retained in the 1-A exhibit envelope 
(FD-340 and/or FD-340b) . (See MIOG, Part I, 26-2.5 (2) (c) , 26-2.7(2).) 

(h) When additional investigation is required, 
record results so they may be later incorporated into the prosecutive 
report. Four copies of these should be submitted to FBIHQ. In each 
instance, reports should set forth full facts including field office 
file numbers, complete descriptive and background data concerning each 
subject (best descriptive information available of an unknown subject 
should also be set forth), data concerning mental stability, the air 
carrier, flight number, origin and destination, time and place of 
offense, number of passengers and crew, weapons used, type of aircraft 
involved, and any injuries. 

(i) In order that the FBIHQ substantive case file 
may reflect the final outcome of each violation, the following FBIHQ 
notification policy should be followed by the office of origin. 

1. In those cases wherein the initial LHM 
submitted to FBIHQ by FD-365 reflects the final outcome, no further 
notification is necessary. 

2. Deleted 


3. In all other cases, including those cases in 
which a USA declination or deferral was rendered subsequent to the 
initial LHM/FD-365 submission and those unsolved cases closed under 
I SAC authority, a closing | electronic communication [ should be directed 
to FBIHQ which clearly sets forth the basis for closing. 

(4) It is incumbent upon SAC to have appropriate 
arrangements with transportation facilities and law enforcement 
officials to make certain all incidents are promptly reported so that 
immediate investigation may be instituted and Bureau will have 
effective coverage over this violation. ; 

(5) In case of report that a bomb has been placed on 
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aircraft or vehicle, or that similar attempt will be made to destroy 
aircraft or vehicle, immediately , notify Federal Aviation 
Administration and transportation facility involved in case of 
aircraft; local authorities and transportation facility involved in 
case of motor vehicle. Protection of aircraft or vehicle and 
passengers is responsibility of transportation company and local 
authorities. Decisions as to grounding aircraft or stopping vehicles 
and making searches will not be made by FBI. Agents, with the 
exception of Laboratory explosives specialists and active FBI bomb 
technicians, are not to participate in searches for suspected bombs on 
aircraft or vehicles. Render safe responsibilities for located bomb 

— rest wi_th the_public safety bomb s.quad,_or_mi 1 i tary _Expl os iye 

Ordnance Disposal (EOD) unit. 


(6) Aircraft disasters involving commercial aircraft will 
be the subject of inquiry by NTSB. In view of the importance of major 
commercial aircraft disasters and their resultant tragic loss of life, 
it is necessary that the Bureau be in a position to investigate any 
violations arising from such disasters efficiently and aggressively. 
Therefore, the SAC should immediately proceed to disaster scene, 
establish liaison with NTSB, personally take command in relation to 
Bureau|s interests, and develop any information indicating a federal 
violation within Bureau's jurisdiction. FBIHQ expects the SAC to 
personally take command in these instances; however, necessary action 
cannot be delayed due to SAC's absence. 

(7) Department has stated that mere statement that an 
aircraft is going to crash, even if false, is not a violation in the 
absence of any false information regarding one of the specific acts 
enumerated in the law. 

(8) Public Law 87-810 amended Section 1105 of Federal 
Aviation Act of 1958, as amended (Title 49, USC, Section 1505), to 
provide NTSB authority to avail itself of assistance of FBI or any 
investigatory or intelligence agency of the United States with respect 
to an investigation of the activities of any person in connection with 
a civil aircraft accident. Applical)le even though no violation 
indicated. Requests from NTSB under Section 1105 should be referred 
to FBIHQ for approval prior to conducting any investigation. 


EFFECTIVE; 12/23/96 
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149-4 INVESTIGATIVE PROCEDURES 

EFFECTIVE: 02/15/82 
149-4.1 Aircraft Disasters 

EFFECTIVE: 02/15/82 


149-4.1.1 Major Commercial Aircraft Disaster - SAC Responsibility 
I (See MIOG, Part II, 15-8.5.) | 

(1) Immediately advise FBIHQ by telephone and if 
appropriate request assistance of FBI Laboratory and/or FBI Disaster 
Squad. 


(2) Immediately thereafter proceed to the scene of the 
disaster in order to develop any information indicating a federal 
violation within the Bureau's jurisdiction. To this end SAC will: 

(a) Establish close liaison with local law 
enforcement officers and NTSB authorities in order to ensure that 
evidence is properly identified and protected. This will materially 
aid those responsible for examining the evidence among whom will be a 
representative of the Bureau Laboratory. 

(b) Closely follow investigation by NTSB authorities 
to ensure that full scale Bureau investigation is initiated 
immediately upon receipt of indication that a violation has occurred. 

(c) Arrange to obtain a passenger manifest and 
initiate whatever inquiries are necessary to determine sufficient 
background data concerning each passenger so that an immediate and 
efficient check may be made of FBIHQ indices and the indices of the 
field office covering the residence of the passenger. This action 
will assist the Bureau Disaster Squad in its efforts to positively 
identify passengers killed or injured in the crash, and develop at the 
earliest possible moment pertinent data in Bureau files indicating the 
possibility of an actual violation. 

(d) Personally direct appropriate investigative 
activity of any matters within our jurisdiction to ensure same is 
handled expeditiously. 
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^ (e) Afford on-the-spot direction to logical 

immediate investigative activity pertinent to determining whether a 
violation within Bureau's jurisdiction has occurred. Consideration 
should be given to preparation of appropriate photographs and sketches 
o the scene of the crash and photographs of pertinent portions of the 
aircraft and to interviews with survivors, eyewitnesses, and 
individuals who heard the plane before the crash. 

. I Media inquiries should be handled by the SAC by 

indicating that j he/she | has arrived at the scene to develop any 

information indicating a federal violation and that | he/she I is 

extending the cooperative facilities of the FBI Laboratory. 


EFFECTIVE; 04/08/96 


149 4.1.2 Major Commercial Aircraft Disaster - FBI Laboratory Action 

(1) Accompany Bureau’s disaster squad to scene. 

(2) Effect technical liaison with interested Government 
representatives. 

(3) Render all possible assistance on the scene to such 
authorities and where desired arrange for the use of the facilities of 
the FBI Laboratory* 

(4) In relation to the Bureau's interests, evaluate 
technical problems associated with Laboratory matters and evidence at 
the scene. 


. , advised of pertinent developments in the 

technical investigation so that if a violation is indicated 
investigation may be initiated at the earliest possible moment. 


EFFECTIVE; 01/31/78 
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149-4.2 Investigation of a Commercial Aircraft Crash 
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. . following full investigative procedure is to be 

utilized when a preliminary inquiry indicates a Federal violation in 
any commercial aircraft crash covered by the statute, including those 
not considered major disasters: 

(1) Thorough crime scene search. 

(2) Insure evidence properly identified and protected. 

— Make any _necessary„photographs_.and sketches. showing;_ 

(a) Entire crash scene and close— up views from 

various angles 

(b) Photographs of parts torn loose 

(c) Photographs of instruments and levers in cockpit 

(d) Photographs of marks made by aircraft on ground 
(4) In connection with establishing cause of crash, 

(a) crew members and other survivors 

(b) Eyewitnesses 

(c) Persons who heard the plane before the crash 

(d) NTSB or other radio operators in contact with 
plane before crash 


interview: 


the plane 


(e) Ground crew members and mechanics who serviced 


1^ connection with establishing a possible motive, 
appropriate investigation should be conducted with regard to: 

mental and physical condition) % .. 

Cbacl^E^®und» business connections, -^' 
personal contacts, insurance '(lata)’ ' ,, 
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, (c) Source and content of all cargo (mail, express, 
freight, baggage) 

(6) Liaison should be maintained with local authorities 
who would have concurrent jurisdiction where death or injury occurred. 


(7) Liaison should be established with coroner who will 
certify cause of death and can testify as to cause of death in later 
court proceedings. 


(8) Bear in mind that capital offense may be involved and 

-that evidence-will-be subject to close -scrutiny; therefore, chain of 

evidence must be carefully preserved. 


(9) In investigating all types of incidents, be alert to 
possible use of FBI Laboratory facilities in establishing exact method 
and cause of explosions, fires, etc. 


EFFECTIVE: 01/31/78 


149 4.3 Motor Vehicle Incidents 

(1) Complete, thorough crime scene search should be 
conducted immediately. 


(2) Make photographs and sketches of scene. 

(3) Interview local authorities who may have investigated 

incident. 


applicable. 


(4) Conduct thorough neighborhood investigation where 


labor disputes 



EFFECTIVE: 01/31/78 
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149-A.A Incidents Involving False Reports (Title 18, USC, Section 
35 (b)) 

(1) Many such reports are received through anonymous 
telephone calls. Each field office should consider opening a control 
fi Upsetting forth information concerning individuals who are known 
have made ^’nuisance calls*” 


(3) When call is believed to have originated from 
juvenile, attempt to obtain information through cooperative school 
officials and other juvenile authorities. 

(A) Immediately conduct investigation at the airport, if 
caller alleges a bomb^is on a plane, preferably while plane is^ptill 
■ on ground; attempt to.:, locate possible suspect «bo may have come 
the; airpdrt’^t^?.bse^ the call.,, 

(5) Interview airport personnel concerning/apy^-pe 

-particularly juveniles, .loiteH^S^ apparent reasO^,,, 

(6) 't Consider, checking vi.t^Jgo lice department. 
telephone company iTor person knoym to have made crank, ^elephoh^^^^^^^^^ 

Cdl 1 s • 



airport. 

(9) Immediately conduct any other logical investigation 
depending on the circumstances under which false report was received. 

EFFECTIVE: 07/11/85 


1A9-5 


PROSECUTION 


Sensitive 
PRINTED: 02/18/98 


PAGE 149 


Manual of Investigative Operations and Guidelines 
Part I 

EFFECTIVE; 07/11/85 


149-5.1 Title 18, U.S. Code, Sections 32(a) (b) | (c) , 33 and 37| 

(1) In cases in which jurisdiction is questionable, 
present to USA early in investigation. 


(2) Under Section 32(b), Bureau authority must be 

obtained_before_instituting_an_investigation All-requests for 

investigation under this subsection should be submitted to F 
Headquarters and this submission should contain the USA s opinion 
respect to the prosecutive potential of the matter. 


with 


(3) Under Section 33, the phrase "property or cargo" was 
added to Title 18, USC, Section 31 to cover trucks. As a result, a 
person who destroys or damages a truck with intent to endanger the 
driver or another person on board, or with reckless disregard or 
their safety, can now be prosecuted under this section. 


Previously, this section applied only to motor vehicles conveying 
passengers — typically buses. 


(4) For policy considerations, DOJ has advised that the 
term "motor vehicle" is not intended to "federalize" every attack 
upon a truck which endangers persons on board. Damaging a truck with 
the intent of injuring the driver would violate a number of state 
laws, and it is the intent of the Congress that state authorities 
continue to play the principal role in this area. Offices 
reach understandings with local and state authorities, through their ^ 
law enforcement coordinating committees, reflecting t e imi e 
of the federal role. | (See MIOG, Part I, 15 4, 26^4.6.) | 


EFFECTIVE; 01/08/96 
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149-5.2 Title 18, U.S. Code, Section 35 (a) and (b) 

j (1) I As soon as practicable, full facts should be 
presented to the USA in the district in which the offense occurs in 
order to determine if there exists a possible violation of Section 35 
(b) (criminal). Should the USA determine that the offense does not 
constitute a violation punishable by criminal penalties, a prosecutive 
report should be submitted, a copy of which should be furnished the 
USA's Office covering the district in which the offense was committed 
and copies forwarded to the field office responsible for the area in 
which the offender resides with a copy designated for the USA in that 
area. — ” ““ 


I 1 (2) 1 The Department has advised that in those instances 

in which civil penalties are applicable. Section 35 (a), prosecution 
should be initiated in the district of the offender's residence, not 
in the district in which the offense occurred. Further, the Criminal 
Division has advised that civil complaints and summonses should be 
utilized in civil actions under Title 18, USC, Section 35 (a), rather 
than informations and warrants of arrests as employed in criminal 
cases. Should the USA in the district of residence decide civil 
I sanctions are warranted, it will be|his/her | responsibility to initiate 
same under established Department procedures. No requests by USAs for 
investigation relative to civil offenses shall be accepted by field 
offices without prior FBIHQ authority. 


EFFECTIVE: 07/11/85 


149-5.3 Prosecution Under the Hobbs Act 

» 

Consideration should also be given to use of the Hobbs Act 
as a vehicle of prosecution where an extortionate demand is made 
directly or indirectly upon a commercial air carrier which would 
obstruct, delay, or affect commerce. The Department has instructed 
all USAs that when such an extortionate situation is encountered 
wherein it may be desirable to charge a violation under the Hobbs Act, 
the Department must be consulted. 


EFFECTIVE: 07/11/85 
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1A9-6 


PENALTIES 


(1) Section 32(a) (b) - not more than | $250,000) fine] (see 
Title 18, use. Section 3571) |or imprisoned not more than 20 years, or 

both. 

(2) Section 32(c) - not more than) $250,000) fine) (see 
Title 18, use. Section 3571) )or imprisoned not more than 5 years, or 
both. 

(3) Section 33 - not more than) $250,000) fine) (see Title 
18, . use, .Section_3571) ) or...imprisoned_ not more than 20. years ,_ or .both. 

(A) Section 3A - Penalty when death results - "whoever is 
convicted of any crime prohibited by this chapter, which 
in the death of any person, shall be subject also to the death 
penalty or to imprisonment for life." 

(5) Section 35(a) - Civil penalty of not more than $1,000 
recoverable in a civil action brought in the name of the United 
States. 

(6) Section 35(b) - not more than)$250,000)fine) (see 
Title 18, use. Section 3571) )or imprisoned not more than 5 years, o 
both. 

l(7)S.ction 37 - not note than $250,000 tine (eee Title 
18. use, Section 3571) or inpriconeO not note than 20 y”"- ^ both, 
:,nd if the death of any person results from conduct by section 37(a), 
shall be punished by death or imprisoned for any term of years or or 

life. ) 


EFFECTIVE; 01/08/96 

149-7 CHARACTER - DESTRUCTION OF AIRCRAFT OR MOTOR VEHICLES 

Where incident is potential violation of Section 35, use 
above character followed by (False Report). 
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EFFECTIVE; 07/11/85 
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SECTION 151. 


BACKGROUND INVESTIGATION - OFFICE OF PERSONNEL 
MANAGEMENT (OPM) 


BACKGROUND INVESTIGATION - OFFICE OF PERSONNEL' MANAGEMENT 
(OPM) 


This classification was deleted in Fiscal Year 1990 due t< 
th. simiUriti.s it and cla.aiticati.n 140. Th.rnfor., cases 

ref.rred_to_th. rai_from.OPH.r.8ardin8 an^app .cant s oyalty to the 

I Government should be handled under ,1 i. 

Personnel Management - Referral; - Employees; - Other. 1 See Part i, 
Section 140 of this manual, for appropriate instructions. 


EFFECTIVE: 04/19/91 
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SECTION 152. SWITCHBLADE KNIFE ACT 


152-1 


STATUTES 


Title 15, use. Sections 1241, 


1242, 1243 and 1244. 


EFFECTIVE: 01/31/78 


152-1.1 Section 1241. Definitions 


■•Th. ter. ' inter, t.te cotw.erce' ...ns 

State. Territory, possession of 'jj* " 

Columbia, and any place outside thereo . 

-The term 'switchblade knife’ means any knife having a 

blade which opens automatically 

-by hand pressure applied to a button or other device in 

the handle of the knife, or 

-bv operation of inertia, gravity, or both." 


EFFECTIVE: 01/31/78 

152-1.2 Section 1242. Interstate Commerce Violations 

"Whoever knowingly introduces, or Jj^ibutes 

introduction, into interstate knife*”shall be fined not more 

in interstate commerce, any switchblade knife sna 
than $2,000 or imprisoned not more than five y 


EFFECTIVE: 01/31/78 
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152-1.2.1 Elements - Section 1242 

(1) The person must have the specific criminal intent to 

(2) Introduce or manufacture for introduction into 
interstate commerce, or transport, or distribute m interstate 
commerce any switchblade knife 

(3) The knife itself must come within the specific 
definition of a switchblade as set out in Section 1241 

(4) jrhaJLthe_y_i,olator._n,ot_come._within._one__of_the_four 

exceptions set forth in Section 1244. 


EFFECTIVE: 01/31/78 


152-1.3 Section 1243. Within Specific Jurisdiction 

"Whoever, within any Territory or possession of the U.S., 
within Indian country (as defined in Section 1151 of Title 18, USC) , 
or within the special maritime and territorial jurisdiction of the 
U.S. (as defined in Section 7 of Title 18, USC) , manufactures, sells, 
or possesses any switchblade knife, shall be fined not more than 
$2,000 or imprisoned not more than five years, or both. 


EFFECTIVE: 01/31/78 


152-1.3.1 Elements - Section 1243 

(1) Specific criminal intent to 

(2) Manufacture, sell, or possess any switchblade knife 

(3) Within any territory or possession of the U.S., 
within Indian country (as defined in Section 1151 of Title 18, USC), 
or within the special maritime and territorial jurisdiction o e 
U.S. (as defined in Section 7 of Title 18, USC) 

(4) The knife itself must come within the specific 
definition of a switchblade knife as set out in Section 1241 

(5) That the violator not come within one of the four 
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exceptions set forth in Section 12A4» 


EFFECTIVE; 01/31/78 


152-1.4 Section 1244. Exceptions to Sections 1242 and 1243 



These sections shall not apply to - 

"(1) any common carrier or contract carrier, with respect 
shipment in interstate commerce in the ordinary course of business, 

"(2) the manufacture, sale, transportation, distribution, 
possession, or introduction into interstate commerce, of switchblade 
knives pursuant to contract with the Armed Forces, 

"(3) the Armed Forces or any member or employee thereof 
acting in the performance of his duty; or 

"(4) the possession, and transportation upon his person, 
of any switchblade knife with a blade three inches or less in length 
by any individual who has only one arm." 


EFFECTIVE; 01/31/78 


152-2 MISCELLANEOUS 

This act also provides for an amendment to Section 1716 of 
Title 18, use, which provides that switchblade knives are nonmailable 
item's. Violations of this part of^ the act are subject to 
investigation by the Inspection Division of the U.S. Postal Service. 


EFFECTIVE: 01/31/78 
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152-3 


POLICY 


expression of nis vie v further investigation. If 

can be successfully inquiry to develop the allegations so 

necessary, conduct a prelimma y ^ earliest possible 

that the view of the USA may ® ° orosecution is not warranted, 

time. IE the USA “P”see. the view ‘ a contirming 

discontinue investigation and c . ^ 3 ^^ involved, the facts 

letter to the USA. Where prosecutive opinion. 

should be promp.tly_.discussed,y|.t ^ information on the 

-TheUSAaheuldheEutnshe V,. 

juvenile as his prior arre instant offense, past and 

r»t:itTu-nt^:^u^ur:it^:cai ,u^ 

/eu/in^r^^lJ ani timely pteaeatation oE the 

case* 

Complaints involving shipment of 
„ail only should be referred to the nearest office P 

inspector • 

FBIHQ should be promptly advised °^„_ 3 „le 

complaints and *“" 8 ^ LitcSb!Ue knives in interstate 
rforeir;o-:;e:%^"eri^^^^ on Government reservations. 

a,u.. 

In all investigations be alert to the 

^ knife or knives involved and 

ascertaining the ° identify the manufacturers, 

i::nt?:!"dLt^ura:.':r.JS^a^ira".U L taalEic Oh a laaga 

scale* 


EFFECT IVE: 01/31/78 
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152-4 


VENUE 


In prosecutions against those who manufacture switchblade 
knives for the purpose of introducing them into interstate commerce, 
venue would lie in the district of manufacture, or, as in prosecutions 
against a shipper who "introduces" such articles into commerce, at the 
place of their delivery to the common or contract carrier or 
shipment. 

The offenses involving transportation in interstate 
commerce being continuing offenses, they may be prosecuted pursuant to 

jrprovi.ionLof Iitlea8,_USC...S,ction_3237 ''in «.y 

through, or into which such commerce. . .moves. Offenses committed 
within the special maritime and territorial jurisdiction of the U.Sj 
should be prosecuted, as provide in Title 18, USC, Section 3238, 
the district where the offender is found, or into which he is first 

brought." 


EFFECTIVE: 01/31/78 


152-5 


CHARACTER - SWITCHBLADE KNIFE ACT 


EFFECTIVE: 01/31/78 
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SECTION 153. AUTOMOBILE INFORMATION DISCLOSURE ACT 


153-1 STATUTES 

Title 15, use. Sections 1231, 1232 and 1233 


EFFECTIVE: 11/12/80 


153-1.1 


Definitions 


(Title 15, use. Section 1231) 


"For the purposes of this Act 


"(a) The term 'manufacturer' shall mean any person 

engaged in the ®*^^g“®utomobilL"f o^ any 

including “S' under the control of such .anufacturer, 

ZtZu.. »ith the di.trihution of ne» 

automobiles. 

"(b) The term 'person* means an individual, partnership, 
eorperation. business trust/or any organised group of persons. 

"(c) The term 'automobile' includes any passenger car or 
station wagon (pickup trucks are exempt from Statute stic er 
requirement) • 

"(d) The term 'new automobile' means an automobile the 
•table or leial title to which has never been transferred by 
raniuci^rr. dfttrihutor. or dealer to an ultiaate purchaser. 

■•(e) The ter. ■dealer' shall mean any person resident or 

located in the United State, or any of new 

District of Colombia engaged m the sale or 
automobiles to the ultimate purchaser. 

"(f) The term 'final assembly point' means — 

"(1) in the case of a new automobile manufactured or 

irr'’^*thi"plant^”fIctory!^or’ otherplaL^a^ihich f new automobile 
fs’proiuced « asU-bled by a manufacturer and fro. uhich such 
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automobile is delivered to a ^prrafioi'of'sfch"" 

component parts necessary t ^rtmnhile whether or not such 

and 

..(2) i„ th* case ot . new entonebile inport.d into the 

United States, the port of importation. 

I niirchaser' means with respect to 

“th^'first Utson, other than a dealer purohasing 

Thirc««Ttyl»:a Sealer, who.in good_Eaith purohasea anch.new. 

^automobile for purposes other than resale. 

S: S^teS'Iurerlr'Sniro^iSnTanr^SS i^an, 
re:n?Srr:r'th:'v"t.rs : es »r in 

rrSfgrSauSS^-^ret^eSnhrDietSict of colohhia and any State or 
Territory or foreign nation. 


EFFECTIVE: 11/12/80 


153-1.2 


Label and Entries Re,nired (Title 15. USE. Section 123» 

"Every .anufacturer^of^new^autonoM 

commerce shall » prior ft-oHuction date of new models 

dealer, or at or prior f date, securely affix 
delivered to a dealer p i automobile a label on which 

to the windshield, clearly, distinctly and legibly true 

’anfcS^SSrSnuIes disctSsing the E.llnwi"E infornation concernsng 
such automobile 

, . 4-1 nnd serial or identification number 

"(a) the make, model, and seria 

"(b) the final assembly point; 

"(c) the name, and the location of the place of business, 
of the dealer to whom it is to be delivered; 

"(d) the name of the city or town at which it is to be 
delivered to such dealer; 


or numbers; 
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"(e) the method of transportation used in making delivery 
of such automobile, if driven or towed from final assembly point to 
place of delivery; and 

"(f) the following information: 

"(1) the retail price of such automobile suggested by the 
manufacturer; 


"(2) the retail delivered price suggested by the 

manufacture r for each a ccess o^y_or_J.iem_^opi^^^ 

^^U^ly attached to such automobile at the time of its 
IJch dealL, which is not included within the price of such automobile 

as stated pursuant to paragraph (1) 


"(3) the amount charged, if any, to such dealer for the 
transportation of such automobile to the location at which it is 
delivered to such dealer; 


"(4) the total of the amounts specified pursuant to 
paragraphs (1) , (2) , and (3) . 


EFFECTIVE: 11/12/80 


153-1.3 Elements 

(1) Section 1232 

(a) A manufacturer of any newly manufactured or 
imported automobile distributed in interstate or foreign commerce 

(b) Prior to delivery of the automobile to a dealer 
or at or prior to the introduction date 

(c) Willfully fails to affix a label to the 
windshield or side window disclosing information as provided for in 
Section 1232, or 

(d) Willfully fails to endorse clearly, distinctly, 
and legibly any label as required by Section 1232, or 

(e) Makes a false endorsement of any such label. 
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(2) Section 1233 

(a) A person willfully removes, alters, or genders 
illegible any label fixed to a new automobile pursuant to Sec ion 

(b) Prior to the time automobile is delivered to the 
actual custody and possession of the ultimate purchaser, except 

(c) Where the manufacturer relabels the automobile 

in instances in which it is rerouted, repurchased, or reacquired by 
the manufacturer. 


EFFECTIVE: 01/31/78 


153-1.4 Other Provisions 

Venue in offenses involving 

would lie in the district of manufacture or in any district in which 
such offense was-begun, continued, or completed. 

In offenses involving the removal or alteration of the 
label by an individual, venue would lie in the district where the 
offense took place. 


EFFECTIVE: 01/31/78 


153-2 


POLICY 


(1) Upon receipt of a complaint involving a P°«ible 
violation, promptly obtain the interview. of 

cases this automobiles. Photographs of the automobiles 

obiective during investigation. MaKe clear our ju 
responsibilities under the statute to those contacted. 

(2) During the investigation of the case, any 
•fh reaard to th^yfical examination of the automobiles and labels 
"nJolv.5, particularly regarding the conducting o£ a legal ..arch. 
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should be promptly execu^e\''crs;nt'^o'se^ 

tJe^;si”may'desLrto”proceed on the basis of a search warran . 

The appropriate USA loped upon which to 

as possible after sufficient ^ that prosecutive action m 

base a prosecutive <>P Jt^b^initiated by the USA by filing an 
rrrm^tron Tvl^w'o^f r rar/that Violations of this act are 
considered misdemeanors. 

Be certain in f p^^tteuri^e^Un^ 

-i!Ud 

arises out^pfaW- 

«ost ^i*\he automobil^gg^Sinv^es^. 

^dotlegging ndnfranchifTd independent 

^the obtaining of ‘ a new model car^r when a new car g^. 

' srt^alors. Keep in tnino mis a new car#A^, 


under t^ ‘l®^^;"’'"°"..'"T^®used-car dealer will oftentimes 
J’ultifflate ^ ^ nrotect the identity 

in •” -".r^rcar and thust®!" 

fe-£ihi'£ad^i|lon ‘^ilir too has an i»t.r,s«n havr^ 

i'liulation. Tha Dapartnsnt identity of the original 

AIDA labal for the PnjP»” d.livered n°nstitutes a 

dealer to whom the auton the alteratien of labels 

violation of this ac a , trate the disclosure of certain 
motivated by a desire to f dtfficient from which to infer t^ 

information on such labels wou ®--£ invest iiatlons^^of^t^^^^^ 

element of wi 1 1 fulness • Be ale^twA«L^i»!^ v.- • • ? *: «tt'ir«ohC » 


^f^eal 



element ot - 

of violation to any m ic . - ^ 
firm is being used as a that ..such a^Wdl^ 

new car and used^car dealer, ^hat i^Ts exist ^ce^gP^ 

is not a<^uany^,jj^ , .,“i v transaction. One o^, 

^efy; t^P^a 5^^^^ rental or; leasifig t echm^ 

;:ei!n‘^:.hrei?2ir- and%..te*f-n«®i-t th. ..u .f 

Lw aut^obi les^*^^,^ 
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EFFECTIVE: 01/31/78 


153-3 PENALTIES (Section 1233) 

(1) Any manufacturer of automobiles distributed in 
1 - fails to affix to any new automobile 

commerce who willfully fails required shall be fined not 

lorf ?hlr$?.000!“'’such failure with respect to each automobile shall 

constitute a separate offense. ^ 


(2) Any manufacturer of automobiles distributed in 

c«™.rce wUlEully .E any 

ih^ll be ViTei^ot more than $1,000. Such Eailure or 
EaUe fnJ^sentii with respect te each autonobiU shall censtrtut. a 
separate offense. 

(3) Any person who willfully removes, alters, or renders 

,.1 ^ la Waal affixed to 3 new automobile, or any endorsement 

jiireon,%r!L to the time that such j":rLc^ new 

alteratiX*or”r^der^^ «ith respect to each automobile 

shall constitute a separate offense. 


EFFECTIVE: 01/31/78 


153-A 


CHARACTER - AUTOMOBILE INFORMATION DISCLOSURE ACT 


EFFECTIVE: 01/31/78 
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section 154. INTERSTATE 


transportation op unsafe refrigerators 


,5S,.l STATUTES 

title 15. use. Sections 1211. 1212, Ul?. 1214 
EFFECTIVE: Oi/31/78 


i«A_i 1 Elements 

Section 1211 makes it unlawful 

:iich*ctnP««s ulintan^ards prescribed pursuant to Sect. on 


EFFECTIVE: 01/31/78 


54-1.1.1 Other Frovisions 

Under Section 1213 the commtraal standards 

prescribe and publish in the household refrigerators, will 

:-r devices which, when used m eAsilV from the inside, and th 

:rabte the doors thereof to Tection shall be so prescribed 

"tisUrirrareiraurniv^^^^^ — - 

Note: These ^gted^S-l-S^^oLLf 22, Number 

A in the **Federal Register 
Commerce in tne 

I A f c *' interstate commerce" as used in this 

Section 1214 defines Territory, possession, 

.. " i-v*" , 

transportation occur, or .n the D.str.c 
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p„..e..ien of the O.S. wherein .uch tran.portation occur.. 


PAGE 154 ■ 


EFFECTIVE: 01/31/78 


154-1.1.2 Policy 

(1) The Department of Commerce is specifically charged 

with the regulatory provisions of this act. 

The Bureau will not make inspections, of manuf^^^^^ 

„ with the Department of Commerce 

plants to insure compliance 

reguls^t i ons • 

(3) Lfourby the 

-r-- OE-Urri^ - -erred to the 

Department of Commerce. 

(« upon receipt ol n cohpUint.nd^ 

thi. act. .aid conpla.nt ‘Uhwld^'^^U.at. y sufficient to 

appropriate USA to determine whether tne 
uCrant inve.tisation and pro.ecution. 


EFFECTIVE: 01/31/78 


154-2 PENALTY 


more 


Imprisonment 

than $1,000 or both. 


for not more than one year or a 
(Section 1212 - misdemeanor;. 


fine of not 


EFFECTIVE: 01/31/78 


154-3 


CHARACTER - IMTERSIATE TRANSPORTATION OF UNSAFE 
refrigerators 
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ms-1 background 

. c«ace Act o£ 1958 was 

The National Aeronaut.oa an. P La» 

approved by the ‘ ™^l“‘Ia“a.enda Chapter 37 of T.tle 18, 

ie,en_added_.tp_this_Chapter.. — — - 


EFFECTIVE: 01/31/78 
J55-2 STATUTE 

Title 18, use. section 799. reads as follows: 

..Violation of regulations of National Aeronautics and 
Space Administration i„«-« or 

-Whoever «i^l^“^^y^^*“or''order%romun^^^ the 

AsrtrrtorrtrN'au^^^^^^^^^ 

ratifiro^part th:^ i :ro^b“•pr;;:ti^':H?^^ or 

both.” 

EFFECTIVE: 01/31/78 
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155-j departmental policy and investigative jurisdiction 

«) Th. Dep,rt«ent h.. ‘-,t„'e*«u!nr^d"r‘'Tui‘/l8. 

[or ooforcoment and proaacution or j 5 pjty Section of the 

use. Section 799 is assigned to the Internal becu^^ 

Criminal Division of ^he esoionaae and the protection of 

Chapter 37 of Title . f alleged violation is within 

defuse installations, investigation of an aiiegeo 

the FBI's investigative jurisdiction. 

The Department noted that although Section 799 

_pr.hihits...thfi«Utipn^,„any^resuU^^^ 

Administrator of the Nationa deals with the protection or 

(NASA) where such every technical infringement should be 

ifs^arcrSy Nisl'wirontrtJe^ore serious violations being referred 
to the FBI for its investigative attention. 

(3) In pursuing it wliirbe 

violation of S®^tion 799^ th e„ion was not merely technical 

necessary to establish t y violation having 

or inadvertent, but a wi u P ^^^tter should be 

prosecutive merit, wnere any 
discussed with the Department. 


effective: 01/31/78 

155-4 NASA INSTALLATIONS COVERED BY THIS REGULATION 

Alabama 

George C. Marshall Space Flight Center, Marshall Space 
Flight Center, Alabama 35812 


California 


93523 


A... Rccrch enter, Moffett Field, ClifornU 94035 
FlUht Re.eorch Center, P. 0. Box 273, Edward., Californi. 

KSC He. tern Te.t Ranse Operation Division, P. 0. Box A25, 
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Lompoc, California 93436 

A = Office 4800 Oak Grove Drive, Pasadena, 
NASA Pasadena Otiice, 

California 91103 


Florida 

J ohn F 

Florida 32899 

Louisiana 


. Kennedy Space Center, Kennedy Space Center, 


Michoud Assembly Fac 


iFityT^- Box 29300, New Orleans, 


Louisiana 70129 

Maryland 


Goddard space Flight Center, Greenhelt, Maryland 20771 


Mississippi 

39520 

New Mexico 


Mississippi Test Facility, Bay 


St. Louis, Mississippi 


JSC White Sands Test Facility, P. 0. Drawer MM. Las 
Cruces, New Mexico 88001 


New York 

Goddard Institute for Space 
York, New York 10025 


Studies, 2880 Broadway, New 


Ohio 

Ohio 44135 
Texas 

Virginia 


Lewis 


is Research Center, 21000 Brockpark Road, Cleveland, 


Lyndon B. Johnson Space 


Center, Houston. Texas 77058 



Langley 


Research Center, Langley Station, Hanpton, 


Sensitive 
PRINTED; 02/18/98 


Sensitive 


Manual of Investigative Operations and Guidelines . 

Part I 


Virginia 


23665 

Wallops Flight Center, Wallops Island, Virginia 


23337 


EFFECTIVE; 01/31/78 


INVESTIGATIVE PROCEDURES 


155-5 

(1) Upon receipt of 

officer _concerAing_a-PhS-?|>>^-y^^^^ available facts to FBIHQ 

Title 18, use. Section 799, prompt y ^ i to the Department for 

t;vrersStr!ni:r.i”irrn:u 4 

Sr iran;urn“i ^firanoranrrreaner. sudnit sad. to rBlHO 
as above • 

(2) conduct no active investigation unless instructed to 
do so by FBIHQ. 


EFFECTIVE: 01/31/78 


155-6 


CHARACTER 


- NATIONAL AERONAUTICS AND SPACE ACT OF 1958 


1 


EFFECTIVE; 01/31/78 
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SECTION 


156. EMPLOYEE 


retirement income security act 


L56-1 


STATUTES 11 'll 1141 

iri 91 - 1029 . 1111» 1131i li 

1(01 Title 29. use, Sect.ons 1021 

1 -n 18 use Sections 664, 1027, 1954 
I (2) 1 Title 18, Ubu, 


EFFECnVE: 05/28/85 


156 


-1.1 Title 29, use. 


Section HU 


EFFECTIVE: 05/28/85 


6-1. 1.1 Elements Persons convicted 

1 Prohibition against are prohibited from 

, nectain Ptior to^OcteU- trisUet^nstoSian. c.anseUn-^- 

.prisonnent. uhsch. ^n.ars after conviction or enO 

ditUueitation extenua - e -hen 

.p iipti»r"‘"';pft:!)rbeen fully xeatoreU or *e" the^U;®. 

r:ron rrrhno-rnstr;:™"^^- - 

:U;irt:S‘p-«no'rere m . prohihlteu posmon., 


EFFECTIVE: 05/28/85 

156-1.2 Title 29, use. Section 1131 
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EFFECTIVE; 05/28/85 


156-1.2.1 Elements 

(1) Willful failure to prepare description of plan and 

,ccr.ins to oo,uUe..nt. .n Act. 

(2) Willful failure to publish description of p 
annual financial report by; 


participant or beneficiary at principal office 

(b) Not mailing them to any participant 
beneficiary upon written request 

(c) Not filing them with the Secretary of Labor 
(Title 29, use, Sections 1021-1029) 


EFFECTIVE; 05/28/85 

156-1.3 Title 29, USC, Section UAl 
EFFECTIVE; 05/28/85 


156-1.3.1 Elements 

Interference with rights ” ^®^°^jj^o*'^preVent exercise o 
violence (or threat ^beneficiary may become entitled, 

any right to which Section 3001 of ERISA, or the 

Jtan. iuao.uc, a.. 

EFFECTIVE; 05/28/85 

156-1. A Title 18, USC, Section 66A 
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EFFECTIVE: 05/28/85 


156-1. A. 1 Elements 

► t-hoft — Anv person who embezzles, steals. 
Embezzlement or theft Any P . j another any 

assets of any plan subject to the Act. 


EFFECTIVE: 05/28/85 


156 


-1.5 Title 18, use. Section 1027 


EFFECTIVE: 05/28/85 


156-1.5.1 Elements 

„p.e,.nt.tirorra”:r.nc«r,:n^v«rup:“‘.r/.nrr^ 

fact, in . j u 

• j uxr Act to be published by 

I (1 ) \ Any document required by the Act 

the plan 

1 (2) 1 Any -cord. 

^.i“u»n^.r:e":nrdrcL^nt'':.,uL.d tn. A.t t. .. ynMUn.^ .y 

the plan j 

. j Hie Act to be certifiea 

1 1 (3) 1 Any information required by 

to the administrator of the plan 


EFFECTIVE: 05/28/85 


156 


-1.6 Title 18, use. Section 1954 
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EFFECTIVE: 05/28/85 


156-1.6.1 Elements 

who receives or 

(1) Kickbacks - cOMicsion, gift, 

iC^irnta^rg rc‘^a:r,u:atrL":'tr.^ cc„ccc„iag . gtaa 

employee pension benefit p 

plan; or 

(c) An officer, counsel, agent, or 
,„p.ova. ccganizauL fn/cf »boae ...bee. aca covacab by aacb piaa, 

(-) * ■’Utra^t'^urUc^fSs’tr 

aaplayaa of an arganigation which, prov.das banafet plan 
such plan 

(2) Any parson who ^•"/“y;,t"'‘‘rc:t«k!‘c'L.nsion. 
:"ft:‘io::;.'”o:t;:%r°tSirg :.iua’pr«hibi.;. by this saction 

• u fide salary compensation, or other payments made 

Exception: Bona fide sala y, 5 . for service actually 

goods or facilities actual y “ duties of any person mentioned 
performed in the regular course of duties of a y p 

above. 


EFFECTIVE: 05/28/85 


Sensitive 
PRINTED: 02/18/98 



Sensitive 


Manual of Investigative Operations and Guidelines 
Part I 


page 156 - 


156-2 


1 SIGNIFICANT EXCLUSIONS IN COVERAGE (TITLE 29, USC, 
SECTION 1003) 


( 1 ) 


Governmental Plans 


(a) Title I of ERISA excludes from coverage of any 

c:el%::nr(;ederri!%fat:! tr t^^o'^-^U^Eency^rOovL^^Lt. 


(b) 


General Exceptions to (a) 


1 If an employeo^benef it any 

by ERISA. 

2 A determination can be made as to whether or 
r.A bv ERISA by contact with the U.S. Department of 

not a plan IS cove -e fu- plan files an annual report-. 

Labor (DOL) to ascertain if the plan rue 

(2) Church Plans 

U-) Benefit plans maintained and established for its 

.V , i .nee Ue, en. 

excluded from coverage by ERlbA. 

(h) General Exception to (a) - Employees of churches 
who are employed in trades situatiorwheL a 

(3) Workmen's Compensation Funds ^ 

maintained solely for the covLed by ERISA. 1 

compensation and unemployment laws is not 


EFFECTIVE: 06/09/80 
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1 156-31 POLICY 

(1) Memorandum of Understanding executed between 
Department of Justice and Labor provides as follows: 

(a) Investigation of alleged failure to disclose 

information or improper ^ or’ to Department of Labor as 

welfare <>r pension plans to pla^^ lo5l-1029) will be conducted by. 

ra2:r“nd'man:r'!lu b; referred to Department of Justice for 

consideration of criminal prosecution 

— -lbr‘ TnvertUat^^^ alleged violations 

will be conducted by FBI; 


29, use, Section 1111) 


Section llAl) 


1027) 


1 


1. Prohibition against holding positions (Title 

2. Interference with rights (Title 29, USC, 

3. Embezzlement (Title 18. USC, Section 664) 

4. False statements (Title 18, USC, Section 

5. Kickbacks (Title 18. USC. Section 1954) 
to that agency m writing. 

(3) Complaints concerning violations as listed in (1) 

above: 

justify investigation. 


EFFECTIVE; 06/09/80 
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156-A INVESTIGATIVE PROCEDURE 

n'i Prohibition against holding positions 
Section 1111) Docunent by 

cited in etatute Ctobbery, “'"“J ihe person is servine 

:l?K\:rprlra';i^Kib!tlS ;:;!Jlof <rinistr^ator. otticer. 

trustee, custodian, etc.) 


rx; f 1 *> 29 . use , Sect iqn__l 1.31), 
nsaoartment of Labor has 


„ siicV'Dep^ has 

No investigation to be should be forwarded FBIHQ 

jurisdiction; ‘"'““'""„X s<,„er of airtel. , 

pronptly for disseoination in LHM under cover , 

(3) interference with rights (Title 29, OSC, Section 

,191) Ascertain specific rights^of^pap^ 

It!°er.Cused'to'caus. interference (fraud, force, violence, or 
threat thereof) . 

(9) Enbeazleuent (Title 18, Section 669) 

(a) Embezzlenent t^°"“„a"'iep.ndent 

detail shortages in ptrson or persons responsible 

evidence d'!“i!nuU rxCnluoS of accouLing or^other . 

for shortage. Besides ara indicated to have knowledge„j^wy 

records estibnihjihd.^ 



fb) Be alert to determine facts which specify 

alleged enbegzlenent pertains "'j"*^f*ss,p^y*or labor union 

since e»b.zzl...nt of °%“,nr. peLiL plans are 

-r .:rau!tht^d - 

ro^^ljurattln-un;.:! or“pen.lon benefits payable to union 
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nenberi or th«ir beneficiaries . EnKzzlement «f labor 

Su^osur. Act oE 1959 (Section 159 of thr. manual). 

(5) False Statements (Title 18, USC, Section J02’> - 

False statements investigations should 8. rui^^Joc^d'e 

fraud against the Government matter in accordance wicn p 

outlined in Section A6 of this manual. 


( 6 ) 


Kickbacks (Title 18. USC, Section 1954) 


^UT'li^^tigati^iirT^g^^S anci*of a fee 

generally to any offer 

or commission in any form indication of such irregularities 

of a welfare or pension plan. Any indication o establish 

;:.n:unor ore^ ind^:verr;:Lon 


d be as go-betWeens-^’in 

middlemen who ac 

lithe scheSe^^f*^prxn.cipals involved; 

(b) Allegations to be aUrt^for ^ 

kickbacks. = ®^'^*.:i^®estiVation of such allegationr' 

will be loaned or ;-*^''«"ted. Inves^^ construction work 

rregarding loans made by ® of%robeeds of such loans and 

•' requires accounting for al -be^ 

.itrmcing mmy 9»c»‘i»79,W» ' 

|.Vrder-;to.:conceal:'k^ any 

^ISrttoM^’ffsud^^^ «bich may, be. diverted^ f .. 


EFFECTIVE: 04/24/90 


156-5 INTERVIEW WITH UNION OFFICIALS 

These intervie-s may be conducted on t;-« »' 

SAC. provided all of the following circumstances exis . 

(1) Files o£ field office uhere intervieu to be conducted 
contain no information to indicate sueb interv.eu mould be 
inadvisable. 

(2) Interview is not premature and other available 
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sources of information desired from union official have been 
exhausted* 

(3) Interview is absolutely necessary in interest of 
conducting complete and thorough investigation. 

(4) The interview must be discussed with and approved by 

the USA. 



to indicate the interview would be inadviaable. 

(7) FBIHQ .net be ‘j'aTlt'a^Le 

tfUcrnation'l attention on the inveatrgat.on. 


EFFECTIVE: 10/18/88 




156-6 REPORTING PROCEDURES 

la • *h‘-ai airtel with accompanying LHM (original 
(1) |An initial FBIHO within 60 days if the 

and three copies) should be submi associates e The LHM should 

investiBation involve. >-CN nenber. , 

UentUicaUriarrtSr.ubiect(a) for indexinB purpose.. 1 

(« lA ‘^""/.^nMtron'foIlducttd'jo”^^^ r/'' 

i“tat».rrU«bi4 ‘in”.4gation contenplated durinp-th. next 180 

days . I 

(3) lA closing airtel should be submUted to FBIHQ with 

an LHM restating the ®'’®”^”5etailing^the^dis^ 

oftheln^ts'tigaiir '^^hrLMM^ should include the final opinion of 
the USA. 1 

(4) lit “■.investigation 

“ira:XinpUriSS: --in OO day.. The 


Sensitive 
PRINTED: 02/18/98 


Sensitive 

Manual of Investigative Operations and Guidelines 
Part I 

r„ulU and/or su—ry ah.uM b. reported by LHM (orisin.l and three 
copies) . I 

EFFECTIVE; 10/18/88 
156-7 PENALTIES 

(1) Title 29, use. Section 1111 " $10,000 or not more 

than five years, or both 

(2) TiUe 29, use. Section IIAI - $10,000 or not more 

than one year, or both 


PAGE 156 - 10 


both 


or both 


or both 


(3) Title 18, use. Section 664 - $10,000 or five years or 

(4) Title 18. use. Section 1027 - SIO.OOO or five years 

(5) Title 18, use. Section 1954 - SIO.OOO or three years 


EFFECTIVE: 10/18/88 

156-8 CHARACTER - EMPLOYEE RETIREMENT INCOME SECURITY ACT 


EFFECTIVE; 10/18/88 
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SECTION 157. CIVIL UNREST 


157-1 


RESPONSIBILITY OF THE BUREAU 


The responsibility of the Bureau under this section is 
based on the Attorney General's Guidelines for 

Disorders and Demonstrations Involving a Federal Interest, whic 
became effective April 5, 1976. 


EFFECTIVE: 01/31/78 


157-1.1 Categories for Reporting 

Under these guidelines, the FBI is responsible for 
reporting information on civil disturbances or demonstrations in four 

categories: 

(1) Investigating violations of Federal criminal law 

directed explicitly at civil disorders (e.g.. Title 18, USC, Sec ions 
231 2101); and investigating violations of Federal criminal law o 

general applicability occurring during civil disorders. 

(2) Providing information and assistance, upon request of 

the Secret Service, to aid in carrying out its _ . p 

responsibilities under Title 18, USC, Sections 112, 970, and P. 

L. 90-331. Information relating to the protective responsibilities of 
the Secret Service which is acquired incidentally in the course o 
ca^vlnl out FBI responsibilities should be reported to the Secret 
Service! It should be noted, however, investigations 

of assisting the Secret Service in its protective responsibilities 
should not be undertaken without a specific request ° 

of Secret Service or his designee made or confirmed m writing. 

(3) Providing information concerning actual or threatened 

civil disorders which may require the P"®®”®® J®"^C^^SecJ io^^ 

enforce Federal law or Federal court orders (Title 
332, 333) or which may result in a request USC 

provide Federal troops in order to restore order (Title 10, USC, 

Section 331). 

(4) Providing information relating to demonstration 
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activities which are likely 
action to facilitate the act 
safety measures with respect 


to require the Federal Government to take 
ivities and provide public health and 
to those activities. 


2 


EFFECTIVE: 01/31/78 


157-2 


POLICY REGARDING REPORTING OF CIVIL DISORDERS 


Xhe Bureau's responsibilities in reporting Civil Disorde 

a r e_a s _ f_o_l ® • — — - — — ■ — — "" ^ ^ 

(1) Information relating to actual or threatened civil 

establifhed informants, of the Bureau's continuing interest 
disordors and demonstrations* 

C2) Investigations should not be undertaken to collect 
infornation relating to actual or «»"atened civil disorders except 

^':es;!rat!tns"?une1u^^:rt“^:^/“r:^:H^ 

Iu^h^a«tior«ay be reneved. in writing, for subsequent periods of 30 
days . 

(3) Information should be collected and ■'•patta'* 
u m smrf (i) above, for the limited purpose of assisting 
rte‘’Jr:trd:n i^”'r®nifg -h;ther Federal troops are required and 
d^er^tnirhow a decision to commit troops shall be implemented. 

This information should be based on such factors as. 

(a) The size of the actual or threatened disorder - 
both in number of people involved or affected and in geographic area. 

(b) The potential for violence; 

(c) The potential for expansion of the disorder in 
light of community conditions and underlying causes of the disorder. 

(d) The relationship of the actual or threatened 
disorder to the enforcement of Federal laws or court orders and the 
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likelihood that state or local authorities will assist in enforcing 
those laws or orders; 

(e) The extent of state or local resources available 
to handle the disorder. 

(4) Investigations undertaken, at the request of the 
Attorney General or his designee, to collect information relating to 
actual or threatened civil disorders should be limited to inquiries 
of: 

(a) Field office a nd FBI HQ files and indices; 

(b) Public records and other public sources of 

information; 

(c) Federal, state, and local records and officials; 

(d) Established informants or other established 
sources of information* 

Interviews of individuals other than those listed above, 
and physical and photographic surveillance should not be undertaken as 
part of such an investigation except when expressly authorized by t e 
Attorney General or his designee. 


EFFECTIVE: 01/31/78 


157-3 REPORTING OF DEMONSTRATIONS 

The reporting of demonstrations should conform to and 
include the following: 

(1) Information relating to demonstration activities 
which are likely to require the Federal Government to take action to 
facilitate the activities and provide public health and safety 
measures with respect to those activities, which is acquired 
incidentally by the Bureau in the course of carrying out its 
responsibilities, should be reported to the Department of Justice. 

(2) Investigations should not be undertaken to collect 
information with respect to such demonstrations except upon specific 
request of the Attorney General or his designee. 
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(3) > Information collected and reported pursuant to (1) 
and (2) above, should be limited to that which is necessary to 
determine: 


planned; 


(a) The date, time, place, and type of activities 

(b) The number of persons expected to participate; 


(c) The intended mode, of ; transportation^to. the 
intended site or sites and the intended routes of travel. 


. (d) The date of arrival in the vicinity of the 

ItitTnSpi ’site and housing planT, if pertinent; 

(e) Similar information necessary to provide an 
adequate Federal response to insure public he^th and safety and the 
protection of First Amendment rights. 'This'"i*s '^intended 

such additional' tacts affecting the Federai' responsibility as unusu^i, 
.health needs of participants, 'counterdemonstrations planned .which may 
increase safety needs , -or- possible inability of participants to ' 
arrange return transportation. 

(4) Investigations undertaken to collect information 
relating to demonstrations pursuant to (2) above should be limited to 
determining the information described in (3) above. Such information 
should be collected only by a check of. 


(a) Field office and FBIHQ files and indices; 

(b) Public records and other public sources of 

information; 

(c) Federal, state, and local records and officials; 

(d) PerVons~ inyolv^^ the 

demonstration, provided that in conducting interviews with such 
persons, they be. initiaUy|adyis^^^^^ authority to make the 

inquiry and tha limited ‘purpose -for: ^ it is made. ^ 


EFFECTIVE: 01/31/78 
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157-4 PHOTOGRAPHIC SURVEILLANCES 


PAGE 157 - 5 


Photographic Surveillances should not be conducted in 
carrying out Bureau responsibilities in collecting and reporting 
information on demonstrations. 


EFFECTIVE: 01/31/78 




157-5 DISSEMINATION OF DATA PERTAINING TO CIVIL DISORDERS AND 

DEMONST RATIONS _ 


Under the Attorney General’s Guidelines for reporting on 
both civil disorders and demonstrations, information concerning 
criminal offenses within the investigative jurisdiction of another 
Federal agency which is acquired incidentally in the course of 
Guidelines’ implementation, should be reported to the Federal agency 
having jurisdiction. Information concerning serious criminal offenses 
within the investigative jurisdiction of state or local agencies 
should be reported to the appropriate lawful authorities. In this 
regard, reference tO' serious offenses would exclude such matters as: 
drunkenness, vagrancy, loitering, disturbing the peace, disorderly 
conduct, adultery, fornication and consensual homosexual acts, 
false fire alarm, nonspecific charges of suspicion or investigation, 
traffic violations and juvenile delinquency. 


Information obtained relating to both civil disorders and 
demonstrations, which comes within the purview of the Attorney 
General’s Guidelines, should be furnished to the United States 
Attorney locally. Civil disorder information may also^ be reported to 
Federal, state, or local officials at the location of the actual or 
threatened disorder who have a need for the information in order to 
carry out their official responsibilities in connection with such a 
disorder. 


’^ By memorandum dated 7/26/76, the Attorney General. s« 
litional guidelines relating to the routine disseminatic 
>othl civil disorders and demonstrations ,i,to CIA at 
: this type information to CIA and other"Federal 
:ific request. Routine dissemination to CIA-'i^;j>;^, , 


set 

'forth additional guidelines relating to the routine dissemination of>,. 
information on both civil disorders and demonstrations uto CIA and also 
t dissemination of 
agencies on specs _ 

restricted to that which relates directly to the security or safety df‘^ 
CIA installations, personnel or operations. These additional 
guidelines also pointe'd'' out that on the other hand, it may be proper 
to furnish CIA or any other Federal agency upon its specif ic request , 
information concerning earlier civil disorders or demons t: rat i ons , 
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whether or not they directly related to the agency, if that 
information will be useful^ in determining the extent -to which present 
activities pose V' thf eat’tlo the security of the agency's facilities, 
personnel or operations. For example,., if a Government facility isT«?;or 
is about to be, the' targeti.qf a; demonstration by a particular g^up, 
information in FBI files concerning prior demonstrations by ‘that- group 
which resiilted-^in violence or illustrated->the group' s" ability. \to- 
preveiit violence would be relevant to a determination as to whether a 
security threat'^exists. Such information might properly be furnished 
upoh'request. 

The Attorney General' s memorandum of 7/26/76 further sets 
forth it~i^Tm^rtant that ^he very limited nature of the Federal 
Government's interest in both civil disorders and demonstrations be 
recognized not only in the acquisition of information but also in its 
dissemination to other departments and agencies and unless the 
information indicates that some action or response by the agency 
involved is likely to be required routine dissemination should not be 
made. 


EFFECTIVE; 01/31/78 


157-6 REPORTING PROCEDURES TO BE UTILIZED IN CIVIL DISORDERS AND 

DEMONSTRATIONS 

Information obtained which comes within the purview of the 
Attorney General's Guidelines for gathering and reporting information 
on civil disorders and demonstrations should be furnished to FBIHQ and 
interested agencies, including the United States Attorney locally, by 
most timely means warranted under the circumstances. Actual or 
threatened riots, disturbances, or disorders should be reported to 
FBIHQ by teletype unless circumstances warrant telephone call, in 
which event call should be confirmed by teletype. Teletypes should be 
in form suitable for dissemination and where possible information 
relating to those items specifically referred to in 157-2 (3) (a) 
through (e) and 157-3 (3) (a) through (e) above should be included. 

All administrative data, including reference should be at end under 
"Administrative" heading; classify if warranted, etc. Teletypes need 
not be followed by LHMs unless investigation of the disorder or 
demonstration has been specifically requested by the Attorney General 
or his designee. Include in details of teletype identities of local 
and Federal agencies notified. Record in field file identities of 
persons who were contacted at the notified agencies, time and date and 
identities of FBI personnel making contacts. 
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EFFECTIVE: 01/31/78 
157-7 CHARACTER 

The title of the case should be descriptive of activities 
involved followed by character "Civil Unrest." 


EFFECTIVE 


OT/31778 
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